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1.
Introduction
Sensitive data to be protected as defined in clause 4.8 of 24.379 are the followings:
-
MCPTT ID;

-
MCPTT group ID;

-
user location information;

-
emergency, alert and imminent-peril indicators; and

-
access token (containing the MCPTT ID).

Some are URIs, i.e. MCPTT IDs and MCPTT group IDs. These URIs may appear in XML bodies as attributes (for example in PIDF documents) and cannot be moved to ordinary elements without a change in the corresponding schema which would become incompatible with the IETF approved one.

Thus, the study of the Option 2 proposed by SA-3 in document S3-160638, i.e. encryption of the URI attribute into an encrypted URI attribute would allow overcoming the issue raised by the lack of encryption of the XML attributes. 
2.
Existing solution

The need for confidentiality of URIs in the IMS context already exists and has been solved in specific clauses of 33.203 and 24.229.

When an IMS sub-system does not want to have its topology exposed to other domains, it requires confidentiality of some of the SIP headers which are revealing this information, namely the Via headers. These headers which are consisting in a list of URIs are “tokenised” by the THIG feature in the IBCF.

This feature is described in clause 6.4 of 33.203 and clause 5.10.4 of 24.229. The basic idea is to encrypt the URI using a standard encryption algorithm in a standard mode (AES-128 in CBC mode) and to use a specific URI parameter “tokenised-by” to carry the information allowing the recipient to decrypt the information.
By keeping a structure fully compliant to the URI structure, the URIs may be replaced by URIs in a way which does not disturb the existing XML schemas requiring URIs in attribute position, while providing all elements for decryption by the intended recipient.

To implement Option 2, it is proposed to reuse the existing “tokenisation” solution with minimal adaptations.

3.
Proposed solution for option 2

As for the existing solution, it is proposed to replace:

Attribute=URI

By

Attribute=Token(URI);tokenised-by=base64IV;key-id=base64XPK-ID;alg=128-aes-gcm
where Token(URI) is obtained as provided in clause 6.4 of 33.203 by applying a 128-bit encryption algorithm (128-AES-GCM as provided by 33.179) to the URI to be hidden with a 128-bit key XPK (CSK or SPK as indicated by the “key-id” parameter value). The encryption algorithm shall use a 96-bit random IV.

4.
Co-existence with existing schema in 24.379

This schema can be applied to URIs, whether they are used as attributes or not. To simplify processing and to avoid double encryption, it is assumed that encryption of the sensitive URIs is performed as indicated above for all sensitive URIs only when they are in attribute position.

5.
Conclusion
Corresponding additions to 24.379 are defined in companion document (CR) C1-163235 submitted for approval. No change is required I  the XML schemas as the modified URI remains an URI (with parameters) and is matching the anyURI type in the corresponding XML schemas.
