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6.5.2.4
ePDG procedures

During the authentication of the UE for accessing the EPC via the ePDG, the ePDG shall initiate EAP-AKA based authentication between the UE and the 3GPP AAA server as specified in 3GPP TS 33.402 [15]. The ePDG shall extract the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server and shall send the EAP message received from the 3GPP AAA Server to the UE over IKEv2 messages as defined in 3GPP TS 33.402 [15].

At the reception of the first message of the IKE_AUTH phase from the UE, indicating to the ePDG that the UE wants to use EAP over IKEv2 (i.e. AUTH parameter absent), the ePDG sends the Authentication and Authorization request to the 3GPP AAA server including the EAP_resp/Identity in the EAP payload, with the User Identity retrieved from the IDi payload and the APN information retrieved from the IDr payload of the incoming message from the UE.
	*** Next Change ***


7.2.5
Emergency session establishment

If the UE needs to establish an IMS emergency session over untrusted access as specified in 3GPP TS 24.229 [67] in the subclause R.2.2.6, the UE shall first follow procedure described in subclause 7.2.4.1 to disconnect existing IPsec tunnel. The UE shall then select an ePDG that supports emergency services as described in subclause 7.2.1a and initiate an IKEv2 tunnel establishment procedure towards this new ePDG as described in subclause 7.2.2. 
Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the ePDG according to subclause 7.2.2.1 including the following payloads:

-
the "IDr" payload containing the string "EMERGENCY", using capital letters only, in the Identification Data. The UE shall set the ID Type field of the "IDr" payload to ID_FQDN; and

-
the "IDi" payload containing the NAI with the username part constructed based on the UE's IMSI. If the UE's IMSI is not available, the "IDi" payload shall contain the NAI with the username part constructed based on the UE's IMEI. 
Editor's note (WID: SEW1-CT, CR#0459): The case where the UE that has trust relationship with the non-3GPP access network uses untrusted procedure to establish an IMS emergency session is FFS.
If the UE does not receive a response to an IKE_SA_INIT request message sent towards the selected ePDG, then the UE shall repeat the ePDG search as described in 3GPP TS 23.402 [6], excluding the ePDG for which the UE did not receive a response to the IKE_SA_INIT request message. The UE shall stop the establishment of emergency session if it is unable to select an ePDG for emergency bearer services.

After the UE sends an IKE_AUTH request message to the ePDG using IMSI based NAI in the "IDi" payload, if the UE receives the IKE_AUTH response message that includes a Notify payload with the Private Notify Message Type indicating NON_3GPP_ACCESS_TO_EPC_NOT_ALLOWED, USER_UNKNOWN, PLMN_NOT_ALLOWED, AUTHORIZATION_REJECTED, RAT_TYPE_NOT_ALLOWED, NETWORK_FAILURE or NO_APN_SUBSCRIPTION, then after the UE authenticates the network by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEv2 security association states and reinitiate the authentication procedure as follows:
-
select a new ePDG by ignoring the ePDG configuration information as described in subclause 7.2.1A; and

-
if the "IDi" payload of the previous IKE_AUTH request message contains NAI that is constructed based on the UE's IMSI, the UE shall reinitiate the authentication procedure with the "IDi" payload of the next IKE_AUTH request message containing NAI constructed based on the UE's IMEI,

If the "IDi" payload of the previous IKE_AUTH request message contains NAI that is constructed based on the UE's IMEI and if the UE is unable to select an ePDG for emergency bearer services, the UE shall stop the establishment of emergency session.

	*** Next Change ***


7.4.4
Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital letters only, in the Identification Data is included in the IKE_AUTH request message from the UE, the ePDG shall:

-
handle the session establishment as an emergency session establishment;

-
in the IKE_AUTH response message, the ePDG shall not include the APN in the "IDr" payload; and

-
ignore the fact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in IETF RFC 5996 [28].
In addition, if the UE's IMEI is used as the User Identity in the IDi payload of the IKE_AUTH request message and:

-
if the ePDG is configured to support emergency services from unauthenticated UEs and the local policies and regulations allow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from the UE to the 3GPP AAA Server serving the specific domain indicated in the realm part of NAI in the IDr payload; or 
-
if the ePDG is not configured to support emergency services from unauthenticated UEs or if the local policies and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency services request from the UE.

	*** End Change ***


