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	*** First Change ***


4.4.1
User identities

The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP access networks, and gets authentication, authorization and accounting services from the EPC. 
For emergency services over WLAN, same NAI based user identification is used. The UE that has an IMSI shall contruct the NAI with the username part based on IMSI. If IMSI is not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification and the UE shall construct the NAI with IMEI in the username part of the NAI and a specific domain for unauthenticated emergency access in the realm part of the NAI.

Editor's note: 
The specific domain for unauthenticated emergency access is to be defined in TS 23.003.
For handover of an emergency session from E-UTRAN to a S2a based cdma2000® HRPD access network, if IMSI is not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification, as part of the emergency NAI as defined.
The UE's Mobile Identity IMEI or IMEISV, if available, is conveyed to the network (see subclause 6.4 and subclause 7) and used to enable consistent services for the UE accessing the network via non-3GPP access.
NOTE:
IMEI and IMEISV are untrusted user identities stored on the UE.
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.
IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and describes the relation between various user identities.

-
The Root NAI is to be used as the permanent identity as specified in 3GPP TS 33.402 [15].

-
The Fast-Reauthentication NAI is to be used as the Fast-Reauthentication Identity or the re-authentication ID as specified in 3GPP TS 33.402 [15].

-
The Pseudonym Identity is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].
	*** Next Change ***


6.5.2.2.2.1
Identity management

The support of user identity privacy as defined in IETF RFC 4187 [33] and based on temporary identity is mandatory for the UE.

As defined in 3GPP TS 33.402 [15], the UE sends the user identity (in the IDi payload) in the first message of the IKE_AUTH phase. The user identity sent by the UE in the IDi payload depends on the presence of the temporary identity as defined in IETF RFC 4187 [33].

-
If valid fast re-authentication identity is available, the UE shall use the fast re-authentication identity;
-
Otherwise if valid pseudonym is available, the UE shall use the pseudonym; 

-
Otherwise the UE shall use the permanent IMSI-based or IMEI-based identity.

The temporary identities shall be in the form of a NAI, as specified in 3GPP TS 23.003 [3] clause 19. IETF RFC 4187 [33] defines the leading digits to identify the authentication mechanism. The leading digit defined for EAP-AKA authentication shall be used. The permanent identity shall be in the form of a NAI in which username is derived from IMSI or IMEI as defined in 3GPP TS 23.003 [3]. IMEI based NAI is used when the UE initiating emergency services over WLAN does not have IMSI (i.e. a UE without USIM) or the UE's IMSI cannot be authenticated,
The UE after successful EAP authentication may store the new temporary identity(ies) received in AT_ENCR_DATA attribute together with the fast re-authentication parameters (new master key, transient EAP keys and counter value) in the non-volatile memory of the UE or in  the USIM as specified in 3GPP TS 31.102 [45]. In this later case the pseudonym is stored in the "Pseudonym" data file and the fast re-authentication identity, new master key, transient EAP keys and counter value in the "Re-authentication identity" data file.
If no new temporary identity was received in AT_ENCR_DATA attribute of a successful EAP authentication, the stored temporary identity becomes invalid and the UE shall not send this temporary identity at the next EAP authentication. In case the temporary identity is stored in the USIM, the UE shall set the username of the corresponding temporary identity field to the "deleted" value (hexadecimal value FF) to indicate that this temporary identity is invalid as specified in 3GPP TS 23.003 [3].
	*** End Change ***


