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	Reason for change:
	CR#0099 in S6-160412 and CR#0101 in S6-160566 to TS 23.179 both approved into specification have clarified the intention of the configuration parameters for signalling protection. A CR to TS 24.384 provides the changes to the service configuration document to add new configuration parameters and clarify existing configuration parameters. This CR updates the procedures that use those configuration parameters.



	
	

	Summary of change:
	Correct use of the existing configuration parameters in TS 24.384 for signalling protection and create procedures to use the new signalling protection configuration between MCPTT servers

	
	

	Consequences if not approved:
	Signalling protection is not implemented between MCPTT servers. 

	
	

	Clauses affected:
	6.6.2.3.1, 6.6.2.3.2, 6.6.3.3.1, 6.6.3.3.2
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	Other comments:
	Note that if CR C1-163235 is agreed, then to avoid potential clashes during implementation, part of this CR will need to be merged with C1-163235, and the merged CR will need to be modified to take into account XML attributes encryption between MCPTT servers.


***** First change *****
6.6.2.3
Procedures for sending confidentiality protected content

6.6.2.3.1
MCPTT client

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content from the MCPTT client to the MCPTT server is enabled, and the MCPTT client shall use the appropriate keying information specified in subclause 6.6.2.2 and shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8.

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content from the MCPTT client to the MCPTT server is disabled, and content is included in XML elements without encryption.

6.6.2.3.2
MCPTT server

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <confidentiality-protection> element is present in the Service Configuration document, then sending confidentiality protected content from the MCPTT server to the MCPTT client is enabled. If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true" in the Service Configuration document as specified in 3GPP TS 24.384 [50] or no <allow-signalling-protection> element is present in the Service Configuration document, then sending confidentiality protected content between MCPTT servers is enabled.
When sending confidentiality protected content, the MCPTT server shall use the appropriate keying information specified in subclause 6.6.2.2 and shall perform the procedures in subclause 6.6.2.3.3 to confidentiality protect XML elements containing the content described in subclause 4.8,

If the <confidentiality-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content from  the MCPTT server to the MCPTT client is disabled, and content is included in XML elements without encryption.

If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending confidentiality protected content between MCPTT servers is disabled, and content is included in XML elements without encryption.

***** Next change *****
6.6.3.3
Sending integrity protected content

6.6.3.3.1
MCPTT client

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true" or no <integrity-protection> element is present in the Service Configuration document, then sending integrity protected content from the MCPTT client to the MCPTT server is enabled, and the MCPTT client shall use the appropriate keying information specified in subclause 6.6.3.2 and shall perform the procedures in subclause 6.6.3.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content from the MCPTT client to the MCPTT server is disabled, and all XML MIME bodies are sent without integrity protection.
6.6.3.3.2
MCPTT server

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true", or no <integrity-protection> element is present in the Service Configuration document, then sending integrity protected content from the MCPTT server to the MCPTT client is enabled. If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element is set to "true" in the Service Configuration document as specified in 3GPP TS 24.384 [50] or no <allow-signalling-protection> element is present in the Service Configuration document, then sending integrity protected content between MCPTT servers is enabled.

When sending integrity protected content, the MCPTT server shall use the appropriate keying information specified in subclause 6.6.3.2 and shall perform the procedures in subclause 6.6.3.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content from the MCPTT server to the MCPTT client is disabled, and all XML MIME bodies are sent without integrity protection.
If the <allow-signalling-protection> element of the <protection-between-mcptt-servers> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then sending integrity protected content between MCPTT servers is disabled, and content is included in XML elements without encryption.

***** End changes *****
