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***** First change *****
4.7.7a
Authentication and ciphering procedure used for UMTS authentication challenge.

The purpose of the authentication and ciphering procedure is fivefold (see 3GPP TS 33.102 [5a]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS UMTS ciphering key and a new GPRS UMTS integrity key;

-
to let the network set the GSM ciphering mode (ciphering /no ciphering) and GSM ciphering algorithm;
-
to permit the mobile station to authenticate the network; and

-
to let the network set the GSM integrity protection mode (integrity protection /no integrity protection) and GSM integrity protection algorithm.

In Iu mode, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used for authentication only.

The cases in which the authentication and ciphering procedure shall be used are defined in 3GPP TS 33.102 [5a] and 3GPP TS 42.009 [5].

The authentication and ciphering procedure is always initiated and controlled by the network. However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.

The MS shall support the UMTS authentication challenge, if a USIM is inserted.

The authentication and ciphering procedure can be used for any combination of the following:

-
authentication;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm; and
-
setting of the GSM integrity protection mode and the GSM integrity protection algorithm. 

In A/Gb mode, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in A/Gb mode or in Iu mode. After a successful UMTS authentication, the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS. Furthermore, in A/Gb mode both the ME and the network may derive and store a GPRS GSM Kc128 as part of the UMTS security context as described in the subclause 4.7.7.3a.
Editor’s Note:
Further updates to the authentication and ciphering procedure to support GSM integrity protection are FFS.
***** Next change *****
4.7.7.1
Authentication and ciphering initiation by the network

The network initiates the authentication and ciphering procedure by transferring an AUTHENTICATION_AND_CIPHERING REQUEST message across the radio interface and starts timer T3360. The AUTHENTICATION_AND_CIPHERING REQUEST message shall contain all parameters necessary to calculate the response parameters when authentication is performed (see 3GPP TS 43.020 [13] and 3GPP TS 33.102 [5a]).

If authentication is requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall contain either:

-
In a GSM authentication challenge, the GPRS ciphering key sequence number and the RAND, or
-
In a UMTS authentication challenge, the GPRS ciphering key sequence number, the RAND and the AUTN.
In A/Gb mode, if authentication is not requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall not contain neither the GPRS ciphering key sequence number, the RAND nor the AUTN.

In A/Gb mode, if ciphering is requested, in a GSM authentication challenge or in a UMTS authentication challenge, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall indicate the GPRS GSM ciphering algorithm.

In A/Gb mode, if integrity protection is requested, then the AUTHENTICATION_AND_CIPHERING REQUEST message shall indicate the GPRS GSM integrity protection algorithm and a message authentication code IE shall be included.

The network includes the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING REQUEST message. Its value is chosen in order to link an AUTHENTICATION_AND_CIPHERING REQUEST in a RA with its RESPONSE. The A&C reference number value might be based on the RA Colour Code value.

Additionally, the network may request the MS to include its IMEISV in the AUTHENTICATION_AND_CIPHERING RESPONSE message.

4.7.7.2
Authentication and ciphering response by the MS

In A/Gb mode, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION_AND_CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

If a SIM is inserted in the MS, the MS shall ignore the Authentication Parameter AUTN IE if included in the AUTHENTICATION_AND_CIPHERING REQUEST message and perform the GSM authentication challenge. It shall not perform the authentication of the network described in subclause 4.7.7.5.1.

In a GSM authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM/USIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM/USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION_AND_CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION_AND_CIPHERING RESPONSE message. A UMTS authentication challenge will result in the USIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the USIM together with the GPRS ciphering key sequence number before the AUTHENTICATION_AND_CIPHERING RESPONSE message is transmitted. Furthermore, in A/Gb mode if a GEA ciphering algorithm that requires a 128-bit ciphering key is taken into use, then a new GPRS GSM Kc128 shall also be calculated as described in the subclause 4.7.7.3a.
In Iu mode, an MS not capable of A/Gb mode shall ignore the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message. An MS capable of both Iu mode and A/Gb mode shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION_AND_CIPHERING REQUEST message until entering state GMM-DEREGISTERED, in order to use it at an inter system change to A/Gb mode.

If the AUTHENTICATION_AND_CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION_AND_CIPHERING RESPONSE message to the network.

In A/Gb mode, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).
In A/Gb mode, the GMM layer shall notify the LLC layer if integrity protection shall be used or not and if yes which GSM integrity protection algorithm and GPRS GSM integrity key that shall be used (see 3GPP TS 43.020 [13]).

A ME supporting UMTS authentication challenge shall support the following procedure:

In order to avoid a synchronisation failure, when the mobile station receives an AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall store the received RAND together with the RES returned from the USIM in the volatile memory and associate it with the PS domain. When the MS receives a subsequent AUTHENTICATION_AND_CIPHERING REQUEST message, if the stored RAND value for the PS domain is equal to the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, then the mobile station shall not pass the RAND to the USIM, but shall immediately send the AUTHENTICATION_AND_CIPHERING RESPONSE message with the stored RES for the PS domain. If, for the PS domain, there is no valid stored RAND in the mobile station or the stored RAND is different from the new received value in the AUTHENTICATION_AND_CIPHERING REQUEST message, the mobile station shall pass the RAND to the USIM, shall override any previously stored RAND and RES with the new ones and start, or reset and restart timer T3316.

The RAND and RES values stored in the mobile station shall be deleted and timer T3316, if running, shall be stopped:

-
upon receipt of a SECURITY MODE COMMAND (Iu mode only),

SERVICE_ACCEPT (Iu mode only),

SERVICE_REJECT (Iu mode only),

ROUTING_AREA_UPDATE_ACCEPT

or AUTHENTICATION_AND_CIPHERING REJECT message;

-
upon expiry of timer T3316;

-
if the mobile station enters the GMM states GMM-DEREGISTERED or GMM-NULL; or

-
if the mobile station enters PMM-IDLE mode (Iu mode only).
4.7.7.3
Authentication and ciphering completion by the network

Upon receipt of the AUTHENTICATION AND CIPHERING RESPONSE message, the network stops the timer T3360 and checks the validity of the response (see 3GPP TS 43.020 [13] and 3GPP TS 33.102 [5a]). For this, it may use the A&C reference number information element within the AUTHENTICATION AND CIPHERING RESPONSE message to determine whether the response is correlating to the last request that was sent.

In A/Gb mode, in the case of an established GSM security context, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not.Furthermore, if ciphering shall be used, then the GMM layer shall also notify the LLC sublayer which GEA algorithm and GPRS GSM ciphering key that shall be used (see 3GPP TS 44.064 [78a]).

In A/Gb mode, in the case of an established UMTS security context, the GMM layer shall notify the LLC sublayer if ciphering shall be used or not. Furthermore, if ciphering shall be used, then the GMM layer shall also notify the LLC sublayer which GEA algorithm and which ciphering key (i.e. GPRS GSM ciphering key or GPRS GSM Kc128) that shall be used (see 3GPP TS 44.064 [78a]). If the network has selected a GEA ciphering algorithm that requires a 128-bit ciphering key, then the ME shall derive a GPRS GSM Kc128 as described in the subclause 4.7.7.3a.
In A/Gb mode, in the case of an established UMTS security context, the GMM layer shall notify the LLC sublayer if integrity protection shall be used or not.Furthermore, if integrity protection shall be used, then the GMM layer shall also notify the LLC sublayer which GIA algorithm and GPRS GSM integrity key that shall be used (see 3GPP TS 43.020 [13]).
Upon receipt of the AUTHENTICATION AND CIPHERING FAILURE message, the network stops the timer T3360. In Synch failure case, the core network may renegotiate with the HLR/AuC and provide the MS with new authentication parameters.

***** Next change *****
9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/3GPP TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/TS 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Authentication and ciphering request message identity
	Message type

10.4
	M
	V
	1

	
	Ciphering algorithm
	Ciphering algorithm 

10.5.5.3
	M
	V
	1/2

	
	IMEISV request
	IMEISV request

10.5.5.10
	M
	V
	1/2

	
	Force to standby
	Force to standby 

10.5.5.7
	M
	V
	1/2

	
	A&C reference number
	A&C reference number

10.5.5.19
	M
	V
	1/2

	21
	Authentication parameter RAND
	Authentication parameter RAND 

10.5.3.1
	O
	TV
	17

	8-
	GPRS ciphering key sequence number
	Ciphering key sequence number 

10.5.1.2
	C
	TV
	1

	28
	Authentication parameter

AUTN
	Authentication parameter AUTN

10.5.3.1.1
	O
	TLV
	18

	XX
	Message authentication code
	Message authentication code
10.5.5.x
	O
	TLV
	6


***** Next change *****
9.4.9.x
Message authentication code
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/3GPP TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/3GPP TS 24.008: AUTHENTICATION AND CIPHERING RESPONSE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator

10.2
	M
	V
	1/2

	
	Skip indicator
	Skip indicator

10.3.1
	M
	V
	1/2

	
	Authentication and ciphering response message identity
	GPRS message type

10.4
	M
	V
	1

	
	A&C reference number
	A&C reference number

10.5.5.19
	M
	V
	1/2

	
	Spare half octet
	Spare half octet 

10.5.1.8
	M
	V
	1/2

	22
	Authentication parameter Response 
	Authentication Response parameter 

10.5.3.2
	O
	TV
	5

	23
	IMEISV
	Mobile identity

10.5.1.4
	O
	TLV
	11

	29
	Authentication Response parameter (extension)
	Authentication Response parameter 10.5.3.2.1
	O
	TLV
	3-14

	XX
	Message authentication code
	Message authentication code

10.5.5.x
	O
	TLV
	6


***** Next change *****
9.4.9.x
Message authentication code
This IE is included if integrity protection and replay protection of GMM messages is to be used.

***** Next change *****
10.5.5.3a
Integrity protection algorithm

The purpose of the integrity protection algorithm information element is to specify which integrity protection algorithm shall be used.

The integrity protection algorithm is a type 1 information element.

The integrity protection algorithm information element is coded as shown in figure 10.5.119/3GPP TS 24.008 and table 10.5.136/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Integrity protection algorithm

IEI
	0

spare
	Type of

algorithm
	octet 1


Figure 10.5.x/3GPP TS 24.008: Integrity protection algorithm information element

Table 10.5.x/3GPP TS 24.008: Integrity protection algorithm information element

	Type of ciphering algorithm (octet 1)

	Bits

	3
	2
	1
	
	

	0
	0
	0
	
	integrity protection not used

	0
	0
	1
	
	GPRS Integrity Algorithm GEA/4

	0
	1
	0
	
	GPRS Integrity Algorithm GEA/5

	


***** Next change *****
10.5.5.12
MS network capability

The purpose of the MS network capability information element is to provide the network with information concerning aspects of the mobile station related to GPRS. The contents might affect the manner in which the network handles the operation of the mobile station. The MS network capability information indicates general mobile station characteristics and it shall therefore, except for fields explicitly indicated, be independent of the frequency band of the channel it is sent on.

The MS network capability is a type 4 information element with a maximum of 10 octets length.

The value part of a MS network capabilityinformation element is coded as shown in figure 10.5.128/3GPP TS 24.008 and table 10.5.145/3GPP TS 24.008.

NOTE: 
The requirements for the support of the GEA algorithms in the MS are specified in 3GPP TS 43.020 [13].

	8
	7
	6
	5
	4
	3
	2
	1
	

	MS network capability IEI
	octet 1

	Length of MS network capability contents
	octet 2

	MS network capability value
	octet 3-10


Figure 10.5.128/3GPP TS 24.008 MS network capability information element

Table 10.5.145/3GPP TS 24.008 MS network capability information element

	<MS network capability value part> ::=


<GEA1 bits>
<SM capabilities via dedicated channels: bit>
<SM capabilities via GPRS channels: bit>

<UCS2 support: bit>
<SS Screening Indicator: bit string(2)>
<SoLSA Capability : bit>
<Revision level indicator: bit>

<PFC feature mode: bit>

<Extended GEA bits>

<LCS VA capability: bit>

<PS inter-RAT HO from GERAN to UTRAN Iu mode capability: bit>
<PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability: bit>
<EMM Combined procedures Capability: bit>
<ISR support: bit>

<SRVCC to GERAN/UTRAN capability: bit>
<EPC capability: bit>
<NF capability: bit>
<GERAN network sharing capability: bit>
<GIA/4: bit>

<GIA/5: bit>

<Spare bits>;

<GEA1 bits> ::= < GEA/1 :bit>;

<Extended GEA bits> ::= <GEA/2:bit><GEA/3:bit>< GEA/4:bit >< GEA/5:bit >< GEA/6:bit ><GEA/7:bit>;

<Spare bits> ::= null | {<spare bit> < Spare bits >};

SS Screening Indicator

0 0
defined in 3GPP TS 24.080 [24] 


0 1
defined in 3GPP TS 24.080 [24] 


1 0
defined in 3GPP TS 24.080 [24]

1 1
defined in 3GPP TS 24.080 [24] 

SM capabilities via dedicated channels

0
Mobile station does not support mobile terminated point to point SMS via CS domain


1
Mobile station supports mobile terminated point to point SMS via CS domain

SM capabilities via GPRS channels

0
Mobile station does not support mobile terminated point to point SMS via PS domain

1
Mobile station supports mobile terminated point to point SMS via PS domain

UCS2 support
This information field indicates the likely treatment by the mobile station of UCS2 encoded character strings.

0
the ME has a preference for the default alphabet (defined in 3GPP TS 23.038 [8b])


over UCS2.

1
the ME has no preference between the use of the default alphabet and the


use of UCS2.

GPRS Encryption Algorithm GEA/1 (NOTE)
The MS shall set this bit to '0'.
The network shall accept any received value in order to support MSs that are compliant to earlier versions of this specification.
0
encryption algorithm GEA/1not available
1
Not used. This value was allocated in earlier versions of the protocol.
SoLSA Capability

0
The ME does not support SoLSA.

1
The ME supports SoLSA.


Revision level indicator 

0
used by a mobile station not supporting R99 or later versions of the protocol


1
used by a mobile station supporting R99 or later versions of the protocol 

PFC feature mode

0 Mobile station does not support BSS packet flow procedures

1 Mobile station does support BSS packet flow procedures

GEA/2 (NOTE)
0
encryption algorithm GEA/2 not available
1
encryption algorithm GEA/2 available

GEA/3 (NOTE)
0
encryption algorithm GEA/3 not available
1
encryption algorithm GEA/3 available

GEA/4 (NOTE)
0
encryption algorithm GEA/4 not available
1
encryption algorithm GEA/4 available

GEA/5 (NOTE)
0
encryption algorithm GEA/5 not available
1
encryption algorithm GEA/5 available

GEA/6 (NOTE)
0
encryption algorithm GEA/6 not available
1
encryption algorithm GEA/6 available

GEA/7 (NOTE)
0
encryption algorithm GEA/7 not available
1
encryption algorithm GEA/7 available

LCS VA capability (LCS value added location request notification capability)

This information field indicates the support of the LCS value added location request notification via PS domain as defined in 3GPP TS 23.271 [105].
0
location request notification via PS domain not supported
1
location request notification via PS domain supported

PS inter-RAT HO from GERAN to UTRAN Iu mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to UTRAN Iu mode.
0
PS inter-RAT HO from GERAN to UTRAN Iu mode not supported
1
PS inter-RAT HO from GERAN to UTRAN Iu mode supported

PS inter-RAT HO from GERAN to E-UTRAN S1 mode capability

This information field indicates the support of the PS inter-RAT HO from GERAN to E-UTRAN S1 mode. A mobile station not compliant to the UE E-UTRA capability requirements as defined in 3GPP TS 36.306 [153] shall set this field to '0'.
0
PS inter-RAT HO from GERAN to E-UTRAN S1 mode not supported
1
PS inter-RAT HO from GERAN to E-UTRAN S1 mode supported

EMM Combined procedures capability

This information field indicates the support of EMM combined procedures. The MS shall not change this information field from the one that was included in the GMM or EMM ATTACH REQUEST message.
0
Mobile station does not support EMM combined procedures
1
Mobile station supports EMM combined procedures
ISR support
0
The mobile station does not support ISR.
1
The mobile station supports ISR.
SRVCC to GERAN/UTRAN capability
0
SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN not supported
1
SRVCC from UTRAN HSPA or E-UTRAN to GERAN/UTRAN supported

EPC capability
This information field indicates if the MS supports access to the EPC via access networks other than GERAN or UTRAN.The network can use this information to decide whether to select a PDN Gateway or a GGSN. The MS shall set the indication to "0" if a SIM is inserted in the MS.

0
EPC not supported
1
EPC supported

NF capability
This information field indicates if the MS supports the notification procedure.
0
Mobile station does not support the notification procedure.
1
Mobile station supports the notification procedure.
GERAN network sharing capability
This information field indicates if the MS supports GERAN network sharing.
0
Mobile station does not support GERAN network sharing.
1
Mobile station supports GERAN network sharing.
GIA/4 (NOTE)
0
integrity algorithm GIA/4 not available
1
integrity algorithm GIA/4 available

GIA/5 (NOTE)
0
integrity algorithm GIA/5 not available
1
integrity algorithm GIA/5 available



	NOTE:
The requirements for the support of the GEA and the GIA algorithms in the MS are specified in 3GPP TS 43.020 [13].


***** Next change *****
10.5.5.x
Message authentication code
The purpose of the Message authentication code information element is to protect the integrity of a NAS message.

The Message authentication code is a type 3 information element with 6 octets length.

The Message authentication code information element is coded as shown in figure 10.5.x/3GPP TS 24.008 and table 10.5.x/3GPP TS 24.008.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Message authentication code IEI
	octet 1

	Length of message authentication code contents
	octet 2

	Message authentication code value


	octet 3

octet 6


Figure 10.5.x/3GPP TS 24.008: Message authentication code information element

Table 10.5.x/3GPP TS 24.008: Message authentication code information element

	Message authentication code value (octet 3 to 6)

This field contains the 32 bit message authentication code calculated for GMM integrity protection. Bit 1 of octet 3 contains the most significant bit, and bit 8 of octet 6 the least significant bit of these 4 octets.

	


***** End of changes *****
