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Introduction

When a UE is using untrusted WLAN, it should perform ePDG selection procedures.

According to 3GPP TS 24.302, one way to determine if a WLAN is not trusted is by performing the following procedure:

6.2.3
Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server may send a trust relationship indicator of the non-3GPP access network to the UE during the EAP-AKA or EAP-AKA' based access authentication (i.e. EAP-AKA, EAP-AKA') as specified in 3GPP TS 33.402 [15]. [..].

After successful 3GPP-based access authentication the UE knows if the WLAN is trusted or not. If the UE has authenticated with a PLMN via WLAN and the PLMN is in the same country as the UE, currently the UE does not consider ePDG selection information. However, had the UE been attached to the same PLMN via 3GPP access, the UE would have considered ePDG selection information.

Problem

In the scenario sketched above, according to current procedures the UE would depend on untrusted WLAN’s DNS response to provide ePDG selection policy. The UE would not consider the ePDG selection information provisioned at the UE for selecting an ePDG when using the services of the PLMN it authenticated with.
In contrast, had the UE been attached via 3GPP access to the same PLMN, the UE would have selected the ePDG in accordance with the ePDG selection information.
The following drawbacks are observed:

· Selected ePDG is not necessarily the same as the one selected when registered with the PLMN via 3GPP access. Selected ePDG is likely to be in different network than the PLMN’s network. 

· ePDG selection information is ignored.

· An extra round trip is needed to obtain ePDG selection policy.
· The DNS services provided via the untrusted WLAN need not be trusted, indeed the DNS server may be located outside the current country. 

· Finally, the DNS server of the untrusted WLAN need not be upgraded to provide the ePDG selection policy (there is e.g. currently no requirement on “fixed broadband access” networks interworking).

Proposal
Prevent unnecessary signalling with or via potentially unreliable entity.

Prevent unnecessary discrepancy between PLMN where ePDG is selected, depending on access used. 

Solution: A UE which:

· has authenticated with a PLMN via WLAN, the PLMN’s MCC matches the country the UE is located in;

· has either “any_PLMN” or the PLMN itself configured in ePDG selection information;

uses the ePDG selection information to elect a ePDG.
The CR in C1-162441 addresses the observed problems per proposal of this paper.

It is recommended that C1-162441 and C1-162439 are merged, if the concepts therein are found acceptable.
