Page 1



3GPP TSG-CT WG1 Meeting #98
C1-163000
Osaka (Japan), 23-27 May 2016












 revision of C1-162655
	CR-Form-v11.1

	CHANGE REQUEST

	

	
	24.379
	CR
	0115
	rev
	1
	Current version:
	13.0.1
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	
	Core Network
	


	

	Title:

	Off-network - Corrections to private call security context

	
	

	Source to WG:
	Samsung Electronics

	Source to TSG:
	C1

	
	

	Work item code:
	F
	
	Date:
	2016-05-26

	
	
	
	
	

	Category:
	F
	
	Release:
	Rel-13

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)

	
	

	Reason for change:
	Realignment of text for better clarity. Addition of procedure when SDP offer does not contain an "a=key-mgmt" attribute.

	
	

	Summary of change:
	Moved steps sending PRIVATE CALL ACCEPT message as sub-steps of the condition where signature validation was successful.
Added a scenario where SDP does not contain the signature.

	
	

	Consequences if not approved:
	How an MCPTT client reacts to a PRIVATE CALL SETUP REQUEST message that does not contain a security context will not be clear.

	
	

	Clauses affected:
	11.2.2.4.3.2, 11.2.2.4.4.3

	
	

	
	Y
	N
	
	

	Other specs
	
	x
	 Other core specifications

	TS/TR ... CR ... 

	affected:
	
	x
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	x
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	


***** First change *****
11.2.2.4.3.2
Responding to private call setup request when not participating in the ongoing call

When in the "P0: start-stop" or "P1: ignoring same call id" state, upon receiving a PRIVATE CALL SETUP REQUEST message with Commencement mode IE set to "AUTOMATIC COMMENCEMENT MODE" and Call identifier IE different than stored call identifier and media session declared in SDP body of PRIVATE CALL SETUP REQUEST message can be established, the MCPTT client:

1)
shall store the Call identifier IE in the received message as call identifier;

2)
shall create the call type control state machine as described in subclause 11.2.3.2;

3)
shall store the MCPTT user ID of the caller IE in the received PRIVATE CALL SETUP REQUEST message as caller ID;

4)
shall store own MCPTT user ID as callee ID;

5)
shall store the Use floor control indication IE in the received message as received floor control indication. If the received floor control indication is "TRUE", MCPTT client shall set and store the sent floor control indication as requested;

6)
if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.179 [46];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [46];

d)
if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)
shall set the call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

iv)
shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";
v)
shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1; and

vi)
shall remain in the current state;
e)
if the validation of the signature was successful:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.179 [46]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.179 [46];
iii)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;

iv)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:

A)
shall set the Call identifier IE to the stored call identifier; and

B)
shall set the MCPTT user ID of the caller IE with stored caller ID.

C)
shall set the MCPTT user ID of the callee IE with stored callee ID; and
D)
shall set the SDP answer IE with the stored answer SDP;

v)
shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

vi)
shall establish a media session based on the SDP body of the stored answer SDP;
vii)
shall initialize the counter CFP4 with value set to 1;
viii)
shall start timer TFP4 (private call accept retransmission); and

ix)
shall enter the "P5: pending" state.
NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.

7)
if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:

a)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;

b)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:

i)
shall set the Call identifier IE to the stored call identifier; and

ii)
shall set the MCPTT user ID of the caller IE with stored caller ID.

iii)
shall set the MCPTT user ID of the callee IE with stored callee ID;

iv)
shall set the Use floor control indication IE with the stored sent floor control indication; and

iv)
shall set the SDP answer IE with the stored answer SDP;

c)
shall send PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

d)
shall establish a media session based on the SDP body of the stored answer SDP;
e)
shall initialize the counter CFP4 with value set to 1;
f)
shall start timer TFP4 (private call accept retransmission); and

g)
shall enter the "P5: pending" state.
***** Second change *****
11.2.2.4.4.3
User accepts the private call setup request

When in the "P5: pending" state, upon an indication from MCPTT User to accept the incoming private call, the MCPTT client:


1)
if the SDP offer contains an "a=key-mgmt" attribute field with a "mikey" attribute value containing a MIKEY-SAKKE I_MESSAGE:

a)
shall extract the MCPTT ID of the originating MCPTT user from the initiator field (IDRi) of the I_MESSAGE as described in 3GPP TS 33.179 [46];

b)
shall convert the MCPTT ID to a UID as described in 3GPP TS 33.179 [46];

c)
shall use the UID to validate the signature of the MIKEY-SAKKE I_MESSAGE as described in 3GPP TS 33.179 [46];

d)
if the validation of the signature failed, shall generate a PRIVATE CALL REJECT message as specified in subclause 15.1.8. In the PRIVATE CALL REJECT message, the MCPTT client:
i)
shall set the call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;
iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID;

iv)
shall set the reason IE as "E2E SECURITY CONTEXT FAILURE";
v)
shall send the PRIVATE CALL REJECT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1; and
vi)
shall enter the "P1: ignoring same call id" state;
e)
if the validation of the signature was successful:

i)
shall extract and decrypt the encapsulated PCK using the terminating user's (KMS provisioned) UID key as described in 3GPP TS 33.179 [46]; and

ii)
shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.179 [46];
iii)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
iv)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:

A)
shall set the Call identifier IE to the stored call identifier;

B)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

C)
shall set the MCPTT user ID of the callee IE with the stored callee ID; and
D)
shall set the SDP answer IE with the stored answer SDP;

v)
shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

vi)
shall establish a media session based on the SDP body of the private call;

vii)
shall stop timer TFP2 (waiting for call response message);

viii)
shall initialize the counter CFP4 with value set to 1;

ix)
shall start timer TFP4 (private call accept retransmission); and

x)
shall remain in the "P5: pending" state; and
NOTE:
With the PCK successfully shared between the originating MCPTT client and the terminating MCPTT client, both clients are able to use SRTP/SRTCP to create an end-to-end secure session.
2)
if the SDP offer does not contain an "a=key-mgmt" attribute, the MCPTT client:
a)
shall generate and store answer SDP based on received SDP offer IE in PRIVATE CALL SETUP REQUEST message, as defined in subclause 11.2.1.1.2;
b)
shall generate a PRIVATE CALL ACCEPT message as specified in subclause 15.1.7. In the PRIVATE CALL ACCEPT message, the MCPTT client:
i)
shall set the Call identifier IE to the stored call identifier;

ii)
shall set the MCPTT user ID of the caller IE with the stored caller ID;

iii)
shall set the MCPTT user ID of the callee IE with the stored callee ID; and
iv)
shall set the SDP answer IE with the stored answer SDP;

c)
shall send the PRIVATE CALL ACCEPT message in response to the request message according to rules and procedures as specified in subclause 11.2.1.1.1;

d)
shall establish a media session based on the SDP body of the private call;
e)
shall stop timer TFP2 (waiting for call response message);
f)
shall initialize the counter CFP4 with value set to 1;
g)
shall start timer TFP4 (private call accept retransmission); and

h)
shall remain in the "P5: pending" state.
***** End changes *****
