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1. Overall Description:

SA3 thanks CT1 and SA6 for its LSs on group management and security levels.

1.1 Background

The following is background on the LS exchange on this topic between SA3, SA6 and CT1:
In C1-160622, CT1 asked:

1.1)
In subclause 10.1.5.4 and in B.4 the information element “the security level of the group” is defined but it is not clear how this is intended to be used. SA6 is requested to define the possible values and how this is intended to be used in the MCPTT Server procedures.

SA3 provided LS S3-160238 on the security level of the group. This LS indicated that security flags should exist for media security, floor control security and (sensitive application) signalling protection at a service level. 

In S6-160138, SA6 replied:

2.1) 
SA6 has discussed this issue, and potential solutions, however, SA6 requires input from 3GPP SA3 on this topic, and so asks SA3 to provide a response to this question. SA6 has however removed the list of information elements in 10.1.5.4 in CR0047 to TS 23.179 in S6-160154, leaving only the parameter in Annex B.4.

In C1-161432, CT1 asked:
3.1) 
To SA6: for group calls, does SA6 agree with SA3 that this data should be stored as service configuration data applicable for all groups, or whether this data should be applied per-group (as currently stated in TS 23.179) stored in the group management server, and if in agreement to apply this data as a whole for all groups, to make the necessary modifications to TS 23.179.

3.2)
To SA6: for private calls, does SA6 agree with SA3 that this data should be stored as service configuration data and if so, to make the necessary modifications to TS 23.179.

3.3)
To SA6: if the security level of a group is to be represented as a set of flags (as stated by SA3 in C1-161089), then rename this data to "security flags for a group" or appropriate in TS 23.179, considering SA3's response.

3.4)
To SA3: to clarify if "signalling protection on/off" in C1-161089 refers to the protection of sensitive application data.

3.5)
To SA6: if "signalling protection on/off" refers to the protection of sensitive application data [following clarification from SA3 to question 4) above], to rename this flag as "application data protection on/off" or similar when defining this data in TS 23.179.

3.6)
To SA3 and SA6: Please consider the requirements in [R-6.6.2.2-003], [R-6.6.2.2-004], [R-6.6.2.2-005], [R-6.13.2-003] of TS 22.179 when providing your response to this LS on the security level of a group.

In S6-160172, SA6 replied:

4.1)
For group calls, SA6 believes that this security related information should be configured on a group by group basis. 

4.2)
For private calls, SA6 believes that this security related information should be configured on a per-user basis.  SA6 agrees to add security related parameters for private call into the user profile configuration table in Annex B of TS 23.179.  These parameters are named according to their purpose ('Authorisation to protect confidentiality and integrity of media in a private call' and 'Authorisation to protect confidentiality and integrity of floor control in a private call').

4.3)
SA6 agrees to introduce two security related parameters named specifically according to their purpose ('media confidentiality and integrity protection' and 'floor control confidentiality and integrity protection').  These have been made applicable to on- and off-network usage.

4.4)
(Question was not addressed to SA6)

4.5)
With respect to signalling protection, SA6 believes that protection should be configured on a system level basis, not user by user.  SA6 has added two parameters to the service configuration data for on-network and named these:

Protect confidentiality of signalling

Protect integrity of signalling 

4.6)
SA6 thanks SA1 for the reminder of the Stage 1 requirements, and has considered these in CR99 and in this LS.

1.2 Answers from SA3:
On the questions within (2.1), SA3 has defined a single security level for MCPTT. Aspects of the security may be enabled/disabled via 'flags' as indicated in question 3.3.

To answer the question within (3.4), 'signalling protection on/off' is intended to imply 'enabling or disabling the protection of sensitive application signalling'.

SA3 notes that SA6's decisions in (4.1) and (4.2) are contrary to SA3's recommendation in S3-160238. SA6's decision will not compromise the security of the MCPTT system, and hence SA3 does not require any further action from SA6 or CT1 on this topic. 
However, SA3 has made the following observations which are provided for information to SA6 and CT1:
-
A consequence of SA6's decision is that some group communications may be protected and some may not, and some private call communications may be protected and some may not (depending on who is calling the user). SA3 would like to highlight that unprotected communications could be open to interception if sent over an untrusted network, and would strongly recommend that users are clearly informed where communications are not protected. Consequently, users may now need to consider the security of their communications while using the MCPTT service. The intent of S3-160238 was to remove this complexity by ensuring security was always on (or always off).
-
SA3 notes that floor control is keyed on a per-user basis while the MCPTT UE is operating on-network, however SA6's decision means that floor control security is authorised on a per-group basis for group communications. As a consequence, all MCPTT UEs will need to obtain the Client-Server Key (CSK), but may or may not use this key to protect floor control depending on whether floor control security is authorised for the group.  

SA3 has considered the requirements highlighted by CT1 in providing this response and while defining TS 33.179.
2. Actions:

To SA6 and CT1 groups.

ACTION: 
SA3 asks SA6 and CT1 to take this information into account.
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