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1. Introduction
In CT1#97 meeting, a discussion paper C1-161786 was tabled to provide a detail analysis on the priority handling of NAS signalling vs CIoT data over NAS, which covers all EMM and ESM NAS signaling procedures. This discussion paper is a good starting point for this topic due to after defining the new NAS procedures for UL/DL CIoT user data transfer, it is necessary for CT1 to evaluate the handling of this new NAS procedure with all existing legacy NAS procedures.
However, before the end of CT1#97 meeting, another key issue was not finalized (i.e. to define which type of new NAS procedure, either EMM procedure or ESM procedure, for CIoT user data transfer) and people need more time to further think on the whole picture, the discussion paper was noted and the supporting CR was postponed.

This discussion paper would like to revisit this topic to provide more detail analysis based on the latest CIoT standard progress in 3GPP and finally to propose a solution to finalize this topic for CIoT in CT1.

2. Discussion
2.1 Priority handling of EMM NAS signalling vs. CIoT data transfer
During CT1#97 meeting, CT1 has agreed two CRs to define new NAS messages for CIoT user data transfer: (1) the new DATA SERVICE REQUEST message for the idle mode UE (see C1-162166), and (2) ESM DATA TRANSPORT message for the connected mode UE (see C1-162325). Theses CRs were revised in the last CT1 CIoT ad-hoc meeting and agreed again (in C1A160118 and C1A160119 respectively). In the agreed new revisions, the main principles were not updated.
Regardless of idle mode and connected mode, the UL/DL CIOT user data is always included in the User data container IE of the ESM DATA TRANSPORT message to keep the protocol principle. The ESM DATA TRANSPORT message is an ESM message of transport of user data via the control plane procedure which is categorized as a procedure related to EPS bearer contexts.
Now, about the priority handling of EMM NAS signalling vs. CIoT data transfer, it can be resolved very well by following below protocol principle of linkage between the protocols for EPS mobility management and EPS session management (the below text from TS 24.301 subclause 4.2 was updated by CR C1A160118 and hence copied the text from C1A160118):
“Except for the attach procedure and the service request procedure, during EMM procedures the MME shall suspend the transmission of ESM messages. During the service request procedure the MME may suspend the transmission of ESM messages.

Except for the attach procedure and the service request procedure for UE initiated transport of user data via the control plane, during EMM procedures the UE shall suspend the transmission of ESM messages.”
Hence, we could have:
Proposal #1: Priority handling of EMM NAS signalling vs. CIoT data transfer shall follow the existing protocol principle as specified in TS 24.301 subclause 4.2.

No additional CR action is required for this proposal.
2.2 Priority handling of ESM NAS signalling vs. CIoT data transfer
As proposed in the agreed CR C1A160119, the transport of user data via the control plane procedure is a procedure related to the EPS bearer context.
Furthermore, before transporting CIoT user data, it is mandatory that there is an active EPS bearer context established yet. Hence the EPS bearer identity IE in the ESM DATA TRANSPORT message cannot be set to “no EPS bearer identity assigned”.
All ESM procedures can only be initiated from the connected mode and hence, it could collide with the UL/DL CIoT user data transfer. As analysed in the discussion paper C1-161786 section 2, CT1 only needs to further evaluate the priority handling of below ESM NAS signalling with CIoT data transfer:

(1) For the procedures related to EPS bearer contexts:

- Default EPS bearer context activation;

- Dedicated EPS bearer context activation;

- EPS bearer context modification;

- EPS bearer context deactivation.
(2) For transaction related procedures:

- PDN connectivity procedure;

- PDN disconnect procedure;

- Bearer resource allocation procedure;

- Bearer resource modification procedure.
It is important to bear in mind that: even both the UE and the network can initiate multiple ESM procedures in parallel (linked and distinguished by a PTI), all the ongoing ESM procedures do share the same RLC link/RRC connection/S1 signalling connection at the lower layers between the UE and the MME. CT1 has agreed and informed SA3 in the LS C1A160090 that the single DL/UL pairs of NAS COUNTs will be used for the legacy NAS procedure and the transport of user data via the control plane procedure. This does mean that all ESM signalling messages (including the ESM DATA TRANSPORT message) running in parallel at the NAS layer will delivered in the same queue at lower layers over radio interface. From the perspective of lower layers, RAN2 has concluded the extended delay for the signalling/user data transport and discussing on the possible solutions for the AS timer extensions and then finally requires the corresponding NAS timers extension in NB-IoT (e.g. in the worst case, the NAS timer extension with a multiplier of 3). Note that what RAN2 discussed does only cover the case of delay of transport of signalling/user data itself at the lower layers, e.g. if only considering the transport of an ESM NAS signalling message, the NAS ESM timer need to be extended with a multiplier of 3 in NB-IOT access.

Another key point needs to be kept in mind is: as indicated by RAN1 in their LS R1-160228, in the worse coverage class in NB-IOT, the effective throughput may be down to e.g. 300 bit/s data rate. And as specified in 3GPP TR 45.820 for traffic model, CIoT small data packet payload size is estimated to be 200 octets for Mobile Autonomous Reporting and 2000 octets for SW update and reconfiguration model. When considering the MTU used for different type user data, the legacy MTU (1500 octets) will be reused for CIoT data transfer to prevent the IP layer fragmentation within the transport network between the UE and network or within the network for non-IP data. Hence, it could happen in the worst case, for an IP/non-IP packet with maximum 1500 octets under the 300 bit/s data rate, it will take about 40s for the transport over the radio interface.
Now, if we taking the collision scenario of ESM procedure and the CIoT data transfer, the case will make worse. Two typical scenarios need to be discussed:

(1) UE initiated transaction related procedure collides with DL CIoT data transfer.

For this scenario, let’s see below typical example in Figure 1:
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Figure 1. UE initiated PDN connectivity procedure collides with DL CIoT data transfer
(1) A NB-IoT UE has already established a PDN connection to SCEF for non-IP data transfer but then want to establish another PDN connection for IP data transfer and hence sends a PDN Connectivity Request message to the MME. Here assuming the UE starts the timer T3482 with a value extended by multiplier 3 (i.e. 8*3=24s).

(2) The MME has received PDN Connectivity Request message after some delays (e.g. 10s, not shown in the Figure 1) and decides it go to PGW and then the MME continues the procedure to the PGW. At the same time, the MME received a DL non-IP data packet with 1500 octet size from the SCEF and then directly sends it to the UE. In the worst case, this will take about 40s.
(3) The MME quickly gets the feedback from the PGW (e.g. just after 300ms) and sends the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to the UE. Due to delay introduced in step (2) at the lower layers, this message will be queued at least >40s to be arrived at the UE side.
(4) At the UE side, the timer T3482 expires and the UE will retransmit the PDN Connectivity Request message to the MME. Timer T3482 restarts with 24s again.
(5) At the MME side, the timer T3485 expires and the MME will retransmit the ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message to the UE. Timer T3485 restarts with 24s again.

(6) After the completion of DL non-IP data transfer (i.e. after 40s), the UE will receive the 1st ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message, stop the running T3482 and proceed as legacy. Hereafter, the UE will received 2nd retransmitted ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message which will trigger the abnormal case handling at the UE side.

(7) After the completion of DL non-IP data transfer (i.e. after 40s), the MME will receive the 2nd retransmitted PDN Connectivity Request message which will trigger the abnormal case handling at the MME side as well.

(2) NW initiated procedure related to EPS bearer contexts collides with UL CIoT data transfer.

For this scenario, let’s see below typical example in Figure 2:
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Figure 2. NW initiated dedicated EPS bearer context activation procedure collides with UL CIoT data transfer

(1) There are two PDN connections established for a NB-IoT UE: one to SCEF for non-IP data transfer and another to PGW for IP data transfer. For IP PDN connection, the PGW initiates a dedicated EPS bearer context activation procedure and hence sends ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message to the UE. Here assuming the MME starts the timer T3485 with a value extended by multiplier 3 (i.e. 8*3=24s).

(2) The UE has received ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message after some delays (e.g. 10s, not shown in the Figure 2) and proceeds it as normal. At the same time, the UE received a DL non-IP data packet with 1500 octet size from the upper layers and then directly sends it to the network. In the worst case, this will take about 40s.
(3) The UE quickly sends the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message to the MME. Due to delay introduced in step (2) at the lower layers, this message will be queued at least >40s to be arrived at the MME side.

(4) At the MME side, the timer T3485 expires and the MME will retransmit the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message to the UE. Timer T3485 restarts with 24s again.

(5) After the completion of DL non-IP data transfer (i.e. after 40s), the MME will receive ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, stop the running T3485 and proceed as legacy.
(6) After the completion of DL non-IP data transfer (i.e. after 40s), the UE will receive the 2nd retransmitted ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message which will trigger the abnormal case handling at the UE side.

From above signalling flows in Figure 1 and Figure 2, in both scenarios (1) and (2), there are some problems need to be resolved well:

(1) Even the NAS timer has already extended to a longer time when taking the worst case in the lower layers, the collision with CIoT data transfer will further delay the transport of the ongoing ESM signalling message and then cause more frequent ESM signalling retransmissions.
(2) More frequent ESM signalling retransmissions will trigger more abnormal cases handling at the UE and the MME sides.

(3) The longer delay of completion of ongoing ESM procedure may create the state synchronization of EPS bearer context between the UE and the network.

To resolve the above problems, one simple way is to go a proposal as below:
Proposal #2: For ESM procedures related to an EPS bearer context or to a procedure transaction, they need to be handled in a higher priority than CIoT data transfer, i.e. when these ESM procedures are ongoing, both the MME and UE shall suspend the transmission of CIoT user data.
3. Conclusion
This discussion paper provided more detail analysis on the priority handling of NAS signalling vs CIoT data over NAS based on the latest CIoT standard progress in 3GPP, especially for priority handling of ESM NAS signalling vs. CIoT data transfer.
Based on the discussion, below two proposals were proposed:

Proposal #1: Priority handling of EMM NAS signalling vs. CIoT data transfer shall follow the existing protocol principle as specified in TS 24.301 subclause 4.2.
Proposal #2: For ESM procedures related to an EPS bearer context or to a procedure transaction, they need to be handled in a higher priority than CIoT data transfer, i.e. when these ESM procedures are ongoing, both the MME and UE shall suspend the transmission of CIoT user data.
It proposes CT1 to discuss the analysis and proposals given in this paper and agree the CR C1-162712 who covers the proposal #2.
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