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	Reason for change:
	In C1A160090, CT1 informed SA3 that CT1 will not define separate pair of the NAS COUNT for NAS data PDUs. As a result, the CIoT data PDUs and the EMM/ESM NAS messages will be sent via the same NAS signalling connection using the same pair of the NAS COUNT.  As a consequence of using a single NAS COUNT for both the CIoT data PDUs and the EMM/ESM NAS messages, the EMM/ESM NAS message transfer at the time when a transmission of NAS data PDUs is ongoing would be delayed. The delay depends mainly on the number of user data PDUs which are already encrypted in the NAS layer and queued in the lower layers, and the transmission data rate over the air. In order to supervise the corresponding NAS procedures by starting the NAS timers the NAS layer needs to know the amount of time of the delay as precise as possible.
UE shall ensure that it can respond to downlink NAS signalling commands in a timely manner.

	
	

	Summary of change:
	It is proposed that in NB-S1 mode, the UE shall not start the ciphering of the user data with the NAS COUNT equal to N+1 until the transmission with the NAS COUNT equal to N at the lower layers is started.

	
	

	Consequences if not approved:
	The NAS supervision timer value cannot be decided precisly which would lead to undisirable retransmission of the NAS message.
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***** Next change *****
4.4.3.4
Ciphering and deciphering

The sender shall use its locally stored NAS COUNT as input to the ciphering algorithm.
In NB-S1 mode, the UE shall not start the ciphering of the user data using the NAS COUNT equal to N+1 until the transmission of the user data or the NAS message with the NAS COUNT equal to N at the lower layers is started.

NOTE:
How the NAS knows that the lower layers start to transmit is implementation specific.
The receiver shall use the NAS sequence number included in the received message (or estimated from the 5 bits of the NAS sequence number received in the message) and an estimate for the NAS overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the deciphering algorithm.
The input parameters to the NAS ciphering algorithm are the constant BEARER ID, DIRECTION bit, NAS COUNT, NAS encryption key and the length of the key stream to be generated by the encryption algorithm.
***** Next change *****
