3GPP TSG CT WG1 Meeting #97





C1-161817
Ljubljana (Slovenia), 11-15 April 2016
Source:
Samsung
Title:
MCPTT Security
Agenda item:
13.6.1
Document for:
Discussion
Introduction:
This document describes decisions that need to be made in CT1 for implementation of Stage 3 security procedures
Configuration for MCPTT Security:
SA3 indicated in their LS in C1-161089: 
SA3 recommends that the ‘group security level’ parameter be defined as a general service configuration level parameter ‘security parameter’ applicable to MCPTT as a whole for both group and private calls with the following fields;
Media Protection on/off

Floor Control Protection on/off

Signaling Protection on/off

On Media and Floor Control Protection comments were received on the CT1 conference call held on 31/03/2016:

1. Media and Floor Control Protection should be split into per-group and for private call

a. Per-group configuration implies these parameters need to be provided in the group document itself stored on the GMS.

b. For Private call, it has been suggested that the MCPTT user should have the ability to control the use of media protection and floor control protection per-call. 

c. For Private call, it has been suggested that configuration could be provided as the <default> behaviour, which could then be overridden by the user per-call.

Questions:

1. SA3 and SA6 need to be consulted to agree if media and floor control protection should be applied per-group and to update their documentation with the necessary parameters in the group configuration document. A parameter will also need to be included in this group data that "allows the use of a single GMK". This would apply when both Media and Floor Control Protection are set, allowing the ability to have separate GMKs or use the same GMK.

2. SA3 and SA6 need to be consulted on how to apply media and floor control on a per-call basis for Private Call. If per-call is agreed, then is it necessary to have a default which can always be overriden, or is the default hardcoded to "off" and then if the user wants security per-call, it must be requested?

Way Forward:
· LS to SA3 and SA6

On Signalling Protection comments received on the CT1 conference call held on 31/03/2016 indicated that this protection should on a per-MCPTT system basis so makes sense to be in Service Configuration.

Signalling protection is split into confidentiality protection on/off, integrity protection on/off. The server configuration for signalling protection will be placed in the <on-network> element of the Service Configuration document. The UE configuration for signalling protection will be placed in the <on-network> element of the Initial UE configuration document.

The assumption is that confidentiality and integrity protection configurations are not dependent on one another. XML documents can have (1) no protection; (2) be confidentiality protected only; (3) be integrity protected only or (4) be confidentiality and integrity protected.
On signalling protection, there is no separate configuration for private calls and group calls.

It is assumed that when Confidentiality Protection is on, XML elements that contain MCPTT ID, MCPTT Group ID, emergency indications, user location information and access token.

Issues for MCPTT Confidentiality Protection:

1. XML elements can only be confidentiality protected. However TS 24.379 uses XML MIME types that define sensitive data in attributes of elements. CT1 needs attributes to be protected also. See separate discussion paper from Ericsson/Samsung. 
2. For user location data, it is not clear which specific elements of the root element <location-info> in vnd.3gpp. mcptt-location-info+xml MIME type need to be protected. Some help is requested to identity these elements.

Issues for MCPTT Integrity Protection:

1. What type of signature is used to sign XML content? There are 4 types of signatures that can be used by xmlsig (see below). 
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3GPP TS 33.179 is not clear on what signature schemes the MCPTT client and MCPTT server need to support. The example in TS 33.179 shows an internal detached signature. In offline discussion with SA3 experts, it appears that internal detached signature needs to be mandated at Stage 3.
EXAMPLE:

<SignedXMLDoc>

<XMLDoc Id="xmldoc">

…

</XMLDoc>

<Signature xmlns="http://www.w3.org/2000/09/xmldsig#">

    <SignedInfo>

      <CanonicalizationMethod Algorithm="http://www.w3.org/TR/2001/REC-xml-c14n-20010315"/>

      <SignatureMethod Algorithm="http://www.w3.org/2001/04/xmldsig-more#hmac-sha256">

        <HMACOutputLength>128</HMACOutputLength>

      </SignatureMethod>

      <Reference URI="#xmldoc">

        <DigestMethod Algorithm="http://www.w3.org/2001/04/xmlenc#sha256"/>

        <DigestValue>nnnn</DigestValue>

      </Reference>

    </SignedInfo>

    <SignatureValue>DEADBEEF</SignatureValue>

    <KeyInfo>

      <KeyName>base64XpkId</KeyName>

    </KeyInfo>

  </Signature>

</SignedXMLDoc>

Way Forward:
· LS to SA3 and SA6

2. If there are many XML MIME bodies placed in a document, is it assumed that there is a separate signature applied for each XML MIME body? 
Implementation of Confidentiality Protection and Integrity Protection in TS 24.379

1. Common procedure clause on Confidentiality Protection

6.x
Confidentiality Protection of XML elements.
6.x.1
General
<general description of functionality>

6.x.2
Keys used in confidentiality protection procedures
<referenced by procedures to describe when the CSK/CSK-ID or SPK/SPK-ID are used as the XPK/XPK-ID>

6.x.3
Sending confidentiality protected content
6.x.3.1
MCPTT client
<Refers to the configuration in TS 24.384 (TS 24.383?) that determines whether confidentiality protection is on and then refers to 6.x.2 and calls the procedures in 6.x.3.3. Group and Private Call procedures would call this subclause> 

6.x.3.2
MCPTT server

<Refers to the configuration in TS 24.384 (TS 24.383?) that determines whether confidentiality protection is on and then refers to 6.x.2 and calls the procedures in 6.x.3.3. Group and Private Call procedures would call this subclause> 

6.x.3.3
Content Encryption
<Provides the actual procedure for content encryption>

6.x.4
Receiving confidentiality protected content

6.x.4.1
Determination of confidentiality protected content
<Explains how the client and server determine whether content is confidentiality protected>

6.x.4.2
Decrypting confidentiality protected content
<Provides the actual procedure for content decryption>

6.x.5
MCPTT server copying received XML content
<Used by the server when all it needs to do is copy content from an incoming message to an outgoing message>

2. Common procedure clause on Integrity Protection

6.y
Integrity Protection of XML elements.
6.y.1
General
<general description of functionality>

6.y.2
Keys used in integrity protection procedures
<referenced by procedures to describe when the CSK/CSK-ID or SPK/SPK-ID are used as the XPK/XPK-ID>

6.y.3
Sending integrity protected content
6.y.3.1
MCPTT client
<Refers to the configuration in TS 24.384 (TS 24.383?) that determines whether integrity protection is on and then refers to 6.x.2 and calls the procedures in 6.x.3.3. Group and Private Call procedures would call this subclause> 

6.y.3.2
MCPTT server

<Refers to the configuration in TS 24.384 (TS 24.383?) that determines whether integrity protection is on and then refers to 6.x.2 and calls the procedures in 6.x.3.3. Group and Private Call procedures would call this subclause> 

6.y.3.3
Content Encryption
<Provides the actual procedure for content encryption>

6.y.4
Receiving confidentiality protected content

6.y.4.1
Determination of confidentiality protected content
<Explains how the client and server determine whether content is integrity protected>

6.y.4.2
Verification of integrity protected content
<Provides the actual procedure for content verification>
3. How are these general procedures used in-line in TS 24.379?

It is proposed to have a new clause 6A that explains when the confidentiality and integrity protection procedures are run.
When performing content encryption:

Whenever the MCPTT UE includes XML elements pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, it shall run the procedures in subclause 6A.x.3.1.

Whenever the MCPTT server includes XML elements pertaining to the data specified in subclause 4.8 in SIP requests or SIP responses, it shall run the procedures in subclause 6A.x.3.2, with the exception that when the MCPTT server receives a SIP request with XML elements in an MIME body that need to be copied from the incoming SIP request to an outgoing SIP request without modification, the MCPTT server shall run the procedures specified in subclause 6A.x.5.

NOTE:
The procedures in subclause 6A.x.3.1 and subclause 6A.x.3.2 first determine (by referring to configuration) if confidentiality protection is required and then call the necessary procedures to encrypt the contents of the XML elements if confidentiality protection is required.
When performing integrity protection of an XML body:

The functional entity shall run the procedures in the subclause just before sending a SIP request or SIP response.

1)
The MCPTT UE shall run the procedures in subclause 6A.y.3.1; and

2)
The MCPTT server shall run the procedures in subclause 6A.y.3.2.

NOTE:
The procedures in subclause 6A.y.3.1 and subclause 6A.y.3.2 first determine (by referring to configuration) if integrity protection of XML MIME bodies is required and then calls the necessary procedures to integrity protect each XML MIME body if integrity protection is required. Each XML MIME body has its own signature.

When integrity protecting content:

The functional entity shall run the following procedures just before sending the SIP request or SIP response to decide whether to integrity protect XML content.

The MCPTT UE shall run the procedures in subclause 6.y.3.1 to determine integrity protection needs to be applied an XML MIME body.

The MCPTT server shall run the procedures in subclause 6.y.3.2 to determine integrity protection needs to be applied an XML MIME body.

The functional entity shall run the procedures described above for each XML MIME body included in the SIP request or SIP response

When verifying and decrypting content:

Whenever the functional entity (i.e. MCPTT UE or MCPTT server) receives a SIP request or a SIP response, it shall run the following procedures before running any other procedures.

1)
The functional entity shall determine if integrity protection has been applied to an XML MIME body by following the procedures in subclause 6A.y.4.1 and if integrity protection has been applied:

a)
shall use the keying information described in subclause 6A.y.2 and the procedures described in subclause 6A.y.4.2 to verify the integrity of the XML MIME body; and

b)
if the integrity protection checks fail shall not run any further procedures in this clause;

2)
The functional entity shall determine whether confidentiality protection has been applied to XML elements in XML MIME bodies in a SIP request or SIP response, pertaining to the data specified in subclause 4.8, by following the procedures in subclause 6A.x.4.1, and if confidentiality protection has been applied:

a)
shall use the keying information described in subclause 6A.x.2 along with the procedures described in subclause 6A.x.4.2 to decrypt the received values; and

b)
if any decryption procedures fail, shall not run any further procedures in this clause;

Proposal:

CT1 to discuss the proposals and issues in this paper and come to conclusions on the way forward.
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