3GPP TSG CT WG1 Meeting #97





C1-161786
Ljubljana (Slovenia), 11-15 April 2016
Source:
Huawei, HiSilicon
Title:
Priority handling of NAS signalling vs CIoT data over NAS
Agenda item:
13.20
Document for:
Discussion and Decision
1. Introduction
In SA2#113AH meeting, a discussion paper S2-161079 tabled to discuss the handling of signalling conflicts with “data via MME”. In principle, this paper proposes to complete all security related procedures before starting any MT pending CIoT data transfer to the UE. This proposal was finally captured in an agreed CR#2942 rev#13 (S2-161170) and described as below:

“To minimise potential conflicts between NAS signalling PDUs and NAS Data PDUs, the MME should complete any security related procedures (e.g. Authetication, Security Mode Command, GUTI reallocation) before alerting the HSS, MSC or SGW of the UE's entry into ECM-CONNECTED state, and before commencing downlink transfer of NAS Data PDUs.”
One can see the MME will put higher priority handling on the security related procedures than the CIoT data transfer. One of key reason behind this is the long pay-load CIoT data transfer over the bad NB-IoT coverage class (e.g. with 300 bit/s) takes long time (40s for 1500 byte packets), which delays the initiated security procedure very much if they are collided. As a result, it may cause security context/key set mismatch used to encrypt/decrypt data/signaling on Uplink and Downlink.
This discussion paper attempts to provide a detailed analysis/evaluation to have a whole picture on whether other type of NAS signaling messages need to be handled in priority as well when it collides with the CIoT data transfer.
2. Discussion
In this paper, the EMM/ESM NAS signalling messages refers the NAS messages not used for CIoT data transfer over NAS.

Once the UE moves from the idle mode to the connected mode, all CIoT data transfer do share the same RRC connection/S1 signalling connection (SRB) as the EMM/ESM NAS signalling. If CIoT data transfer can be collided with an EMM/ESM NAS signalling procedure, it will delay or even disrupt the ongoing EMM/ESM NAS signalling procedure, especially in the worse coverage class with lower effective throughput down to e.g. 300 bit/s data rate as indicated by RAN1 in their LS R1-160228. Note that as specified in 3GPP TR 45.820, CIoT small data packet payload size is estimated to be 200 octets for Mobile Autonomous Reporting and 2000 octets for SW update and reconfiguration model. For IPv4 packets, the traditional 1500 octets would make a very logical maximum packet size that does not require segmentation in the IP layers. For IPv6 it is assumed still the truncation at 2000 octets as the SW update model.
Hence, all whole picture analysis and evaluation on all existing EMM/ESM NAS signalling messages is required to see whether they can be collided with UL/DL CIoT data transfer and if so, whether handling in priority than CIoT data transfer is required at the UE or the MME.
Note that in this paper, the text “be handled in priority than CIoT data transfer” does means to complete the referred procedures before starting any new CIoT data transfer. Here the “new” implies that the UE or the MME may already send out a CIoT data packet before sending or receiving the NAS signalling message who triggers the referred procedure (the data sent out before the trigger of the procedure is out of the control of the UE or the MME)
2.1 Priority handling of EMM NAS signalling vs. CIoT data transfer
All EMM NAS signalling procedures listed in TS 24.301 subclause 5.1.2 are evaluated in below Table 1.
Table 1. EMM NAS signalling vs. CIoT data transfer

	Types of EMM NAS signalling
	Procedures
	Can collide with CIoT data transfer
	Handling at UE side (UL)
	Handling at MME side (DL)

	EMM common procedures
	- GUTI reallocation

- Authentication

- Security mode control

- Identification
	Yes.

The UE in the connected mode in which the CIoT data transfer is available
	No clear indication in SA2 but to align with MME handling, it should be handled in priority than CIoT data transfer
	To align with SA2 agreement, i.e. to complete it before starting any MT pending CIoT data transfer to the UE.

	
	- EMM information
	Yes.

The UE in the connected mode in which the CIoT data transfer is available
	No priority handling at the UE side
	No priority handling at the MME side
No requirement seen that the information (e.g. network name and time zone) delivered in this procedure is higher priority than CIoT data.

	EMM specific procedures
	- Attach and combined attach
	No.

Any CIoT data transfer can only be initiated after successful attached to the network.
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- Normal/period TAU and combined TAU
	Yes.

TAU moves the UE to the connected mode in which the CIoT data transfer is available.
	TAU is mainly used to the information synchronization (location, EPS bearer context, capabilities, etc.) between the UE and the network. Hence it should be handled in priority than CIoT data transfer.
	The same as UE side.

	
	- Detach
	Yes.

Detach moves the UE to the connected mode in which the CIoT data transfer is available.
	Detach is used to deregister the UE from the network and in some cases (e.g. the switch-off) the user is aware of UE detach. Hence to avoid the extra-counting/charging for CIoT data transfer, it should be handled in priority than CIoT data transfer.
	The same as UE side.

	EMM connection management procedures
	- Service request with SERVICE REQUEST message
	No.

(*)
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- Service request with EXTENDED SERVICE REQUEST message for CSFB
	No.

Legacy CS voice call is not available in NB-IoT.
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- Service request with EXTENDED SERVICE REQUEST message for PS services
	No.

The same as SERVICE REQUEST message.
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- paging
	No.
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- Transport of NAS messages;

- Generic transport of NAS messages.
	Yes.

The UE in the connected mode in which the CIoT data transfer is available.
	No priority handling at the UE side.

No requirement seen that the information (e.g. SMS and LCS application) delivered in there procedures is higher priority than CIoT data.
	No priority handling at the MME side
No requirement seen that the information (e.g. SMS and LCS application) delivered in there procedures is higher priority than CIoT data.

	
	- EMM status procedure
	Yes.

The UE in the connected mode in which the CIoT data transfer is available.
	No priority handling at the UE side
	No priority handling at the MME side.


(*) In case of only CP EPS optimization is used, no SERVICE REQUEST needs to be initiated at both UL and DL direction. In case of UP EPS optimization is used, no SERVICE REQUEST needs to be initiated at both UL and DL direction (RRC resume is used instead). It is FFS for the case that CP EPS optimization and legacy UP are used simultaneously due to one may wonder why the CP EPS optimization is still needed when the legacy UP is used.

From Table 1, we could have:
Proposal I: In additional to the security related NAS procedures, TAU and detach procedure need to be handled in priority than CIoT data transfer as well.

2.2 Priority handling of ESM NAS signalling vs. CIoT data transfer
All ESM NAS signalling procedures listed in TS 24.301 subclause 65.1.2 are evaluated in below Table 2.
Table 2. ESM NAS signalling vs. CIoT data transfer

	Types of ESM NAS signalling
	Procedures
	Can collide with CIoT data transfer
	Handling at UE side (UL)
	Handling at MME side (DL)

	Procedures related to EPS bearer contexts
	- Default EPS bearer context activation;

- Dedicated EPS bearer context activation;

- EPS bearer context modification;

- EPS bearer context deactivation.
	Yes.

The UE in the connected mode in which the CIoT data transfer is available.
(*)
	All these procedures will change the state of EPS bearer context and to avoid any state asynchronization of EPS bearer context between the UE and the network, these procedures should be handled in priority than CIoT data transfer.

	The same as UE side.

	Transaction related procedures
	- PDN connectivity procedure;

- PDN disconnect procedure;

- Bearer resource allocation procedure;

- Bearer resource modification procedure.
	Yes.

The UE in the connected mode in which the CIoT data transfer is available.

(*)
	All these procedures will change the state of EPS bearer context and to avoid any state asynchronization of EPS bearer context between the UE and the network, these procedures should be handled in priority than CIoT data transfer.

	The same as UE side.

	
	- remote UE report
	No.

It can only be used by relay UE in ProSe.
	No priority handling at the UE side
	No priority handling at the MME side.

	
	- ESM information request procedure
	No.

It can only be triggered during the attach procedure.
	No priority handling at the UE side
	No priority handling at the MME side.

	Common procedure
	- ESM status procedure;

- Notification procedure.
	Yes.

The UE in the connected mode in which the CIoT data transfer is available.
	No priority handling at the UE side
	No priority handling at the MME side.


(*) For the PDN connectivity/default EPS bearer context activation procedure, in case of single PDN connection, it cannot collide with the CIoT data transfer due to a PDN connection shall be successfully established before any IP/non-IP CIoT data transfer over it.
From Table 2, we could have:

Proposal II: All ESM procedures related to an EPS bearer context or to a procedure transaction need to be handled in priority than CIoT data transfer.

3. Conclusion
This discussion paper provided a whole picture analysis and evaluation on all types of EMM/ESM NAS signaling messages to see whether they need to be handled in priority when it collides with the CIoT data transfer.
Based on evaluation given in Table 1 and Table 2, below two proposals were proposed:

Proposal I: In additional to the security related NAS procedures, TAU and detach procedure need to be handled in priority than CIoT data transfer as well.
Proposal II: All ESM procedures related to an EPS bearer context or to a procedure transaction need to be handled in priority than CIoT data transfer.
It proposes CT1 to discuss the analysis and proposals given in this paper and agree the CR C1-161787 who covers the proposals.
