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1.
Abstract
This document identifies that a solution for hiding identities in values of XML attributes of XML bodies is not available in TS 33.179 and discusses possible solutions.
2.
Discussion
2.1
General
TS 33.179 subclauses 9.3.2, 9.3.3, 9.3.4 describes how XML bodies are confidentiality protected.

The TS 33.179 subclause 9.3 mechanism enables confidentiality protection of content of XML element containing information of the following nature:

-
MCPTT ID.

-
MCPTT Group ID.

-
User location information.

-
Alerts.

-
Access token.

The TS 33.179 mechanism reuses XML Encryption Syntax (https://www.w3.org/TR/xmlenc-core1/).
The TS 33.179 subclause 9.3 mechanism does not enable confidentiality protection of values of XML attributes.

2.2
Problem statement
If CT1, there are several occurences when e.g. MCPTT ID or MCPTT Group ID are carried in XML attributes.

Examples:

-
MCPTT ID in XML document provided in SIP NOTIFY request of a conference event package according to rfc4575;
-
MCPTT ID and MCPTT Group ID in XML document published in PUBLISH request for affiliation according to rfc3856;

-
MCPTT ID or MCPTT Group ID in XML document notified in a NOTIFY request for affiliation according to rfc3856;
-
MCPTT ID in application/resource-lists+xml document included in an INVITE request setting up a private call according to rfc5366; and
-
MCPTT ID in application/resource-lists+xml document included in an INVITE request setting up a group call to a temporary group involving a non-controlling function that works in "Trusted Mode" according to rfc5366, whereby the participants are returned to the controlling function in a MIME body of a SIP 403 (Forbidden) with the P-Refused-URI-List header field according to rfc5318.
We will likely encounter more such cases in future as e.g. rfc5368 also uses application/resource-lists+xml document which includes user URI (i.e. MCPTT ID) in an XML attribute.

2.3
Possible solutions
2.3.1
Alt-1: request SA3 to provide confidentiality protection of values of XML attributes
CT1 can request SA3 to provide confidentiality protection of values of XML attributes.

2.3.2
Alt-2: don't put values in XML attributes

For each the XML attribute carrying MCPTT ID or MCPTT Group ID where the XML attribute is included in an existing XML element, CT1 would:

1)
define a new XML element corresponding to the XML attribute;

2)
specify that the new XML element is included in the existing XML element;

3)
set the content of the new XML element to the MCPTT ID or MCPTT Group ID; and
4)
specify that the XML attribute is set to an empty string (an empty string is also a URI according to rfc2396).
An example XML document in Figure 1 would be transformed to a transformed XML document in Figure 2. The document confidentiality protected according to TS 33.179 applied on the transformed XML document is shown in Figure 3.

The yellow background text indicates the overhead for the transformation and blue background text indicates the empty URNs. The purple background text indicates overhead for the confidentiality protection.
Figure-1: existing XML

	<?xml version="1.0"?>

<presence xmlns="urn:ietf:params:xml:ns:pidf" xmlns:mcpttPI10="urn:3gpp:ns:mcpttPresInfo:1.0" entity="MCPTT-ID-U1">

  <tuple id="MCPTT-client-ID-C1">

    <status>

      <mcpttPI10:affiliation group="MCPTT-Group-ID-G1"/>

    </status>

  </tuple>

</presence>


Figure-2: transformed XML
	<?xml version="1.0"?>

<presence xmlns="urn:ietf:params:xml:ns:pidf" xmlns:mcpttPI10="urn:3gpp:ns:mcpttPresInfo:1.0" entity="">

  <tuple id="">

    <status>

      <mcpttPI10:affiliation group="">

        <mcpttPI10:group>MCPTT-Group-ID-G1</mcpttPI10:group>
      </mcpttPI10:affiliation>

    </status>

    <mcpttPI10:id>MCPTT-client-ID-C1</mcpttPI10:id>
  </tuple>

  <mcpttPI10:entity>MCPTT-ID-U1</mcpttPI10:entity>
</presence>


Figure-3: confidentiality protected transformed XML

	<?xml version="1.0"?>

<presence xmlns="urn:ietf:params:xml:ns:pidf" xmlns:mcpttPI10="urn:3gpp:ns:mcpttPresInfo:1.0" entity="">

  <tuple id="">

    <status>

      <mcpttPI10:affiliation group="">

        <mcpttPI10:group>

        <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

        </mcpttPI10:group>
      </mcpttPI10:affiliation>

    </status>

    <mcpttPI10:id>

        <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

    </mcpttPI10:id>
  </tuple>

  <mcpttPI10:entity>

        <EncryptedData xmlns='http://www.w3.org/2001/04/xmlenc#'

         Type='http://www.w3.org/2001/04/xmlenc#Content'>

          <EncryptionMethod Algorithm="http://www.w3.org/2009/xmlenc11#aes128-gcm"/>

          <ds:KeyInfo>

            <ds:KeyName>base64XpkId</KeyName>

          </ds:KeyInfo>

          <CipherData>

            <CipherValue>A23B45C56</CipherValue>

          </CipherData>

        </EncryptedData>

  </mcpttPI10:entity>
</presence>


2.4
Evaluation

Alt-1 is cleanest solution, but might require some time to complete in SA3.

Alt-2 does not require SA3 involvement but generates quite big XML documents. Also the XML document might be not compliant to the semantic defined by the MIME type of the XML document (e.g. uniqueness of XML attribute values within XML document). This is not a problem for MCPTT client and MCPTT server, but entities in the middle might consider such XML body as erroneous.
3. Proposal

It is proposed to discuss the issue above and select the solution to the issue.
The recommendation from the analyses of this paper is to send an LS to SA3.
