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***** begin 1st change *****
4.4.2
Warning texts

The text string included in a Warning header field consists of an explanatory text preceded by a 3-digit text code, according to the following format in Table 4.4.2-1.
Table 4.4.2-1 ABNF for the Warning text

warn-text      =/  DQUOTE mcptt-warn-code SP warn-mcptt-text DQUOTE

mcptt-warn-code = DIGIT DIGIT DIGIT 

mcptt-warn-text = *( qdtext | quoted-pair )

Table 4.4.2-2 defines the warning texts that are defined for the Warning header field when a Warning header field is included in a response to a SIP INVITE request as specified in subclause 4.4.1.

Table 4.4.2-2: Warning texts defined for the Warning header field

	Code
	Explanatory text
	Description

	100
	function not allowed due to <detailed reason>
	The function is not allowed to this user.

The <detailed reason> will be either "group definition", "access policy", "local policy", or "user authorisation", or can be a free text string.

	101
	service authorisation failed
	The service authorisation of the MCPTT ID against the IMPU failed at the MCPTT server.

	102
	too many simultaneous affiliations
	The MCPTT user already has N2 maximum number of simultaneous affiliations.

	103
	maximum simultaneous MCPTT group calls reached
	The number of maximum simultaneous MCPTT group calls supported for the MCPTT user has been exceeded.

	104
	isfocus not assigned
	A controlling MCPTT function has not been assigned to the MCPTT session.

	105
	maximum simultaneous MCPTT sessions reached
	The number of maximum simultaneous MCPTT sessions supported for the MCPTT user has been exceeded.

	106
	user not authorised to join chat group
	The MCPTT user is not authorised to join this chat group.

	107
	user not authorised to make private calls
	The MCPTT user is not authorised to make private calls.

	108
	user not authorised to make chat group calls
	The MCPTT user is not authorised to make chat group calls.

	109
	user not authorised to make prearranged group calls
	The MCPTT user is not authorised to make group calls to a prearranged group.

	110
	user declined the call invitation
	The MCPTT user declined to accept the call.

	111
	group call proceeded without all required group members
	The required members of the group did not responded within the acknowledged call time, but the call still went ahead.

	112
	group call abandoned due to required group members not part of the group session
	The group call was abandoned, as the required members of the group did not respond within the acknowledged call time.

	113
	group document does not exist
	The group document requested from the group management server does not exist.

	114
	unable to retrieve group document
	The group document exists on the group management server but the MCPTT server was unable to retrieve it.

	115
	group is disabled
	The group has the <disabled> element set to "true" in the group management server.

	116
	user is not part of the MCPTT group
	The group exists on the group management server but the requesting user is not part of this group.

	117
	the group identity indicated in the request is a prearranged group
	The group id that is indicated in the request is for a prearranged group, but did not match the request from the MCPTT user,



	118
	the group identity indicated in the request is a chat group
	The group id that is indicated in the request is for a chat group, but did not match the request from the MCPTT user,



	119
	user is not authorised to initiate the group call
	The MCPTT user identified by the MCPTT ID is not authorised to initiate the group call.

	120
	user is not affiliated to this group
	The MCPTT user is not affiliated to the group.

	121
	user is not authorised to join the group call
	The MCPTT user identified by the MCPTT ID is not authorised to join the group call.

	122
	too many participants
	The group call has reached its maximum number of participants.

	123
	MCPTT session already exists
	Inform the MCPTT user that the group call is currently ongoing. 

	124
	maximum number of private calls reached
	The maximum number of private calls allowed at the MCPTT server for the MCPTT user has been reached.

	125
	user not authorised to make private call with automatic commencement
	The MCPTT user is not authorised to make a private call with automatic commencement.

	126
	user not authorised to make private call with manual commencement
	The MCPTT user is not authorised to make a private call with manual commencement.

	127
	user not authorised to be called in private call
	The called MCPTT user is not allowed to be part of a private call.

	128
	isfocus already assigned
	The MCPTT server owning an MCPTT group received a SIP INVITE request destined to the MCPTT group from another MCPTT server already assigned as the controlling MCPTT function and the MCPTT server owning the MCPTT group does not support mutual aid or supports trusted mutual aid but does not authorise trusted mutual aid.

	129
	group not authorised for emergency group call, authorised for emergency alert
	The MCPTT group is not authorised for emergency group call, but is authorised for emergency alert.

	130
	group not authorised for emergency group call, not authorised for emergency alert
	The MCPTT group is not authorised for both emergency group call and emergency alert.

	131
	group not authorised for emergency group call
	The MCPTT group is not authorised for emergency group call.

	132
	emergency group call authorised, emergency alert not authorised
	The MCPTT group is authorised for emergency group call but is not authorised for emergency alert.

	133
	in-progress emergency group state not cancelled
	The in-progress emergency group state was not cancelled.

	134
	in-progress emergency group state not cancelled, emergency alert cancelled.
	The in-progress emergency group state was not cancelled but the emergency alert was cancelled.

	135
	in-progress emergency group state not cancelled, but emergency alert sent
	The in-progress emergency group state was not cancelled but the emergency alert was sent.

	136
	authentication of the MIKEY-SAKKE I_MESSAGE failed
	The client received the "mikey" attribute value but the authentication failed.

	137
	integrity protection check failed
	The integrity protection of an XML MIME body failed.

	138
	unable to decrypt XML content
	The XML content cannot be decrypted.


***** begin 2nd change *****
7.2.1
SIP REGISTER request for service authorisation






















When the MCPTT client performs SIP registration the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].

The MCPTT client shall include the g.3gpp.mcptt media feature tag in the Contact header field of the SIP REGISTER request.
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has available an access-token;

3)
based on implementation decides to use SIP REGISTER for service authorization;

4)
confidentiality protection is disabled; and

5)
integrity protection is disabled;
then the MCPTT client shall include an application/vnd.3gpp.mcptt-info MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures, in the SIP REGISTER request.
NOTE: the access-token contains the MCPTT ID of the user.
If the MCPTT client, upon performing SIP registration:

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49];

2)
has an available access-token;
3)
based on implementation decides to use SIP REGISTER for service authorization; and

4)
either confidentiality protection is enabled or integrity protection is enabled;

then the MCPTT client:

1)
shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP REGISTER request;
2)
if confidentiality protection is enabled, shall encrypt the received access-token using the client server key (CSK) and shall include in the body of the SIP REGISTER request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.x.2.3.3;
3)
if confidentiality protection is disabled, shall include an application/vnd.3gpp.mcptt-info MIME body as defined in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures; and
4)
if integrity protection is enabled, shall use the CSK to integrity protect the application/vnd.3gpp.mcpttinfo+xml MIME body by following the procedures in subclause 6.x.3.3.3.

7.2.1A
Common SIP PUBLISH procedure 
This procedure is only referenced from other procedures.

When populating the SIP PUBLISH request, the MCPTT client shall:

1)
shall set the Request-URI to the public service identity identifying the participating MCPTT function serving the MCPTT user;

2)
shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcptt" (coded as specified in 3GPP TS 24.229 [4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9];

3)
shall set the Event header field to the "poc-settings" value; and
4)
shall set the Expires header field according to IETF RFC 3903 [37], to 4294967295, if the MCPTT user is not removing the MCPTT service settings, otherwise to remove the MCPTT service settings the MCPTT client shall set the Expires header field to zero;

NOTE 1:
4294967295, which is equal to 232-1, is the highest value defined for Expires header field in IETF RFC 3261 [24].

NOTE 2:
The expiration timer of the MCPTT client service settings is only applicable for the MCPTT client service settings from this MCPTT client that matches the Instance Identifier URN. The expiration timer of MCPTT user service settings is also updated in the MCPTT server if expiration timer of MCPTT client service settings is updated in the MCPTT server.
7.2.2
SIP PUBLISH request for service authorisation and MCPTT service settings











If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to also perform service authorization and

1)
has successfully finished the user authentication procedure as described in 3GPP TS 24.382 [49]; and

2)
has available an access-token;

then the MCPTT client:

1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is disabled and integrity protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures;

3)
if either confidentiality protection is enabled or integrity protection is enabled shall include an application/mikey MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request;
4)
if confidentiality protection is enabled, shall encrypt the received access-token using the client server key (CSK) and shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-access-token> element set to the encrypted access-token, as specified in subclause 6.x.2.3.3;
5)
if confidentiality protection is disabled, shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request;

6)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting ("auto-answer" or "manual-answer"); and

7)
if integrity protection is enabled, shall use the CSK to integrity protect the application/vnd.3gpp.mcpttinfo+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.x.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].
7.2.3
Sending SIP PUBLISH for MCPTT service settings only
To set, update, remove or refresh the MCPTT service settings, the MCPTT client shall generate a SIP PUBLISH request according 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 4354 [55]. In the SIP PUBLISH request, the MCPTT client:









1)
shall perform the procedures in subclause 7.2.1A;

2)
if confidentiality protection is enabled, shall encrypt the targeted MCPTT ID using the client server key (CSK) and shall include in the body of the SIP PUBLISH request, an application/vnd.3gpp.mcptt-info+xml MIME body with the <mcptt-request-uri> element set to the encrypted targeted MCPTT ID, as specified in subclause 6.x.2.3.3;
3)
if confidentiality protection is disabled shall include an application/vnd.3gpp.mcptt-info+xml MIME body as specified in Annex F.1 with the <mcptt-request-uri> set to the cleartext targeted MCPTT ID;
4)
shall include an application/poc-settings+xml MIME body containing the Answer-Mode Indication setting ("auto-answer" or "manual-answer") in the poc-settings event package; and
5)
if integrity protection is enabled, shall use the CSK to integrity protect the application/vnd.3gpp.mcpttinfo+xml MIME body and application/poc-settings+xml MIME body by following the procedures in subclause 6.x.3.3.3.
The MCPTT client shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

On receiving the SIP 200 (OK) response to the SIP PUBLISH request the MCPTT client may indicate to the MCPTT User the successful communication of the MCPTT service settings to the MCPTT server.
***** begin 3rd change *****
7.3.1
General

The MCPTT server obtains information that it needs to implement service authorization specific requirements from:

a)
any received third-party SIP REGISTER request (e.g. including information contained in the body of the third-party SIP REGISTER request) as specified in 3GPP TS 24.229 [4]. The body will carry the SIP REGISTER request as sent by the MCPTT client, containing information needed for service authorization; or

b)
any received SIP PUBLISH request for MCPTT server settings containing containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters. The body of the SIP PUBLISH request will contain information needed for service authorization.
7.3.1A
Confidentiality and Integrity Protection
When the MCPTT server receives a SIP REGISTER request sent from the MCPTT client contained within a message/sip MIME body of a received third-party SIP REGISTER request or a SIP PUBLISH request, it first determines whether XML MIME bodies included in the request are integrity protected. If XML MIME bodies are integrity protected the MCPTT server validates the signature of each of the XML MIME bodies. If the integrity protection check(s) pass or the XML MIME bodies are not integrity protected, the MCPTT server then determines whether the content in specific XML elements is confidentiality protected. If XML content is confidentiality protected, the MCPTT server decrypts the protected content.
Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body and an application/poc-settings+xml MIME body;
the MCPTT server:
1)
shall determine if integrity protection has been applied to XML MIME bodies in the SIP request by following the procedures in subclause 6.x.3.4.1 for each XML MIME body;

2)
if integrity protection has been applied, shall use the keying data described in subclause 6.x.3.2 and the procedures described in subclause 6.x.3.4.2 to verify the integrity of each of the the XML MIME bodies; and

3)
if all integrity protection checks succeed, shall continue with the remaining steps of this subclause.
Upon receiving:

-
a SIP REGISTER request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element within a message/sip MIME body of the SIP REGISTER request sent from the MCPTT client; or
-
a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-access-token> element, and an application/poc-settings+xml MIME body;

the MCPTT server:
1)
shall determine if confidentiality protection has been applied to the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body, by following the procedures in subclause 6.x.2.4.1;

2)
if confidentiality protection has been applied:

a)
shall use the keying information received in the MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46], along with the procedures described in subclause 6.x.2.4.2 to decrypt the received access token in the <mcptt-access-token> element in the application/vnd.3gpp.mcptt-info+xml MIME body; and

b)
if the decryption procedure succeeds, shall identify the MCPTT ID from the decrypted value and continue with the remaining steps of this subclause; and

3)
if confidentiality protection has not been applied, shall identify the MCPTT ID from <mcptt-access-token> element received in the application/vnd.3gpp.mcpttinfo+xml MIME body.
Upon receiving a SIP PUBLISH request containing an application/vnd.3gpp.mcptt-info+xml MIME body with an <mcptt-request-uri> element, and an application/poc-settings+xml MIME body, the MCPTT server:
1)
shall determine if confidentiality protection has been applied to the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body by following the procedures in subclause 6.x.2.4.1;

2)
if confidentiality protection has been applied:

a)
shall use the keying information described in subclause 6.x.2.2 along with the procedures described in subclause 6.x.2.4.2 to decrypt the received encrypted MCPTT ID in the <mcptt-request-uri> element; and

b)
if all decryption procedures succeed, shall identify the data from the decrypted value and continue with the remaining steps of this subclause; and
3)
if confidentiality protection has not been applied, shall identify the MCPTT ID from the contents of the <mcptt-request-uri> element in the application/vnd.3gpp.mcptt-info+xml MIME body;
7.3.2
SIP REGISTER request for service authorisation









The MCPTT server shall support obtaining service authorization specific information from the SIP REGISTER request sent from the MCPTT client and included in the body of a third-party SIP REGISTER request.

NOTE 1:
3GPP TS 24.229 [4] defines how based on initial filter criteria the SIP REGISTER request sent from the UE is included in the body of the third-party SIP REGISTER request.

Upon receiving a third party SIP REGISTER request with a message/sip MIME body containing the SIP REGISTER request sent from the MCPTT client, the MCPTT server:

1)
shall identify the IMS public user identity from the third-party SIP REGISTER request;

2)
shall identify the MCPTT ID from the SIP REGISTER request sent from the MCPTT client and included in the message/sip MIME body of the third-party SIP REGISTER request by following the procedures in subclause 7.3.1.A;
3)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.179 [46];

4)
if service authorization was successful, shall bind the MCPTT ID to the IMS public user identity; and
NOTE 2:
The MCPTT server will store the binding MCPTT ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.
5)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4.
7.3.3
SIP PUBLISH request for service authorisation and service settings








The MCPTT server shall support obtaining service authorization specific information from a SIP PUBLISH request for MCPTT server settings.

Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value; 

2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-access-token> element;
the MCPTT server:

1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;
3)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.179 [46]; 

4)
if service authorization was successful, shall bind the MCPTT ID to the IMS public user identity;
NOTE:
The MCPTT server will store the binding MCPTT ID, IMS public user identity and an identifier addressing the MCPTT server in an external database.

5)
if service authorization was not successful, shall send a SIP 403 (Forbidden) response towards the MCPTT server with the warning text set to: "101 service authorisation failed" in a Warning header field as specified in subclause 4.4, and not continue with the rest of the steps in this subclause;
6)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
7)
shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires; and

8)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4].
7.3.4
Receiving SIP PUBLISH request for MCPTT service settings only





Upon receiving a SIP PUBLISH request containing:

1)
an Event header field set to the "poc-settings" value; 

2)
an application/poc-settings+xml MIME body; and

3)
an application/vnd.3gpp.mcptt-info+xml MIME body containing an <mcptt-request-uri> element;
The MCPTT server:
1)
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall perform the procedures in subclause 7.3.1A;

3)
shall verify that a binding between the IMS public user identity in the Request-URI and the MCPTT ID in the <mcptt-request-uri> element of the application/vnd.3gpp.mcptt-info+xml exists at the MCPTT server;

4)
if a binding does not exist between the IMS public user identity and the MCPTT ID in the request or the binding exists, but the validity period of the binding has expired, shall reject the SIP PUBLISH request with a SIP 404 (Not Found) response and not continue with any of the remaining steps;
5)
shall process the SIP PUBLISH request according to rules and procedures of IETF RFC 3903 [37] and if processing of the SIP request was not successful, do not continue with the rest of the steps;
6)
shall cache the received MCPTT service settings until the MCPTT service settings expiration timer expires; and
7)
shall send a SIP 200 (OK) response according 3GPP TS 24.229 [4].
***** end changes *****
