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1. Abstract
This paper identifies:

-
TS 33.179 expects GMS to provide GMK and GUK-ID related to an MCPTT group to affiliated members of the MCPTT group; and

-
in CT1 specs, no stage-3 procedures are defined for MCPTT server providing information about affiliated members of the MCPTT group to GMS. In CT1 specs, GMS is just aware of members of the MCPTT group (without knowledge of whether affiliation was done or not).
and proposes to ask SA3 whether there would be any security issues if GMK and GUK-ID related to an MCPTT group are provided also to not-affiliated members of the MCPTT group.
2. Reason for Change
CT1 decided in past to NOT specify stage-3 details for providing information about affiliated members of an MCPTT group from MCPTT server owning the MCPTT group to GMS owning the MCPTT group due to:
-
CT1 did not identity any GMS usage of the information; and

-
information about affiliated members of an MCPTT group is a dynamic one while GMS is supposed to store semi-static information.

However, it was identified that while TS 23.179 defines no GMS usage of information on affiliated members of MCPTT Groups, TS 33.179 states: "An encapsulated GMK and GUK-ID is sent to affiliated users by the GMS within a notification message (step 4 within clause 10.6.3 of 3GPP TS 23.179 [2])". 
It is not clear whether there would be any security issues if GMK and GUK-ID related to an MCPTT group are provided also to not-affiliated members of the MCPTT group. 

If providing GMK and GUK-ID also to not-affiliated members of an MCPTT group causes any security issues, then CT1 needs to specify stage-3 details for providing information about affiliated members of an MCPTT group from MCPTT server owning the MCPTT group to GMS owning the MCPTT group.

If providing GMK and GUK-ID also to not-affiliated members of an MCPTT group does not cause any security issues, the SA3 should align TS 33.179 to refer to "members of MCPTT group" rather than "affiliated users".
This issue was discussed in the conf. call in 31st Mar 2016, and preference was to ask SA3 for clarification.

3. Proposal

It is proposed to discuss the issue above. 
It is proposed to send an LS to SA3 asking whether there would be any security issues if GMK and GUK-ID related to an MCPTT group are provided also to not-affiliated members of the MCPTT group.
