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1. Background
The objective of this paper is to highlight the backward compatibility problem that arises when the UE that only supports attach without PDN connectivity and attach for EPS services with Control Plane CIoT optimisations attempts to attach to a legacy network/MME that does not support EPS service with CIoT optimisations or EPS attach without PDN connectivity, and to propose a solution. Just for the purpose of this paper we will call such UE a “CIoT UE” and such MME a “legacy MME”, in contrast to “normal UE” and Rel-13 MME, which implement all Rel-13 procedures. A key distinction, among many others, between the CIoT UE and the UE, from the upper layer protocol and system architecture point of view, is that the CIoT UE does not (need to) support the legacy bearer setup procedures. 
The assumptions we make are:

· There is a need for CIoT UE in the market; and 
· There is a scenario where a CIoT UE will be attempting to attach to a legacy MME, e.g. in a network (area) where:

· only legacy MMEs exist; or

· the attach request from the CIoT UE is routed to a legacy MME (this would be a network misconfiguration but needs to be handled as an error case, see answer to question 11 in SA2 reply LS C1-160903).

2. Problem Description

If the background described in Section 1 is valid, then the following backward compatibility requirement arises:
when the CIoT UE attempts to attach to a legacy MME for EPS services with CIoT optimisation, the attach attempt must be rejected by the legacy MME, because if the legacy MME does not reject the attach attempt by the CIoT UE, the legacy MME will proceed with the legacy attach procedure by initiating bearer establishment procedures, thereby requiring the CIoT UE to support these procedures, which practically means that there is no distinction between the CIoT UE and the normal UE. In other words, if the legacy MME does not reject the attach attempt by the CIoT UE, the CIoT UE cannot exist and the CP CIoT optimisations are not needed.
Observation 1: When the CIoT UE attempts to attach to a legacy MME for EPS Services with CP CIoT optimisations, the attach attempt must be rejected by the legacy MME. Otherwise, the CP CIoT optimization feature is rendered inutile.   
The attach request for EPS services with CIoT optimisation is distinguished from the legacy attach request by the presence of the Preferred Network Behavior (PNB) information in the Attach Request message. The current coding in 24.301 of the PNB information in 23.401 is in the existing UE Network Capability IE (support part of the PNB) and the Additional Update Type IE (preferences part of the PNB). The PNB information is coded as 4 bits of an existing octet in each of the two IEs. The legacy MME would treat these bits as spare and would therefore ignore the PNB information included by the CIoT UE in the Attach Request and process the Attach Request as a legacy attach request, i.e. the legacy MME will not reject the attach request.

Observation 2: The coding of the PNB in 24.301 does not result in the rejection of the attach request from the CIoT UE by the legacy MME.   
3. Solution
The desired behaviour is the one where the legacy MME rejects the Attach Request message containing the PNB information. This could be achieved by coding the PNB information as a separate IE in the Attach Request message and using the 'comprehension required' scheme specified in 24.007. According to 24.007 and 24.301, if the network receives a message containing an IE unknown in the message, but encoded as 'comprehension required', the network shall:

-
“try to treat the message (the exact further actions are implementation dependent); or

-
ignore the message except that it should return a status message (EMM STATUS or ESM STATUS depending on the PD) with cause #96 "invalid mandatory information".

In the first case (of treating the message), 24.301 provides further clarifications in subclause 5.5.1.2.7:

If the ATTACH REQUEST message is received with a protocol error, the network shall return an ATTACH REJECT message with one of the following EMM cause values:


#96:
invalid mandatory information;


#99:
information element non-existent or not implemented;


#100:
conditional IE error; or


#111:
protocol error, unspecified.

So, if the PNB information is encoded in a 'comprehension required' IE, the legacy MME will send either the EMM STATUS with cause #96 or the ATTACH REJECT with cause #96, #99 or #111.  This information would be sufficient for the UE to determine that it is dealing with a legacy MME.
Observation 3: If the PNB info is a separate IE in the ATTACH REQUEST message encoded as a 'comprehension required' IE, the legacy MME would either reject the attach request or would ignore it and send EMM STATUS. Either way, the desired behaviour of the legacy MME would be achieved.  
PNB information could be coded as Type 4 (TLV) IE. According to 24.007, a type 4 IE is encoded as 'comprehension required' if bits 5, 6, 7 and 8 of its IEI are set to zero (i.e. IEI is less than 16).
One possible coding of the PNB IE would be as follows:

	8
	7
	6
	5
	4
	3
	2
	1
	

	0             0            0             0
	Preferred network behavior IEI
	octet 1

	Length of Preferred network behavior
	octet 2

	Supported UE Behavior
	Preferred Network Behavior
	octet 3


The “Supported UE Behavior” part would carry the bitwise indications of the UE support for CP CIoT optimisation and UP CIoT Optimisation. The “Preferred Network Behavior” part would carry the bitwise indications of the UE preference for using CP CIoT optimisation, UP CIoT Optimisation or both. This is just an example; other ways to encode the PNB info as a 'comprehension required' IE are possible. 
4. Proposal
It is proposed to agree on the following:

Proposal 1: Legacy MME needs to reject the attach request from a CIoT UE

Proposal 2: PNB information in the attach request needs to be coded as a separate 'comprehension required' IE
If these proposals are agreeable, a CR to the Ad Hoc CT1 meeting on CIoT would be prepared to implement them.

