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6A.y
Integrity Protection of XML documents.

6A.y.1
General
Integrity protection can be applied to a whole XML MIME body. When integrity protection is enabled, all XML MIME bodies transported in SIP requests and responses are integrity protected. The following XML MIME bodies used in the present specification in SIP signalling can be integrity protected:
-
application/vnd.3gpp.mcptt-info+xml

-
application/poc-settings+xml
-
application/resources-list+xml
-
application/vnd.3gpp.mcptt-mbms-usage-info+xml
-
application/vnd.3gpp.mcptt-location-info+xml; and

-
application/vnd.3gpp.mcptt-affiliation-command+xml
When a SIP request contains more than one XML MIME body, then each MIME body contains its own signature.

Configuration for applying integrity protection (as specified in subclause 6A.y.3) is not selective to a specific MIME body. If configuration for integrity protection is turned on, then all XML MIME bodies in SIP requests and responses are integrity protected. If configuration for integrity protection is turned off, then no XML MIME bodies in SIP requests and SIP responses are integrity protected.
6A.y.2
Keys used in integrity protection procedures
Integrity protection uses an XPK to sign the data which (depending on who is the sender and who is the receiver of the signed information) can be a Client-Server Key (CSK) or Server Protection Key (SPK) as specified in subclause 4.8. An XPK-ID (CSK-ID/SPK-ID) is used to key the XPK (CSK/SPK). It is assumed that before the procedures in subclause 6A.y.3 and subclause 6A.y.4 are called, the CSK/CSK-ID and/or SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in subclause 4.8.

The procedures in subclause 6A.y.3 and subclause 6A.y.4 shall be used with a XPK equal to the CSK and a XPK-ID equal to the CSK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCPTT client sends integrity protected content to an MCPTT server; and
2)
MCPTT server sends integrity protected content to an MCPTT client.
The procedure in subclause 6A.y.3 and subclause 6A.y.4 shall be used with a XPK equal to the SPK and a XPK-ID equal to the SPK-ID in the following circumstances as described in 3GPP TS 33.179 [46]:

1)
MCPTT server sends integrity protected content to an MCPTT server in the same domain; and

2)
MCPTT server sends integrity protected content to an MCPTT server in another domain.
6A.y.3
Sending integrity protected content

6A.y.3.1
MCPTT client

If the <integrity-protection> element in the Initial UE Configuration document as specified in 3GPP TS 24.384 [50] is set to "true", the MCPTT client shall use the appropriate keying information specified in subclause 6A.y.2 and shall perform the procedures in subclause 6A.y.3.3 to integrity protect XML MIME bodies.

NOTE:
Each XML MIME body is integrity protected separately.
If the <integrity-protection> element in the Initial UE Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then all XML MIME bodies are not integrity protected.
6A.y.3.2
MCPTT server

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "true", the MCPTT server shall use the appropriate keying information specified in subclause 6A.y.2 and shall perform the procedures in subclause 6A.y.3.3 to integrity protect XML MIME bodies

NOTE:
Each XML MIME body is integrity protected separately.

If the <integrity-protection> element in the Service Configuration document as specified in 3GPP TS 24.384 [50] is set to "false", then all XML MIME bodies are not integrity protected.
6A.y.3.3
Integrity protection procedure
The following procedure shall be performed by the MCPTT client and MCPTT server to integrity protect an XML MIME body.
NOTE 1:
The following procedure describes the generation of an internally detached signature, i.e. a signature that is a sibling element of the signed content, in the same XML file. Other signature methods can be used, e.g. enveloped signature, enveloping signature or externally detached signature, but they are not described in this subclause.
1)
perform reference generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [xx] subclause 3.1.1 using the SHA256 algorithm to produce a hash of the MIME body and continue with the procedures below if reference generation is successful;
2)
perform signature generation as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [xx] subclause 3.1.2 using the HMAC-SHA256signature method and the XPK as the key and continue with the procedures below if signature generation is successful; 
3)
include the element <SignedXMLDoc> as the root element of the signed XML document containing the XML MIME body with its root element containing an ID reference, followed by the <Signature> element tag; and
4)
within the <Signature> element:
a)
include a <SignatureValue> element with the signature value; 
b)
optionally include a <SignedInfo> element with one or more of the following elements:
i)
a <CanonicalizationMethod> element listing an appropriate cannonicalisation method to be applied to the signed information;

ii)
a <SignatureMethod> element listing an appropriate algorithm for the signature. 

iii)
a <Reference> element containing a URI attribute consisting of "#" followed by the ID reference of the root element of the XML MIME body, and with:
I)
a <DigestMethod> element referring to the SHA256;method for hashing the content; and
II)
a <DigestValue> element containing the hashed content; and
c)
optionally include, a <KeyInfo> element with a <KeyName> element containing the base 64 encoded XPK-ID; and
5)
include the end element tag  </SignedXMLDoc>.
NOTE 2:
Where the optional elements mentioned above are not present in the signature, they are known to both the sending and receiving functional entity through other means.
6A.y.4
Receiving integrity protected content

6A.y.4.1
Determination of integrity protected content

The following procedure is used by the MCPTT client or MCPTT server to determine if an XML MIME body is integrity protected.

1)
if the <Signature> XML element is not present in the XML MIME body, then the content is not integrity protected; and
2)
if the <Signature> XML element is present in the XML MIME body, then the content is integrity protected.
6A.y.4.2
Verification of integrity protected content

The following procedure is used by the MCPTT client or MCPTT server to verify the integrity of an XML MIME body:

1)
if the required sub-elements of the <Signature> as described in 3GPP TS 33.179 [x] are not present in the MIME body and if not present, are not known to the sender and recipient by other means, then the integrity protection procedure fails and exit this procedure. Otherwise continue with the rest of the steps;
2)
perform reference validation on the <Reference> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [xx] subclause 3.2.1
3)
if reference validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "137 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause.
4)
obtain the XPK using the XPK-ID in the received XML body and use it to perform signature validation of the value of the <SignatureValue> element as specified in W3C: "XML Signature Syntax and Processing (Second Edition)", http://www.w3.org/TR/xmldsig-core [xx] subclause 3.2.2.
5)
if signature validation fails, then send a SIP 403 (Forbidden) response towards the functional entity with the warning text set to: "137 integrity protection check failed" in a Warning header field as specified in subclause 4.4, and do not continue with the rest of the steps in this subclause.
6)
return success of the integrity protection of the  XML document passes the integrity protection procedure.
***** begin 3rd change *****
F.1.2
XML schema

<?xml version="1.0"?>

<xs:schema

  xmlns:xs="http://www.w3.org/2001/XMLSchema"

  elementFormDefault="qualified"

  attributeFormDefault="unqualified">

  <xs:element name="mpcttinfo" type="mcpttinfo-Type" id="info"/>

  <xs:complexType name="mcpttinfo-Type">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType> 

  <xs:element name="mcptt-Params" type=" mcptt-ParamsType"/>

  <xs:complexType name="mcptt-ParamsType">

    <xs:sequence>
      <xs:element name="mcptt-access-token" type="xs:string" minOccurs="0" maxOccurs="1"/>
      <xs:element name="session-type" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:element name="mcptt-request-uri" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-calling-user-id" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-called-party-id" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mcptt-calling-group-id" type="xs:anyURI" minOccurs="0" maxOccurs="1"/>
      <xs:element name="required" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="emergency-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="alert-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="imminentperil-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>

      <xs:element name="broadcast-ind" type="xs:boolean" minOccurs="0" maxOccurs="1"/>
      <xs:element name="mc-org" type="xs:string" minOccurs="0" maxOccurs="1"/>

      <xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

    <xs:anyAttribute namespace="##any" processContents="lax"/>

  </xs:complexType>

  <xs:complexType name="anyExtType">

    <xs:sequence>

      <xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

</xs:schema>

***** begin 4th change *****
F.2.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema attributeFormDefault="unqualified" elementFormDefault="qualified" 

xmlns:xs="http://www.w3.org/2001/XMLSchema" 

targetNamespace="urn:3gpp:ns:mcpttMbmsUsage:1.0"

xmlns:mbms="urn:3gpp:ns:mcpttMbmsUsage:1.0">


<!-- the root element -->


<xs:element name="mcptt-mbms-usage-info" type="mbms:mcptt-mbms-usage-info-Type" id="mbms"/>


<xs:complexType name="mcptt-mbms-usage-info-Type">



<xs:sequence>




<xs:element name="mbms-listening-status" type="mbms:mbms-listening-statusType" 



minOccurs="0"/>




<xs:element name="announcement" type="mbms:announcementTypeParams" minOccurs="0"/>




<xs:element name="GPMS" type="xs:positiveInteger" minOccurs="0" maxOccurs="1"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="mbms-listening-statusType">



<xs:sequence>




<xs:element name="mbms-listening-status" type="xs:string"/>




<xs:element name="session-id" type="xs:anyURI" minOccurs="0"/>




<xs:element name="general-purpose" type="xs:boolean" minOccurs="0"/>




<xs:element name="version" type="xs:integer"/>




<xs:element name="TMGI" type="xs:hexBinary" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="announcementTypeParams">



<xs:sequence>




<xs:element name="TMGI" type="xs:hexBinary" minOccurs="1"/>




<xs:element name="MBSFN-area-id" type="xs:byte" minOccurs="0"/>




<xs:element name="QCI" type="xs:integer" minOccurs="1"/>




<xs:element name="frequency" type="xs:unsignedLong" minOccurs="0"/>




<xs:element name="mbms-service-areas" type="xs:hexBinary" minOccurs="1" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="anyExtType">



<xs:sequence>




<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>

</xs:schema>

***** begin 5th change *****
F.3.2
XML schema

<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:mcpttloc="urn:3gpp:ns:mcpttLocationInfo:1.0" targetNamespace="urn:3gpp:ns:mcpttLocationInfo:1.0" elementFormDefault="qualified" attributeFormDefault="unqualified">


<xs:element name="location-info" id="loc">



<xs:annotation>




<xs:documentation>Root element, contains all information related to location configuration, location request and location reporting for the MCPTT service</xs:documentation>



</xs:annotation>



<xs:complexType>




<xs:choice>





<xs:element name="Configuration" type="mcpttloc:tConfigurationType"/>





<xs:element name="Request" type="mcpttloc:tRequestType"/>





<xs:element name="Report" type="mcpttloc:tReportType"/>





<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>




</xs:choice>




<xs:anyAttribute namespace="##any" processContents="lax"/>



</xs:complexType>


</xs:element>


<xs:complexType name="tConfigurationType">



<xs:sequence>




<xs:element name="NonEmergencyLocationInformation" type="mcpttloc:tRequestedLocationType" minOccurs="0"/>




<xs:element name="EmergencyLocationInformation" type="mcpttloc:tRequestedLocationType" minOccurs="0"/>




<xs:element name="TriggeringCriteria" type="mcpttloc:TriggeringCriteriaType"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="ConfigScope">




<xs:simpleType>





<xs:restriction base="xs:string">






<xs:enumeration value="Full"/>






<xs:enumeration value="Update"/>





</xs:restriction>




</xs:simpleType>



</xs:attribute>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tRequestType">



<xs:complexContent>




<xs:extension base="mcpttloc:tEmptyType">





<xs:attribute name="RequestId" type="xs:string" use="required"/>




</xs:extension>



</xs:complexContent>


</xs:complexType>


<xs:complexType name="tReportType">



<xs:sequence>




<xs:element name="TriggerId" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="CurrentLocation" type="mcpttloc:tCurrentLocationType"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:attribute name="ReportID" type="xs:string" use="optional"/>



<xs:attribute name="ReportType" use="required">




<xs:simpleType>





<xs:restriction base="xs:string">






<xs:enumeration value="Emergency"/>






<xs:enumeration value="NonEmergency"/>





</xs:restriction>




</xs:simpleType>



</xs:attribute>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="TriggeringCriteriaType">



<xs:sequence>




<xs:element name="CellChange" type="mcpttloc:tCellChange" minOccurs="0"/>




<xs:element name="TrackingAreaChange" type="mcpttloc:tTrackingAreaChangeType" minOccurs="0"/>




<xs:element name="PlmnChange" type="mcpttloc:tPlmnChangeType" minOccurs="0"/>




<xs:element name="MbmsSaChange" type="mcpttloc:tMbmsSaChangeType" minOccurs="0"/>




<xs:element name="MbsfnAreaChange" type="mcpttloc:tMbsfnAreaChangeType" minOccurs="0"/>




<xs:element name="PeriodicReport" type="mcpttloc:tIntegerAttributeType" minOccurs="0"/>




<xs:element name="TravelledDistance" type="mcpttloc:tIntegerAttributeType" minOccurs="0"/>




<xs:element name="McpttSignallingEvent" type="mcpttloc:tSignallingEventType" minOccurs="0"/>




<xs:element name="GeographicalAreaChange" type="mcpttloc:tGeographicalAreaChange"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tCellChange">



<xs:sequence>




<xs:element name="AnyCellChange" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="EnterSpecificCell" type="mcpttloc:tSpecificCellType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ExitSpecificCell" type="mcpttloc:tSpecificCellType" minOccurs="0" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tEmptyType"/>


<xs:simpleType name="tEcgi">



<xs:restriction base="xs:string">




<xs:pattern value="\d{3}\d{3}[0-1]{28}"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tSpecificCellType">



<xs:simpleContent>




<xs:extension base="mcpttloc:tEcgi">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tEmptyTypeAttribute">



<xs:complexContent>




<xs:extension base="mcpttloc:tEmptyType">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:complexContent>


</xs:complexType>


<xs:complexType name="tTrackingAreaChangeType">



<xs:sequence>




<xs:element name="AnyTrackingAreaChange" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="EnterSpecificTrackingArea" type="mcpttloc:tTrackingAreaIdentity" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ExitSpecificTrackingArea" type="mcpttloc:tTrackingAreaIdentity" minOccurs="0" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tTrackingAreaIdentityFormat">



<xs:restriction base="xs:string">




<xs:pattern value="\d{3}\d{3}[0-1]{16}"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tTrackingAreaIdentity">



<xs:simpleContent>




<xs:extension base="mcpttloc:tTrackingAreaIdentityFormat">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tPlmnChangeType">



<xs:sequence>




<xs:element name="AnyPlmnChange" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="EnterSpecificPlmn" type="mcpttloc:tPlmnIdentity" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="ExitSpecificPlmn" type="mcpttloc:tPlmnIdentity" minOccurs="0" maxOccurs="unbounded"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tPlmnIdentityFormat">



<xs:restriction base="xs:string">




<xs:pattern value="\d{3}\d{3}"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tPlmnIdentity">



<xs:simpleContent>




<xs:extension base="mcpttloc:tPlmnIdentityFormat">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tMbmsSaChangeType">



<xs:sequence>




<xs:element name="AnyMbmsSaChange" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="EnterSpecificMbmsSa" type="mcpttloc:tMbmsSaIdentity" minOccurs="0"/>




<xs:element name="ExitSpecificMbmsSa" type="mcpttloc:tMbmsSaIdentity" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tMbmsSaIdentityFormat">



<xs:restriction base="xs:integer">




<xs:minInclusive value="0"/>




<xs:maxInclusive value="65535"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tMbmsSaIdentity">



<xs:simpleContent>




<xs:extension base="mcpttloc:tMbmsSaIdentityFormat">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tMbsfnAreaChangeType">



<xs:sequence>




<xs:element name="EnterSpecificMbsfnArea" type="mcpttloc:tMbsfnAreaIdentity" minOccurs="0"/>




<xs:element name="ExitSpecificMbsfnArea" type="mcpttloc:tMbsfnAreaIdentity" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:simpleType name="tMbsfnAreaIdentityFormat">



<xs:restriction base="xs:integer">




<xs:minInclusive value="0"/>




<xs:maxInclusive value="255"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tMbsfnAreaIdentity">



<xs:simpleContent>




<xs:extension base="mcpttloc:tMbsfnAreaIdentityFormat">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tIntegerAttributeType">



<xs:simpleContent>




<xs:extension base="xs:integer">





<xs:attribute name="TriggerId" type="xs:string" use="required"/>




</xs:extension>



</xs:simpleContent>


</xs:complexType>


<xs:complexType name="tTravelledDistanceType">



<xs:sequence>




<xs:element name="TravelledDistance" type="xs:positiveInteger"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tSignallingEventType">



<xs:sequence>




<xs:element name="InitialLogOn" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="GroupCallNonEmergency" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="PrivateCallNonEmergency" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="LocationConfigurationReceived" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tEmergencyEventType">



<xs:sequence>




<xs:element name="GroupCallEmergency" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="GroupCallImminentPeril" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="PrivateCallEmergency" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="InitiateEmergencyAlert" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tRequestedLocationType">



<xs:sequence>




<xs:element name="ServingEcgi" type="mcpttloc:tEmptyType" minOccurs="0"/>




<xs:element name="NeighbouringEcgi" type="mcpttloc:tEmptyType" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="MbmsSaId" type="mcpttloc:tEmptyType" minOccurs="0"/>




<xs:element name="MbsfnArea" type="mcpttloc:tEmptyType" minOccurs="0"/>




<xs:element name="GeographicalCordinate" type="mcpttloc:tEmptyType" minOccurs="0"/>




<xs:element name="minimumIntervalLength" type="xs:positiveInteger"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tCurrentLocationType">



<xs:sequence>




<xs:element name="CurrentServingEcgi" type="mcpttloc:tEcgi" minOccurs="0"/>




<xs:element name="NeighbouringEcgi" type="mcpttloc:tEcgi" minOccurs="0" maxOccurs="unbounded"/>




<xs:element name="MbmsSaId" type="mcpttloc:tMbmsSaIdentity" minOccurs="0"/>




<xs:element name="MbsfnArea" type="mcpttloc:tMbsfnAreaIdentity" minOccurs="0"/>




<xs:element name="CurrentCoordinate" type="mcpttloc:tPointCoordinate" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>



<xs:anyAttribute namespace="##any" processContents="lax"/>


</xs:complexType>


<xs:complexType name="tGeographicalAreaChange">



<xs:sequence>




<xs:element name="AnyAreaChange" type="mcpttloc:tEmptyTypeAttribute" minOccurs="0"/>




<xs:element name="EnterSpecificAreaType" type="mcpttloc:tSpecificAreaType" minOccurs="0"/>




<xs:element name="ExitSpecificAreaType" type="mcpttloc:tSpecificAreaType" minOccurs="0"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="tSpecificAreaType">



<xs:sequence>




<xs:element name="GeographicalArea" type="mcpttloc:tGeographicalAreaDef"/>



</xs:sequence>



<xs:attribute name="TriggerId" type="xs:string" use="required"/>


</xs:complexType>


<xs:complexType name="tPointCoordinate">



<xs:sequence>




<xs:element name="longitude" type="mcpttloc:tThreeByteType"/>




<xs:element name="latitude" type="mcpttloc:tThreeByteType"/>



</xs:sequence>


</xs:complexType>


<xs:simpleType name="tThreeByteType">



<xs:restriction base="xs:integer">




<xs:minInclusive value="0"/>




<xs:maxInclusive value="16777215"/>



</xs:restriction>


</xs:simpleType>


<xs:complexType name="tGeographicalAreaDef">



<xs:sequence>




<xs:element name="PolygonArea" type="mcpttloc:tPolygonAreaType" minOccurs="0"/>




<xs:element name="EllipsoidArcArea" type="mcpttloc:tEllipsoidArcType" minOccurs="0"/>




<xs:any namespace="##other" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="tPolygonAreaType">



<xs:sequence>




<xs:element name="Corner" type="mcpttloc:tPointCoordinate" minOccurs="3" maxOccurs="15"/>



</xs:sequence>


</xs:complexType>


<xs:complexType name="tEllipsoidArcType">



<xs:sequence>




<xs:element name="Center" type="mcpttloc:tPointCoordinate"/>




<xs:element name="Radius" type="xs:nonNegativeInteger"/>




<xs:element name="OffsetAngle" type="xs:unsignedByte"/>




<xs:element name="IncludedAngle" type="xs:unsignedByte"/>



</xs:sequence>


</xs:complexType>

</xs:schema>
***** begin 6th change *****
F.4.2
XML schema

Editor's Note [CT1ah, C1ah-160083]: The XML schema below is not yet complete.
<?xml version="1.0" encoding="UTF-8"?>

<xs:schema xmlns:xs="http://www.w3.org/2001/XMLSchema" attributeFormDefault="unqualified" elementFormDefault="qualified">

  <xs:complexType name="affiliate-command">

    <xs:sequence>

      <xs:element type="xs:anyURI" name="group" minOccurs="1" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <xs:complexType name="de-affiliate-command">

    <xs:sequence>

      <xs:element type="xs:anyURI" name="group" minOccurs="1" maxOccurs="unbounded"/>

    </xs:sequence>

  </xs:complexType>

  <xs:element name="command-list" id="affil">

    <xs:complexType>

      <xs:sequence>

        <xs:element name="affiliate" type="affiliate-command" minOccurs="0" maxOccurs="1"/>

        <xs:element name="de-affiliate" type="de-affiliate-command" minOccurs="0" maxOccurs="1"/>

      </xs:sequence>

    </xs:complexType>

  </xs:element>

</xs:schema>

***** end changes *****
