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1
Overall description
CT1 understands that SA3 has normatively specified that users of a group and users that make private calls use the same key distribution mechanism (i.e. GMK distribution) to create the floor control security context. This is indicated in subclause 7.4.5.2 that for end-to-end security for floor control signalling for on-network private calls, where SA3 have specified the distribution of the GMK-ID with a purpose-tag of "5" to MCPTT users.
7.4.5.2
Floor control managed by a floor control server

In this case the floor control is managed by an external floor control server within the MCPTT Server. In this case, security of floor control is based on a pre-established group, including the MCPTT Security Domain of the floor control server, and a number of MCPTT users. 

NOTE:
It is anticipated that the number of users within a private call floor control group may be large to support floor control for private calls between any pair of MCPTT users (although smaller floor control groups could be established if required).

The security context for the private call floor control group is established by a Group Management Server. The group is keyed with a GMK to use with SRTCP as for any other group communication (as described in Clause 7.3). In this case, the purpose tag of the GMK-ID shall be '5', indicating that the key shall only be used to protect SRTCP as part of a private call.

The MKI in the SRTCP packet shall as described in Clause 7.3.6. 
However, the distribution of the GMK/GMK-ID is only provided to the UE via subscription to group information, group creation and group regrouping mechanisms, which are specific operations for groups.

The implication from subclause 7.4.5.2 seems to be that all private call users are grouped, and as the GMS provides grouping functionality, it needs to know that this is a special type of grouping of private call users. It also implies that many of these groupings could exist on the GMS. 

2
Actions
To SA6
ACTION: 
3GPP TSG CT WG1 asks SA6 the following:
CT1 is unclear how a user can be provided with a GMK for use with private calls. CT1 asks SA6 to specify a mechanism that allows a grouping of private call users in the GMS that allows the UE to receive a GMK for use with private calls. 
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Dates of next TSG CT WG1 meetings
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23-27 May 2016
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25-29 July 2016
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