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Introduction:
This document discusses the decision by SA3 to use the GMK for the protection of floor control signalling for on-network private calls, specifically to understand how the GMK is delivered to private call users.
Discussion:

In TS 33.179, SA3 has defined end-to-security mechanisms for group calls and private calls, for the protection of media and the protection of floor control signalling. Currently for Private Calls, the private call key (PCK) used for end to end security, is delivered from one user to another user in the SDP when a user initiates a call. The PCK is delivered with a 32-bit PCK-ID. The 4 most significant bits of the PCK-ID indicate the purpose of the PCK is to protect private call communications; the other 28-bits are randomly generated.
TS 33.179 defines the following possible values for the Purpose Tag (PT):

- 
0: the GMK shall be used for all group communications (SRTP and SRTCP).

- 
1: the GMK shall be used to protect SRTP group communications only.

-
2: the GMK shall be used to protect SRTCP group communications only.

-
3: the PCK shall be used to protect Private Call communications only (SRTP and SRTCP).

-
4: the PCK shall be used to protect SRTP Private Call communications only.

-
5: the GMK shall be used to protect SRTCP Private Call communications only.
-
6: the CSK shall be used to protect sensitive application data between the MCPTT Client and MCPTT domain.

-
7: the SPK shall be used to protect sensitive application data between servers in MCPTT domain(s).

-
8-15: not defined.

For off-network private calls, the originating UE sends the PCK-ID in the SDP with a purpose tag set to "3" to indicate that PCK is used for floor control signalling and media protection.

For on-network private calls, the originating UE sends the PCK-ID in the SDP with a purpose tag set to "4" to indicate that PCK is used for media protection only.

At their last meeting and the joint meeting with CT1, SA3 realised that their intended approach for private call floor control wasn't going to work, given that there may a number of hops through the untrusted SIP core (i.e. not simply client to server). After brainstorming a number of ideas, they settled on an approach to reuse the group key distribution mechanism to establish the floor control security context for private calls (see below):

7.4.5.2
Floor control managed by a floor control server

In this case the floor control is managed by an external floor control server within the MCPTT Server. In this case, security of floor control is based on a pre-established group, including the MCPTT Security Domain of the floor control server, and a number of MCPTT users. 

NOTE:
It is anticipated that the number of users within a private call floor control group may be large to support floor control for private calls between any pair of MCPTT users (although smaller floor control groups could be established if required).

The security context for the private call floor control group is established by a Group Management Server. The group is keyed with a GMK to use with SRTCP as for any other group communication (as described in Clause 7.3). In this case, the purpose tag of the GMK-ID shall be '5', indicating that the key shall only be used to protect SRTCP as part of a private call.

The MKI in the SRTCP packet shall as described in Clause 7.3.6. 

Implications of distribution of a GMK for use in Private Calls:

The GMK for use in group call end-to-end security is currently distributed as described in the following referenced subclauses of 3GPP TS 33.179:

· Notification group configuration request (subclause 7.3.2) – this refers to Subscribe/Notify for group configuration.

· Group Creation (subclause 7.3.4, which calls the procedures in subclause 7.3.2)

· Group Regrouping (subclause 7.3.4, which calls the procedures in subclause 7.3.2)
The above operations are related to a "group". This means that the distribution of the GMK from the GMS to the users in the group is specifically related to group calls.

There is no "grouping" of sets of users for "private call" in the GMS, though SA6 have defined user configuration called "list of users(s) that can be called in private call", which (for on-network private calls) is a list of MCPTT IDs that the private call user can call.

The only way to ensure that the private call users all get the same key is:

1. Define a "special group" marker used only for private call users which defines the calling circle for a specific set of private call users. This will allow the GMS to include the correct PT tag when distributing the GMK.

2. The same mechanisms are used to subscribe to this information and create a group, and that allows the distribution of the GMK (to be used for private call floor control signalling) to all the private users.

The issue with such a mechanism is:

1. This involves changes to TS 24.381 and the implementation of a group document to indicate whether the group document is for group calls or for private calls.

2. This requires that the UE store many GMKs in the case there were many calling circles, e.g.

· Alan, Bob, Chris and Derek are in private call group 1 and have GMK-1.

· Evan, Fred, Gary and Derek are in private call group 2 and have GMK-2

· Harry, Ivan, James and Derek are in private call group 3 and have GMK-3

· Derek needs to store three GMKs and use the correct GMK for floor control signalling.

A possible idea could be to assign every user to a huge group and distribute one GMK to all users, given that SA3 indicate that such a group is likely to be large.

Is to possible to configure the GMK used for private calls on each device in the primary and partner MCPTT systems?

Clearly the mechanism described by SA3 comes at a cost to CT1. Thus SA6 may need to consider possible architectural changes to cover the implications of how the GMK for private call floor control is distributed to private call clients.

Proposed Way Forward

Send a LS to SA6 and SA3 to highlight the issues that CT1 have with the use of group documents to distribute the GMK used for private call floor control signalling 
