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1. Introduction

This paper intends to analyze and summarize related stage 3 specification impact on ePDG selection in support of Lawful Interception. 
2. Discussion
In SA2#113, it was agreed to update the ePDG selection procedure (S2-160892) to address the Lawful Intercept (LI) requirements as indicated in SA plenary LS SP-160054 as well as the LS from SA3LI work group in S3i150344. Main updates are the following:

· Allows a roaming UE to determine if the country it is located in mandates or does not mandate the selection of ePDG in this country. This is determined by the UE via a DNS query request. By using such DNS query, the UE does not need to be registered to a VPLMN for making such determination. The UE can make the DNS query even when not registered to a VPLMN.

· Based on the response to the DNS query request, the UE determines if it should select an ePDG in a VPLMN or in the HPLMN.

Related stage 3 specification impact can be examined from three aspects:

a) Determine visiting country for a roaming UE

b) DNS query to determine lawful interception requirement of a visiting country

c) impact to existing ePDG selection procedure

A. Determine visiting country for a roaming UE
For visiting country determination, SA2 requirement only states that it is mandatory for the UE to determine its country, which method to use is not defined:  
1)
The UE shall determine the country it is located in. This is determined by implementation-specific methods not defined in this specification.

So there are then three options at stage 3 level:

Option 1). Make country determination UE implementation specific 
However the issue with this option is that 23.122 already specifies how the mobile determines if it is in its home country by using the MCC code, which has been in the spec for over 25 years, so it does not make sense to make country determination UE implementation specific given that a method already exists:

Annex B (normative):
PLMN matching criteria to be of same country as VPLMN

While a MS is roaming on a VPLMN, the VPLMN and a PLMN are of the same country only if their MCC values identify the same country. See subclause 1.2 for the definition of country.

Country: A country is identified by a single MCC value, with the exception that MCC values 310 through 316 identify a single country (USA) and MCC values 404 through 406 identify a single country (India).
Observation 1:  23.122 already specifies how the mobile determines if it is in its home country by using the MCC code.

This observation then leads to the second option:
Option 2). Use MCC code for country determination if the UE is attached to a PLMN. For all other cases, determination of country code will be implementation specific.

This would be a good option given that UE being attached to a network is the main usage scenario. When the UE is attached to HPLMN, the UE needs to at least know if it is in its home country in order to even apply the Rel-13 ePDG selection mechanism that has already been defined. Also since MCC code for country determination is already specified in 23.122, there is no additional development efforts. 

Option 2) can be further enhanced to include one additional case when the UE is connected to a Hotspot 2.0 compliant WLAN AP.  According to Hotspot 2.0, inclusion of country element is mandatory:

 
The Country element’s (see [4]) two-digit ISO 3166-1 country code shall be set to the value for the country in which the hotspot is located. The Country element shall be included in Beacon and Probe Response frames, unless prohibited by regulatory rules or the hotspot’s location is unknown (e.g., the hotspot is on an airplane). 
This means that for the UEs that are compliant to Hotspot standard, the UE receives ISO country code as part of mandatory requirement, so the UE should already knows about ISO country code if it is enabled for non-3GPP access.

Observation 2:  ISO country code is available in the Country element to determine UE's country when the UE is connected to a Hotspot 2.0 compliant WLAN AP.

This observation then leads to the third (enhanced) option:

Option 3). Use MCC code for country determination if the UE is attached to a PLMN; use WLAN AP country IE for country determination if the UE is connected to a Hotspot 2.0 compliant WLAN SP. For all other cases, determination of country code will be implementation specific. 
Based on offline discussion, it seems that option 2) is preferred. So it is proposed to adopt option 2).

Proposal 1:  It is proposed to refer to 23.122 on how to MCC code for country determination if the UE is attached to a PLMN. For all other cases, determination of country code will be implementation specific.
B. DNS query to determine lawful interception requirement of a visiting country
Another aspect of the stage 2 requirement is on using DNS query to determine lawful interception requirement of a visiting country for ePDG selection. It is specified that the UE "shall perform a DNS query" when certain conditions are satisfied:  

b)
In all other cases, … the UE shall select an ePDG by performing the DNS procedure specified in clause 4.5.4.5.
…

The UE shall perform ePDG selection according to the following procedure when the UE determines to be located in a country other than its home country (called the visited country) and when the conditions defined in clause 4.5.4.4 apply.

The UE shall perform a DNS query to determine if the visited country mandates the selection of ePDG in this country.
However Stage 2 has not specified what type of DNS query is to used as this is stage 3 details.
Observation 3:  Stage 2 has not specified what type of DNS query to perform as this is stage 3 details.
In recent CT4#72 meeting, CT4 agreed CR C4-161310 to 23.003 that specifies a new NAPTR based Visited Country FQDN and a new subdomain is defined to support the above DNS query. The format CT4 has defined is identical to the format specified for all the other existing 3GPP subdomains (see appendix):

The Visited Country FQDN is composed of seven labels. The last three labels shall be "pub.3gppnetwork.org". The fourth label shall be "visited-country". The third label shall uniquely identify the MCC of the visited country. The first and second labels shall be "epdg.epc". The resulting Visited Country FQDN will be: 

"epdg.epc.mcc<MCC>.visited-country.pub.3gppnetwork.org"

For the NAPTR query defined by CT4, as an example, if the Visited Country FQDN for MCC 345, and for MNC 012, 013 and 014, would be coded in the DNS as:

epdg.epc.mcc345.visited-country.pub.3gppnetwork.org                      (

;    IN NAPTR order pref. flag service                    regexp  replacement

     IN NAPTR 100   999   ""                                ""     epdg.epc.mnc012.mcc345.pub.3gppnetwork.org

     IN NAPTR 100   999   ""                                ""     epdg.epc.mnc013.mcc345.pub.3gppnetwork.org

     IN NAPTR 100   999   ""                                ""     epdg.epc.mnc014.mcc345.pub.3gppnetwork.org

So if query "epdg.epc.mcc<345>.visited-country.pub.3gppnetwork.org ", three entries will be returned:

epdg.epc.mnc012.mcc345.pub.3gppnetwork.org

epdg.epc.mnc013.mcc345.pub.3gppnetwork.org

epdg.epc.mnc014.mcc345.pub.3gppnetwork.org

The Operator Identifier based ePDG FQDN is used as replacement string in the DNS response when the visited country mandates the selection of an ePDG in the visited country.

There have been offline discussion on whether this DNS query to determine lawful interception requirement of a visiting country could be based on DNS-SD query specified in RFC6763 instead of using the NAPTR query. However DNS-SD is not currently used/supported by 3GPP.

In comparison, NAPTR query is commonly used for DNS queries by EPC entities and can be used to determine the services supported by a domain, therefore is appropriate to determine whether selection of a local ePDG is required or not.

Observation 4:  23.003 already specifies new NAPTR query to determine whether selection of a local ePDG is required or not. NAPTR query is commonly used for DNS queries by EPC entities and is appropriate to determine lawful interception requirement of a visiting country.
Proposal 2:  It is proposed to align with 23.003 and specify the FQDN usage details on how to determine lawful interception requirement of a visiting country using the NAPTR for visiting country.
3. Conclusion

It is proposed to implement the following proposals in stage 3 implementation to enable the lawful interception support for ePDG selection:

Proposal 1:  It is proposed to refer to 23.122 on how to MCC code for country determination if the UE is attached to a PLMN. For all other cases, determination of country code will be implementation specific.
Proposal 2:  It is proposed to align with 23.003 and specify the FQDN usage details on how to determine lawful interception requirement of a visiting country using the NAPTR for visiting country.
Related CR is provided in C1-161691. 
4. Appendix (23.003)

Annex E (normative):
Procedure for sub‑domain allocation
When a 3GPP member company identifies the need for a new sub‑domain name of ".3gppnetwork.org", that 3GPP member company shall propose a CR to this specification at the earliest available meeting of the responsible working group for this TS. The CR shall propose a new sub‑domain name. The new sub‑domain proposed shall be formatted in one of the formats as described in the following table.

 
	Sub‑domain Format
	Intended Usage

	<service_id>.mnc<MNC>.mcc<MCC>.3gppnetwork.org
(see notes 1 and 2)
	Domain name that is to be resolvable by network nodes only. This format inherently adds protection to the identified node, in that attempted DNS resolutions instigated directly from end user equipment will fail indefinitely.

	<service_id>.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org
(see notes 1 and 2)
	Domain name that is to be resolvable by UEs and/or network nodes. This format inherently adds global resolution capability, but at the expense of confidentiality of network topology.

	<service_id>.mnc<MNC>.mcc<MCC>.ipxuni.3gppnetwork.org
(see notes 1 and 2)
	Domain name for UNI interface that is to be resolvable by UEs that are connected to an inter-PLMN IP network that has no connectivity to the Internet. 
This format inherently adds resolution capability for UEs in closed IP networks e.g. IPX.

	<service_id>.mcc<MCC>.visited-country.pub.3gppnetwork.org
(see notes 1 and 2)
	Domain name in the visited country that is to be resolvable by UEs and/or network nodes, which is not specific to an individual operator. 







































































