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1.
Introduction

During ProSe direct discovery, the integrity of PC5_DISCOVERY messages is ensured using the MIC (Message Integrity Check) which is computed by the announcing/discoveree UE and included in the PC5_DISCOVERY message transmitted over the PC5 interface, and then reported by the monitoring/discoverer UE to the ProSe Function in the MATCH_REPORT message. The ProSe Function then checks the value of the MIC. One of the parameters that goes into the computation of the MIC is the UTC-based counter (a representation of the UTC time), consequently the monitoring/discoverer UE also includes a UTC-based counter in the MATCH_REPORT message, indicating the time when the PC5_DISCOVERY message for which there was a match event, was received.

To mitigate MIC check failures resulting from potential clock drift between the announcing/discoveree UE and the monitoring/discoverer UE, SA3 introduced a requirement for the announcing/discoveree UE to include the x LSBs of its own UTC-based counter in each PC5_DISCOVERY message (where x is 4 for open discovery, and 8 for restricted discovery), and a requirement for the monitoring/discoverer UE to use these x LSBs when forming the UTC-based counter to be sent to the ProSe Function in the MATCH_REPORT. These requirements were captured in TS 33.303 e.g subclause 6.1.3.3.1 (for open ProSe direct discovery):
11.
On hearing such a discovery message, and if the UE has either not checked the MIC for the discovered ProSe App Code previously or has checked a MIC for the ProSe App Code and the associated Match Report refresh timer (see steps 14 and 15 for details of this timer) has expired, or as required based on the procedures specified in TS 23.303 [2], the Monitoring UE sends a Match Report message to the ProSe Function in the HPLMN of the monitoring UE. The Match Report contains the UTC-based counter value with four least significant bits equal to four least significant bits received along with discovery message and nearest to the monitoring UE’s UTC-based counter associated with the discovery slot where it heard the announcement, and other discovery message parameters including the ProSe App Code and MIC.

In CT1 the requirement on the monitoring/discoverer UE was implemented as follows in TS 24.334 e.g. subclause 6.2.4.2 (for open discovery monitoring):
-
the 28 most significant bits of the UTC-based counter shall be set to the 28 most significant bits of  the UTC time provided by the lower layers for the PC5_DISCOVERY message that contained the ProSe Application Code for which there was a match event encoded as specified in subclause 12.2.2.18; and

-
the 4 least significant bits of the UTC-based counter shall be set to the 4 least significant bits of the UTC-based counter contained in the PC5_DISCOVERY message that contained the ProSe Application Code for which there was a match event, as specified in 3GPP TS 33.303 [6];

As shown above, the monitoring UE simply combines the 28 MSBs of its own UTC time when the PC5_DISCOVERY message was received, with the 4 LSBs of the UTC time included in that received PC5_DISCOVERY message.

However there are some scenarios in which simply replacing the 4 LSBs of the time at the UE with those from the received PC5_DISCOVERY message will not prevent a MIC check failure, even if the timing drift between the monitoring UE and the announcing UE is very small. 
The purpose of this document is to describe these problem scenarios, and to propose a solution.
2.
Problem scenarios
Per TS 24.334 subclause 12.2.2.18, the UTC-based counter contains the UTC time expressed in unit of seconds and coded in binary format as the 32 LSBs of the Coordinated Universal Time as defined in 3GPP TS 36.331. 
Consequently, considering the case of open discovery, the same 4 LSB string of ‘1111’ can correspond for instance to a difference of either 15 seconds (difference between UTC-based counter #1 in figure 2.1 and UTC-based counter #2 in figure 2.2), or a difference of 1 second (difference between UTC-based counter #1 in figure 2.1 and UTC-based counter #3 in figure 2.3), depending on the value of the 5th LSB:
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Figure 2.1: UTC-based counter #1 (at monitoring UE)
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Figure 2.2: UTC-based counter #2 (at announcing UE)
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Figure 2.3: UTC-based counter #3 (at announcing UE)
Replacing the 4 LSBs in UTC-based counter #1 at a monitoring UE with those of UTC-based counter#3 (receving from the announcing UE) in the MATCH_REPORT message sent by the monitoring UE will result in a MIC check failure since the resulting UTC-based counter will be off by 15 seconds from that used by the announcing UE to compute the MIC, even though in reality the timing of the monitoring UE was off by only 1 second as compared to that of the announcing UE.
3.
Solution
To resolve the problem described in section 2, the monitoring/discoverer UE needs to include in the MATCH_REPORT message a UTC-based counter that not only has the same x LSBs as the x LSBs in the received PC5_DISCOVERY message, but also represents the time “nearest to the monitoring UE’s UTC-based counter” as specified in the SA3 requirement quoted in section 1, i.e the time nearest to the monitoring/discoverer UE’s own UTC time.

In order to do so, the monitoring/discoverer UE needs to test the two most probable hypotheses formed using the x LSBs of the received PC5_DISCOVERY message. 
Considering the case of open discovery, these 2 hypotheses will be formed as follows
· 27 MSBs set to the 27 MSBs of the UTC-based counter representing the monitoring/discoverer UE’s UTC time;

· 28th MSB (5th LSB) set to '0' (for hypothesis #1) or '1' (for hypothesis #2); and

· 4 LSBs set to the 4 LSBs of the received PC5_DISCOVERY message.
Then the monitoring/discoverer UE needs to pick the hypothesis that has the smallest time difference with its own UTC time.
4.
Proposal
It is proposed to update the match report procedures for open discovery, restricted discovery model A and restricted discovery model B in TS 24.334 as per the solution proposed in section 3, as described in C1-161631 and C1-161632.
Since the consequence of the problem, if not addressed, is a MIC check failure at the ProSe Function which would render the discovery impossible, it is proposed to consider the issue a FASMO and agree the changes from Rel-12.
