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	Reason for change:
	In the direct link rekeying procedure, the current PC5 signalling protocol requires that the remote UE send a DIRECT_REKEYING_REQUEST message to the relay UE if the remote UE receives a DIRECT_REKEYING_TRIGGER message from the relay UE, and that the remote UE stop any running T4112 timer if already started. 
This means that the remote UE can end up sending two consecutive DIRECT_REKEYING_REQUEST messages to the relay, for instance in the following scenario:
· the first DIRECT_REKEYING_REQUEST message is sent by the remote UE upon the remote UE’s initiative, for example because the session key KD-sess is about to expire (the remote UE then starts T4112)

· the second DIRECT_REKEYING_REQUEST message is sent by the remote UE upon subsequently receiving a DIRECT_REKEYING_TRIGGER message from the relay UE because the relay UE wants to refresh KD (the remote UE then stops T4112 and re-starts it)
However, if the relay UE wants to refresh KD, the procedure to refresh KD needs to be performed regardless of whether the remote UE also intended to refresh KD.

Moreover, all the parameters required to refresh KD are also present in the first DIRECT_REKEYING_REQUEST message even if the remote UE did not intend to refresh KD (i.e. the remote UE did not include the Auth Flag IE in the message).
Therefore, if the relay UE wants to refresh KD and it happens to receive a DIRECT_REKEYING_REQUEST message from the remote UE, then the relay UE does not need to trigger the remote UE to send a second DIRECT_REKEYING_REQUEST message. Instead it should start the security mode procedure to refresh KD immediately after receiving the first DIRECT_REKEYING_REQUEST message from the remote UE.

Additionally, in the case when the remote UE has sent a first DIRECT_REKEYING_REQUEST message but the relay UE has not yet received it and thus sends a DIRECT_REKEYING_TRIGGER message to the remote UE, the remote UE should ignore the DIRECT_REKEYING_TRIGGER message from the relay UE and let the relay UE use the rekeying procedure initiated by the first DIRECT_REKEYING_REQUEST message to refresh KD.
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2. Updated subclause 10.4.8.3 to clarify that a relay UE which receives a DIRECT_REKEYING_REQUEST message from the remote UE without the Auth Flag IE may also fetch a new KD.
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***** First change *****
10.4.8.2
Direct link rekeying procedure initiation
A UE shall initiate the direct link rekeying procedure in any of the following cases:

a)  the session key KD-sess used to protect direct link communication is going to expire and needs to be refreshed and neither timer T4111 nor T4112 are running; or 

b)  the UE wants to refresh KD and neither timer T4111 nor T4112 are running.

The initiating UE shall generate a new 128-bit Nonce_1 value and the most significant 8-bits of the KD-sess ID. The UE shall generate a DIRECT_REKEYING_REQUEST message with the following:
-
a Nonce_1 IE set to the nonce value provided by the initiating UE for the purpose of session key establishment over this direct link;

-
a UE Security Capabilities IE set to indicate the list of algorithms that the initiating UE supports for the security establishment of this direct link;

-
an MSB of KD-sess ID IE set to the most significant 8-bits of the KD-sess ID;

-
Optionally, an Auth Flag IE set to the value indicating the KD to be refreshed, if the UE wants to refresh KD; and

-
Optionally, a PRUK ID IE if the initiating UE is a remote UE towards a ProSe UE-to-network relay UE.
A UE initiates the direct link rekeying procedure by sending a DIRECT_REKEYING_REQUEST message to the target UE and starting timer T4112 (see figure 10.4.8.2.1).
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Figure 10.4.8.2.1: Direct link rekeying procedure
If the initiating UE is a ProSe UE-to-network relay UE, the ProSe UE-to-network relay UE wishes to refresh KD used on an established link between the ProSe UE-to-network relay UE and the remote UE, and there is no pending direct link rekeying procedure initiated by the remote UE, the ProSe UE-to-network relay UE  shall send a DIRECT_REKEYING_TRIGGER message with the format specified in subclause 11.4.17 to trigger the remote UE to initiate its own direct link rekeying procedure and start timer T4113, as shown in figure 10.4.8.2.2. 
Upon receiving a DIRECT_REKEYING_TRIGGER message, the remote UE shall: 
-
if timer T4112 is not running, initiate a direct link rekeying procedure to refresh KD as described above; and

-
if timer T4112 is running, acknowledge the DIRECT_REKEYING_TRIGGER message but discard its contents. 

Once the ProSe UE-to-network relay received the DIRECT_REKEYING_REQUEST message including an Auth-Flag IE, the T4113 timer shall be stopped.
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Figure 10.4.8.2.2: Direct link rekeying procedure triggered by a ProSe UE-to-network relay UE to refresh KD
10.4.8.3
Direct link rekeying procedure accepted by the target UE
If there is no active timer T4112 running, the target UE shall process the received DIRECT_REKEYING_REQUEST message and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2. 

If the timer T4112 is running in the target UE, then:
-
if the target UE is a ProSe UE-to-network relay UE, it shall stop timer T4112 and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2; and 

-
if the target UE is neither a remote UE nor a ProSe UE-to-network relay UE, and the Nonce_1 value received in the DIRECT_REKEYING_REQUEST message is larger than the Nonce_1 value locally generated (and included in the last DIRECT_REKEYING_REQUEST message sent by the target UE), the target UE shall stop timer T4112 and initiate a direct security mode control procedure acting as the commanding UE as described in subclause 10.4.5.2. 

When the target UE is a ProSe UE-to-network relay UE, the ProSe UE-to-network relay UE shall trigger a Key Request procedure to the PKMF (see 3GPP TS 33.303 [6]), before initiating the direct security mode control procedure if one of the following conditions are met:
-
the Auth Flag IE is included in the DIRECT_REKEYING_REQUEST message; or

-
the Auth Flag IE is not included in the DIRECT_REKEYING_REQUEST message but the ProSe UE-to-network relay UE wants to refresh KD. 
Upon completion of the direct security mode control procedure, i.e. upon receiving a DIRECT_SECURITY_MODE_COMPLETE message, the target UE shall send a DIRECT_REKEYING_RESPONSE message with the format specified in subclause 11.4.16, to notify the initiating UE of the completion of this direct link rekeying procedure. 

***** End of changes *****
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