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7.2.1
Selection of the ePDG

The UE performs ePDG selection based on the ePDG configuration information configured by the home operator in the UE either via H-ANDSF or via USIM or via implementation specific means. The ePDG configuration information may consist of home ePDG identifier or ePDG selection information or both:

-
when configured via H-ANDSF, the ePDG configuration information is provisioned in ePDG node under Home Network Preference as specified in 3GPP TS 24.312 [13]; and

-
when configured via USIM, the ePDG configuration information is provisioned in EFePDGId and EFePDGSelection files as specified in 3GPP TS 31.102 [45].
NOTE 1:
Implementation specific means apply only if the configurations via H-ANDSF and USIM are not present.
The UE shall support the implementation of standard DNS mechanisms in order to retrieve the IP address(es) of the ePDG. The input to the DNS query is an ePDG FQDN as specified in subclause 4.4.3 and in 3GPP TS 23.003 [3].

7.2.1.1
Determination of the UE's country
The UE determines the country it is located in as follows:
1)
if the UE is attached to a PLMN via 3GPP access, the UE shall determine the country it is located in by comparing the MCC code of  RPLMNs with the MCC code of its IMSI:
-
if the MCC code of  RPLMNs matches the MCC code of the UE's IMSI, the UE is in its home country; and
-
if the MCC code of  RPLMNs does not match the MCC code of the UE's IMSI, the UE is in its visited country.
2)
if the UE is not attached to a PLMN via 3GPP access, the UE shall determine the country it is located in based on the ISO country code received from WLAN APs and the MCC code of its IMSI:
-
if the country code received from hotspot matches the country code converted from the MCC code of the UE's IMSI, the UE is in its home country; and

-
if the MCC code of  RPLMNs does not match the country code converted from the MCC code of the UE's IMSI, the UE is in its visited country.
NOTE:
According to Hopspot 2.0 [30], it is mandatory to include the Country element in Beacon and Probe Response frames, and the two-digit ISO 3166-1 country code is set to the value for the country in which the hotspot is located and included in the Country element.
7.2.1.2
Determination of Regulatory requirements via DNS-based Service Discovery
If the UE determines that it is located in a visited country as specified in subclause 7.2.1.1, the UE shall perform a DNS based service discovery query to determine if the visited country mandates the selection of ePDG in this country (see IETF RFC 6763 [70] and 3GPP TS 23.003 [3]).
If the visited country mandates the selection of ePDG in this country, the DNS returns one or more records. Each record in the DNS response contains the identity of a PLMN in the visited country which can be used for ePDG selection. The returned PTR records are then used for selecting ePDG in this visited country.
7.2.1.3
Handling of ePDG selection based on UE's country
Depending on the country the UE is located in, the UE shall proceed as follows:

1)
if the UE is located in its home country and

 a)
if the UE is attached to a PLMN via 3GPP access:

i)
if an entry for the HPLMN is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on configured FQDN format of HPLMN as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3]; and
ii)
if an entry for the HPLMN is not available in the ePDG selection information, and an entry for its equivalent HPLMN(s) is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on the configured FQDN format of its equivalent HPLMN as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3],

and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address; and

b)
if one of the following is true:
-
the UE is attached to a PLMN via 3GPP access and the ePDG selection information is not provisioned;

-
the UE is attached to a PLMN via 3GPP access and an entry for the HPLMN is not available in the ePDG selection information, and no entry in the ePDG selection information matches any of its equivalent HPLMN(s); or
-
the UE is not attached to a PLMN via 3GPP access and the UE uses WLAN,
the UE shall:

i)
if Home ePDG identifier is provisioned in the ePDG configuration information use the configured IP address to select the ePDG, or if configured IP address is not available, use the configured FQDN and run DNS query to obtain the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address; and
ii)
if the Home ePDG identifier is not provisioned in the ePDG configuration information, construct an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as described in 3GPP TS 23.003 [3]; and

and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address;



2)
if the UE is not located in its home country and
a)
if the UE is attached to a VPLMN via 3GPP access:

i)
if an entry for the VPLMN is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on configured FQDN format of the VPLMN as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3];

ii)
if an entry for the VPLMN is not available in the ePDG selection information, and an entry for its equivalent PLMN(s) is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on configured FQDN format of the equivalent PLMN as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3]; and
iii)
if an entry for the VPLMN is not available in the ePDG selection information, no entry in the ePDG selection information matches any of its equivalent PLMN(s), and an 'Any_PLMN' entry is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on the configured FQDN format of the 'Any_PLMN' entry as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3],


and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address; and






b)
if one of the following is true:

-
the UE is attached to a VPLMN via 3GPP access and the ePDG selection information is not provisioned;

-
the UE is attached to a VPLMN via 3GPP access and an entry for the VPLMN is not available in the ePDG selection information and no entry in the ePDG selection information matches any of its equivalent PLMN(s) and an 'Any_PLMN' entry is not available in the ePDG selection information; or
-
the UE is not attached to a PLMN via 3GPP access and the UE uses WLAN,
the UE shall perform a DNS query to determine if the visited country mandates the selection of ePDG in this country as described in subclause 7.2.1.2. Depending on the DNS response, the UE shall:

i)
if the DNS response contains one or more records, consider the visited country mandates the selection of ePDG in this country:
-
if the UE is attached to a VPLMN via 3GPP access and the identity of VPLMN is included in one of the DNS records, then the UE shall select an ePDG in this VPLMN by constructing an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the VPLMN as described in 3GPP TS 23.402 [6]; and

-
if the UE is attached to a VPLMN via 3GPP access and the identity of VPLMN is not included in any of the DNS records or the UE is not attached to a PLMN via 3GPP access:

-
the UE shall select an ePDG from one of the PLMNs included in the DNS response based on their PLMN priorities in the ePDG selection information and then construct an ePDG FQDN based on the configured FQDN format of the PLMN entry that has highest PLMN priority as described in 3GPP TS 23.402 [6] and 3GPP TS 23.003 [3]; and 
-
if the ePDG selection information is not provisioned or the ePDG selection information does not contain any of the PLMNs in the DNS response, the UE shall select an ePDG from a PLMN included in the DNS response based on its own implementation means. The UE shall construct an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the selected ePDG as described in 3GPP TS 23.003 [3],


and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address;

ii)
if the DNS response contains no records, consider the visited country does not mandate the selection of ePDG in this country:
-
if the ePDG selection information contains one or more PLMNs in the visited country, the UE shall select an ePDG from one of these PLMNs based on the PLMN priorities in the ePDG selection information; and
-
if the ePDG selection information is not provisioned or the ePDG selection information contains no PLMNs in the visited country, the UE shall select an ePDG in the HPLMN:

-
if the Home ePDG identifier is provisioned in the ePDG configuration information, the UE shall use the configured IP address to select the ePDG, or if configured IP address is not available, use the configured FQDN and run DNS query to obtain the IP address(es) of the ePDG(s); and

-
if the Home ePDG identifier is not provisioned in the ePDG configuration information, the UE shall construct an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as described in 3GPP TS 23.003 [3],


and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address; and
iii)
if no DNS response is received, the UE shall terminate the ePDG selection procedure.
NOTE 2:
How the UE determines the country it is located in is UE implementation specific.
Editor's note (WID: SAES4-non3GPP, CR#0534): The UE behavior in case the UE could not determine the country the UE is located in is FFS.

Editor's note (WID: SAES4-non3GPP, CR#0426): How the UE determines the entry of HPLMN in ePDG configuration information is FFS.

If the ePDG configuration information is not configured on the UE, or the ePDG configuration information is configured but empty, then the UE shall construct the ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN stored on the USIM, and the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its local IP address.




If selecting an ePDG in the HPLMN fails, and the selection of ePDG in the HPLMN is performed using Home ePDG identifier configuration and there are more pre-configured ePDGs in the HPLMN, the UE shall repeat the tunnel establishment attempt using the next FQDN or IP address(es) of the ePDG in the HPLMN.

Upon reception of a DNS response containing one or more IP addresses of ePDGs, the UE shall select an IP address of ePDG with the same IP version as its local IP address. If the UE does not receive a response to an IKE_SA_INIT request message sent towards to any of the received IP addresses of the selected ePDG, then the UE shall repeat the ePDG selection as described in this subclause, excluding the ePDG for which the UE did not receive a response to the IKE_SA_INIT request message.

NOTE 4:
The time the UE waits before reattempting access to another ePDG or to an ePDG that it previously did not receive a response to an IKE_SA_INIT request message, is implementation specific.
The UE shall select only one ePDG also in case of multiple PDN connections.

NOTE 5:
During handover between two untrusted non-3GPP access networks, the UE can initiate tunnel establishment to another ePDG while still being attached to the current ePDG.
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