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1. Introduction
Spec currently has no description for registration and service authorization
2. Reason for Change

33.179 describes service authoriaztion in the latest version in section 5.6.
3. Conclusions

Stage-3 procedurs for service authorization is provided. It is based on SIP REGISTER or SIP PUBLISH.
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.379.
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7
Registration and Service authorisation

7.1
General
This clause describes the procedures for SIP registration and MCPTT service authorization for the MCPTT client and the MCPTT service. The MCPTT UE can use SIP REGISTER or SIP PUBLISH to perform service authorization for MCPTT. The decision which method to use is based on implementation and on availablitlity of an access-token received as outcome of the user authentication procedure as described in 3GPP TS 24.382 [44].
Editor's note [CT1#96, C1-16310]: how to find out whether encryption is to be used is FFS.
7.2
MCPTT client procedures
7.2.1
SIP REGISTER
When the MCPTT client performs SIP registration the MCPTT client shall perform the registration procedures as specified in 3GPP TS 24.229 [4].
If the MCPTT client, upon performing SIP registration 
1)
has succesfuly finished the user authentication procedure as described in 3GPP TS 24.382 [44];
2)
has available an access-token;

3)
based on implentation decides to use SIP REGISTER for service authorization; and

4)
identity hiding is not required

then the MCPTT client 
1)
shall include a Content-Type header field set to "application/vnd.3gpp.mcpttinfo+xml"; and
2)
shall include an "application/vnd.3gpp.accesstoken-info+xml " MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures.
in the SIP REGISTER request.
NOTE: the access-token contains the MCPTT ID of the user.
If the MCPTT client, upon performing SIP registration 

1)
has succesfully finished the user authentication procedure as described in 3GPP TS 24.382 [44];

2)
has available an access-token; 

3)
based on implentation decides to use SIP REGISTER for service authorization; and

4)
identity hiding is required.
then the MCPTT client 
1)
shall encrypt the receied access-token using the Client Server Key (CSK) as specified in 3GPP TS 33.179 [46];
2)
shall include an "application/vnd.3gpp.mcpttinfo+xml " MIME body as specified in Annex F.1 with the <mcptt-acccess-token> element set to the encrypted access-token using EncryptedData as specified for XML encryption in 3GPP TS 33.179 [46] in the body of he SIP REGISTER request; and

3)
shall include an "application/mikey" MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP REGISTER request.
7.2.2
SIP PUBLISH
If based on implementation the MCPTT client decides to use SIP PUBLISH for MCPTT server settings to perform service authorization and

1)
has succesfully finished the user authentication procedure as described in 3GPP TS 24.382 [44]; and
2)
has available an access-token; 

then the MCPTT client shall include service authorization specific information in the a SIP PUBLISH for MCPTT server settings that is sent as specified in subclause 7.2.3. 
If hiding is not required then upon sending the SIP PUBLISH, the MCPTT client:
1)
shall include a Content-Type header field set to "application/vnd.3gpp.mcpttinfo+xml"; and

2)
shall include an "application/vnd.3gpp.mcpttinfo+xml " MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the value of the access token received during the user authentication procedures in the body of the SIP PUBLISH request.
If hiding is required then upond sending the SIP PUBLISH the MCPTT client:
1)
shall encrypt the access-token using the Client Server Key (CSK) as specified in 3GPP TS 33.179 [46];
2)
shall include an "application/vnd.3gpp.mcpttinfo+xml " MIME body as specified in Annex F.1 with the <mcptt-access-token> element set to the encrypted access-token using EncryptedData as specified for XML encryption in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request; and

3)
shall include an "application/mikey" MIME body with the CSK as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46] in the body of the SIP PUBLISH request.
7.3
MCPTT server procedures
7.3.1
General
The MCPTT server can obtain information that it needs to implement service authorization specific requirements from:

a)
any received third-party SIP REGISTER request (e.g. including information contained in the body of the third-party SIP REGISTER request) as specified in 3GPP TS 24.229 [4]. The body will carry the SIP REGISTER as sent by the MCPTT client, containing information needed for service authorization; or

b)
any received SIP PUBLISH containing containing the g.3gpp.mcptt media feature tag along with the "require" and "explicit" header field parameters. The body of the SIP PUBLISH will contain information needed for service authorization. 
7.3.2
SIP REGISTER

When the MCPTT server obtains service authorization specific information from a third-party SIP REGISTER, the MCPTT server:

1) 
shall identify the IMS public user identity from the third-party SIP REGISTER;

2)
shall identify the MCPTT ID from the SIP REGISTER sent from the MCPTT client and included in the third-party SIP REGISTER: 
a)
if an <EncryptedData> XML tag is not available in the received "application/vnd.3gpp.mcpttinfo+xml" MIME body, the MCPTT server shall identify the MCPTT ID from <AccessTokenMCPTT> element received in an "application/vnd.3gpp.mcpttinfo+xml" MIME body; and
b)
if an <EncryptedData> XML tag is available in the received "application/vnd.3gpp.mcpttinfo+xml" MIME body, the MCPTT server shall decrypt the received encrypted access-token in <AccessTokenMCPTT> using the CSK received as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46]. The MCPTT server shall identify the MCPTT ID from the decrypted value;

3)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.179 [46]; and

4)
if service authorization was successful, shall bind the MCPTT ID to the IMS public user identity.
NOTE:
The MCPTT server will store the binding MCPTT ID, IMS public user identiy and an identifier addressing the MCPTT server in an external database.
7.3.3
SIP PUBLISH

When the MCPTT server obtains service authorization specific information from a SIP PUBLISH for MCPTT server settings, the MCPTT server:

1) 
shall identify the IMS public user identity from the P-Asserted-Identity header field;

2)
shall identify the MCPTT ID as follows:
a)
if an <EncryptedData> XML tag is not available in the received "application/vnd.3gpp.mcpttinfo+xml" MIME body, the MCPTT server shall identify the MCPTT ID from <AccessTokenMCPTT> element received in an "application/vnd.3gpp.mcpttinfo+xml" MIME body; and

b)
if an <EncryptedData> XML tag is available in the received "application/vnd.3gpp.mcpttinfo+xml" MIME body, the MCPTT server shall decrypt the received encrypted access-token in <AccessTokenMCPTT> using the CSK received as MIKEY-SAKKE I_MESSAGE as specified in 3GPP TS 33.179 [46]. The MCPTT server shall identify the MCPTT ID from the decrypted value;

3)
shall perform service authorization for the identified MCPTT ID as described in 3GPP TS 33.179 [46]; and

4)
if service authorization was successful, shall bind the MCPTT ID to the IMS public user identity.
NOTE:
The MCPTT server will store the binding MCPTT ID, IMS public user iDentiy and an identifier addressing the MCPTT server in an external database. 
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