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1. Introduction
This pCR provides a number of corrections to 3GPP TS 24.382. These are corrections of poorly worded statements, converting normative language included in NOTEs to informative language.
2. Reason for Change
To correct poorly worded or incorrectly used normative language in 3GPP TS 24.382.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.382 V0.2.0.
* * * First Change * * * *

5.4
Key management server
The key management server stores and provides security related information (e.g. encryption keys) to the key management client, the group management server and the MCPTT server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server shall provide the functionality specified according to 3GPP TS 33.179 [2].
* * * Next Change * * * *

5.6
HTTP proxy
The HTTP proxy acts as the proxy for all hypertext transactions between the HTTP client and the HTTP server. The HTTP proxy terminates the TLS session with the HTTP client of the MCPTT UE in order to allow the HTTP client to establish a single TLS session for hypertext transactions with multiple HTTP servers as specified in 3GPP TS 23.179 [8].

NOTE:
The HTTP proxy is assumed to be in the same trust domain as the HTTP servers that are located within a MCPTT service provider’s network.
* * * Next Change * * * *

6.3.2
User authentication
NOTE 1:
It is assumed that the IdM client has registered with the IdM server and performed the actions in subclause 6.1.1 prior to performing this procedure.

Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the IdM server as specified in 3GPP TS 33.179 [2];

NOTE 2:
Whether or not there is an HTTP proxy in the path between the IdM client and the IdM server is deployment-dependent. This is the only interface where the MCPTT user provides their primary credentials and thus the security concerns are heightened.


2)
shall generate an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request method according to IETF RFC 2616 [4]; and

b)
shall include the required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

3)
shall send the HTTP GET request method towards the IdM server.

NOTE 3:
The OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC Authentication request message using an HTTP POST request method which can be used in place of steps 1, 2, and 3 above.

Editor's Note [CT1-onMCPTT, C1ah-160103]: need a reference for the send above.

