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1. Introduction
1.1 Background
The OIDC 1.0 specification requires clients to be registered with their respective identity management servers before OIDC authorisation procedures can take place. This is a static registration that occurs once for an IdM client type and IdM server combination. Note that this is not for every instance of IdM client and IdM server, but rather for a particular client type (i.e., for a single MCPTT deployment where the MCPTT UEs are configured with a particular IdM client, the registration process will occur once).
The critical data for registration includes:

-client redirect_uri 
-client_id 
The IdM server is configured with the client's redirect_uri and provides a client_id which the IdM client uses to identify itself to the IdM server when requesting tokens. Both of these data items will be used by all instances of the particular IdM client in question, although the client only needs to be provisioned with the client_id as the redirect_uri is an embedded element of the IdM client application. The client must present both of these data items when making an OIDC Authentication Request message as specified in the OpenID Connect 1.0 specification and IETF RFC 6749.
1.2 Available registration methods
There are two methods by which the client registration may occur, manual provisioning, and the OpenID Connect Dynamic Client Registration.
Manual provisioning:

In this method, an administrator:

1) accesses a web configuration interface for their IdM server and inputs the redirect_uri and possibly other optional information

2) receives from the configuration interface a client_id to be used by the IdM client, which may be auto-generated by the IdM server.
3) provisions the client_id on all UEs that will be using the IdM client for OIDC operations as part of the UE initial configuration. Note that the redirect_uri is not provisioned but is already embedded in the IdM client application by the developer.
Note that this method is believed to be supported by all manufacturers of IdM equipment supporting the OIDC specification.
Dynamic registration

There is also a dynamic registration process that is provided by the OpenID 1.0 specification. With this method, OpenID Connect Dynamic Client Registration, a Client Registration Request is sent to the IdM server, which in the successful case will return a Client Registration Response. 
1.3 Proposal for MCPTT R13

It is proposed that MCPTT for R13 use the manual provisioning method as it is believed to be a universally supported method of IdM client registration at this time.

Note that pCRs to one or both of  3GPP TS 24.383 and 3GPP TS 24.384 are needed to add the client_id in addition to the changes proposed for 3GPP TS 24.382 proposed in this pCR.
Table 1: UE initial configuration parameters (IdM)

	Parameter name
	Parameter type
	Configured by 
	Cardinality
	Notes

	client_id
	string
	Administrator
	One per IdM client/IdM server combination
	Obtained from IdM server, likely auto-generated.
Part of UE initial configuration for all MCPTT UEs using that client/IdM server combination.


Table 2: IdM server input

	Parameter name
	Parameter type
	Configured by 
	Cardinality
	Notes

	redirect_uri
	URI
	Administrator
	One per IdM client/IdM server combination
	Embedded element of IdM client application and provided to the IdM server, which returns the client_id described in Table 1 above.

Uses URI-reference syntax as defined in IETF RFC 3986


2. Reason for Change
IdM clients must receive a client_id and IdM servers must be configured with the redirect_uri to be used in order for OIDC authentication and authorisation to be possible.
3. Conclusions

<Conclusion part (optional)>
4. Proposal

It is proposed to agree the following changes to 3GPP TS 24.382 V0.2.0.
* * * First Change * * * *








6.3.1
User authentication

Upon an indication from the MCPTT client to initiate MCPTT user authentication, the IdM client shall perform the user authentication procedure according to 3GPP TS 33.179 [2] with the following clarifications:

1)
shall establish a TLS tunnel to the IdM server as specified in 3GPP TS 33.179 [2] using the configured URL of the IdM server as specified in 3GPP TS 24.384 [x];

NOTE 1:
Whether or not there is an HTTP proxy in the path between the IdM client and the IdM server is deployment-dependent. This is the only interface where the MCPTT user provides their exposes primary credentials and thus the security concerns are heightened.


2)
shall generate an OIDC Authentication Request message as specified in the OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP GET request method according to IETF RFC 2616 [4]; 
b)
shall include the configured parameter client_id as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and
NOTE 2:
The configuration of client_id is specified in 3GPP TS 24.384 [y]; and
c)
shall include the remaining required parameters as specified in 3GPP TS 33.179 [2] in the query component of the authorization endpoint’s URI using the "application/x-www-form-urlencoded" format as specified in W3C.REC-html401-19991224 [7]; and

3)
shall send the HTTP GET request method towards the IdM server.

NOTE 3:
The OpenID Connect 1.0 [6] specification allows for an alternative mechanism for sending the OIDC Authentication request message using an HTTP POST request method which can be used in place of steps 1, 2, and 3 above.

Editor's Note [CT1-onMCPTT, C1ah-160103]: need a reference for the send above.

Upon receipt of an HTTP POST request method from the IdM server, the MCPTT client:

1)
shall prompt the MCPTT user for their username and password;

NOTE 4:
Other types of authentication are supported and are not defined by the OIDC specifications. 3GPP TS 33.179 [2] has defined username and password as a mandatory authentication method to be supported, hence a procedure to realize that method is included here.

2)
shall generate an HTTP POST request method containing the MCPTT user's username and password; and

3)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Authentication Response message, the IdM client:

1)
shall generate an OIDC Token Request message as specified in OpenID Connect 1.0 [6] and IETF RFC 6749 [5] with the following clarifications:

a)
shall generate an HTTP POST request method according to IETF RFC 2616 [4]; and

b)
shall include the grant_type parameter set to a value of "authorization_code" and the other required parameters in the entity body of the HTTP POST request method using the using the "application/x-www-form-urlencoded" format as specified in 3GPP TS 33.179 [2]; and

2)
shall send the HTTP POST request method towards the IdM server.

Upon receipt of an OIDC Token Response message, the IdM client:
1)
shall validate the id_token, access_token and refresh token in the received OIDC Token Response message as specified in the OpenID Connect 1.0 [6] specification; and

2)
shall provide the id_token and access_token in the received OIDC Token Response message to the MCPTT client.

NOTE 5:
The method in which the IdM client provides the id_token and access_token to the MCPTT client is implementation specific.
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