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***
BEGIN CHANGES
***
0.1
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies.  In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TS 21.905: “Vocabulary for 3GPP Specifications".

[2]
3GPP TS 41.061: " GPRS ciphering algorithm requirements".

[3]
Void

[4]
3GPP TS 42.009: " Security aspects".

[5]
3GPP TS 42.017: " Subscriber Identity Modules (SIM) Functional characteristics".

[6]
3GPP TS 42.056: " GSM Cordless Telephone System (CTS) Phase 1; Service Description; Stage 1".

[7] 
3GPP TS 22.060: “General Packet Radio Service (GPRS); Service description; Stage 1".

[8]
3GPP TS 23.003: "Numbering, addressing and identification".

(9(
GSM 03.56: "Digital cellular telecommunications system (Phase 2+); GSM Cordless Telephone System (CTS), Phase 1; CTS Architecture Description; Stage 2".

[10]
3GPP TS  23.060: " Service description; Stage 2".

[11]
3GPP TS 24.008: “Mobile radio interface layer 3 specification".

[12]
Void

[13]
3GPP TS 45.001: “Physical layer on the radio path; General description”.

[14]
3GPP TS 45.002: “Multiplexing and multiple access on the radio path”.

[15]
3GPP TS 45.003: “Channel coding”.

[16]
3GPP TS 29.002: " Mobile Application Part (MAP) specification".

(17(
3GPP TS 51.011: " Specification of the Subscriber Identity Module- Mobile Equipment (SIM-ME) interface".

[18]
3GPP TS 33.102: "Technical Specification Group Services and System Aspects; 3G Security; Security architecture ".
[19]
3GPP TS 24.301: "Technical Specification Group Core Network and Terminals; Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".

[20]
3GPP TS 44.064: "Technical Specification Group Core Network and Terminals; Mobile Station - Serving GPRS Support Node (MS-SGSN); Logical Link Control (LLC) layer specification".

***
NEXT CHANGES
***
4.2
The ciphering method

The layer 1 data flow (transmitted on DCCH or TCH) is ciphered by a bit per bit or stream cipher, i.e. the data flow on the radio path is obtained by the bit per bit binary addition of the user data flow and a ciphering bit stream, generated by algorithm A5 using a key determined as specified in subclause 4.3. The key is denoted below by Kc if it is the 64-bit key and Kc128 if it is the 128-bit key derived as specified in TS 33.102 [18], and is called "Ciphering Key".

For multislot configurations (e.g. HSCSD) different ciphering bit streams are used on the different timeslots. On timeslot "n" a ciphering bit stream, generated by algorithm A5, using a key Kcn is used. Kcn is derived from the 64-bit Kc as follows:


Let BN denote a binary encoding onto 64 bits of the timeslot number "n" (range 0‑7). Bit "i" of Kcn, Kcn(i), is then calculated as Kc(i) xor (BN<<32(i)) ("xor" indicates: "bit per bit binary addition" and "<<32" indicates: "32 bit circular shift"), the number convention being such that the lsb of Kc is xored with the lsb of the shifted BN.

Deciphering is performed by exactly the same method. 

For the 128-bit Kc128 derived according to TS 33.102 [18], the corresponding keys Kc128n is used, and Kc128n is derived from the 128-bit Kc128 as follows:


Let BN denote a binary encoding onto 128 bits of the timeslot number "n" (range 0‑7). Bit "i" of Kc128n, Kc128n(i), is then calculated as Kc128(i) xor (BN<<32(i)) ("xor" indicates: "bit per bit binary addition" and "<<32" indicates: "32 bit circular shift"), the number convention being such that the lsb of Kc128 is xored with the lsb of the shifted BN.

Algorithm A5 is specified in annex C.

***
NEXT CHANGES
***
Annex x: 
Access security related functions for enhanced General Packet Radio Service in relation to Cellular Internet of Things
x.1
Introduction 

x.1.1
General

The provisions in the present Annex apply to procedures between an MS and an SGSN whenever the MS capability contains at least one non-NULL integrity algorithm. 

In particular, the provisions in the present Annex apply to MSs supporting EC-EGPRS according to TS 43.064 [20].

x.1.2
Considerations on bidding down attacks

An MS conforming to the provisions in the present Annex shall reject connections to legacy SGSNs that do not provide the enhanced security features described in the present Annex. 

NOTE: The reason for this requirement is that an MS cannot know whether it receives a reply without signalling integrity protection from a genuine legacy SGSN or from a false SGSN that intercepted the request from the MS. Consequently, the MS would be susceptible to bidding down attacks during the Attach procedure that could nullify the security gains offered by the provisions in the present Annex. 

x.2
Authentication and key agreement 
The security feature related to the entity authentication is as defined by TS 33.102 [18] subclause 5.1.2. 

UMTS AKA is the authentication and key agreement procedure that shall be used over enhanced GPRS in relation to Cellular IoT (as specified in TS 33.102 [18]). 2G AKA and 2G SIM shall not be used by the ME or by the network. If the ME receives a 2G AKA RAND, it shall ignore it. 

An ME that has EC-EGPRS radio capability shall support the UICC(USIM)-ME interface as specified in TS 31.102 [18]. 

When using USIM AKA, the USIM shall compute CK and IK which are sent to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [18], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. 

The CK/IK produced by UMTS AKA shall be used by the ME and the eSGSN as the basis of the keying material for CIoT control plane (CP) and user plane (UP) ciphering key (Kc128) as well as CP integrity protection key (Ki128).

NOTE 1:
Key derivation of Kc128 and Ki128 is specified in subclause x.6.
x.3
Ciphering and integrity mode negotiation 

The message sequence flow below describes the information transfer at initial connection establishment, authentication and start of integrity protection and ciphering (if used).

[image: image1.emf]MS eSGSN HLR/HSS

1. Attach Request (identity, MS network capability)

2. Obtain AVs

4. Authentication and ciphering request (RAND, 

AUTN, cipher algorithm, integrity algorithm, MS 

network capability) MAC-I-1

6. Authentication and ciphering response (RES) 

MAC-I-2

3. Select a cipher algorithm and an 

integrity algorithm based on MS network 

capability and derive Kc128 and Ki128.

5. Terminate connection if MAC-I-1 is not 

present. Derive Kc128 and Ki128. Verify 

MAC-I-1 using integrity algorithm and Ki128. 

10. Negotiation completed

7. Start ciphering protection if used. 

8. Negotiation completed. Start ciphering 

protection if used. 

9. Attach Accept (UP integrity indication) MAC-I-3


Figure x.3-1: Integrity algorithm negotiation 
1. MS sends an Attach request to the eSGSN. The cipher algorithms and integrity algorithms supported by the MSshall be included in the MS network capability parameters. The MS network capability shall contain one set of encryption algorithms and one set of integrity algorithms. Furthermore, the MS network capability optionally contains an indication that the MS supports user plane integrity. 
Editor’s note: It is FFS if the MS network capability needs to be sent in other messages than in Attach. 

Editor’s note: It is FFS whether the MS network capability shall support the optional inclusion of an additional parameter indicating that the MS requires the use of user plane integrity. 

2. eSGSN obtains AVs (quintets) from HLR/HSS based on IMSI. 
3. eSGSN checks for the presence of a non-NULL integrity algorithm in the MS network capability parameters. If present the eSGSN continues according to the provisons in the present Annex, otherwise the eSGSN continues according to the provisons in Annex D of the present specification. Then the eSGSN selects one cipher algorithm and one integrity algorithm from the MS network capability and then derives the cipher key (Kc128) and the integrity key (Ki128). 
4. eSGSN sends Authentication and Ciphering request including the chosen cipher algorithm and integrity algorithm and MS network capability to MS. The Authentication and Ciphering request is integrity protected by the message authentication code MAC-I-1. MAC-I-1 is carried at GMM layer. 

5. If the MAC-I-1 is not present, the MS shall terminate the connection. MS runs UMTS AKA with the USIM and derives the Kc128 and the Ki128 from the CK/IK. The MS verifies the message authentication code MAC-I-1, and if the check of the MAC-I-1 is successful then MS checks that the echoed MS network capability is the same as the one it sent. If the verification of MAC-I-1 fails the SGSN terminates the procedure.

6. MS sends Authentication and Ciphering response to the eSGSN. MS calculates the MAC-I-2 using the integrity key Ki128 and the network selected integrity algorithm.MAC-I-2 is carried at GMM layer. 
7. If ciphering is used, the MS activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages.
8. The eSGSN receives the Authentication and Ciphering Response message and verifies the MAC-I-2, and checks the RES. If ciphering is used, eSGSN activates it by assigning the ciphering key Kc128 and the network selected ciphering algorithm, and uses it for the subsequent messages. If the MS indicated support for user plane integrity then eSGSN decides whether to provide user plane integrity. For this decision, the eSGSN may use information from the subscriber profile. 
9. The Attach Accept message is sent integrity protected with MAC-I-3. MAC-I-3 is carried at LLC layer. If the eSGSN decided to provide user plane integrity the SGSN includes an indicator that user plane integrity is provided. 
10. The MS verifies the MAC-I-3, and the ciphering and integrity mode negotiation is completed. 
NOTE: The SGSN makes the final decision on the security services provided. The MS may have a local security policy mandating the use of user plane integrity. If the SGSN decides to not enable user plane integrity the MS may decide to reject the connection. This is similar to a situation where  a local security policy on the MS mandates the use of ciphering, but the SGSN does not enable ciphering.
Editor’s note: The definition of MAC-I-1, MAC-I-2, MAC-I-3 is FFS. 
Editor’s note: It is FFS whether descriptions similar to the one for the Attach procedure are needed for idle mode mobility and handover. 

x.4
Protection of GMM messages 
Editor’s note: This section needs to be aligned with stage 3 specification when they are available. For example, the references to the LTE specifications should be replaced by the references to the stage 3 Cellular IoT specifications of CT1.

Integrity protection and encryption of GMM messages for CIoT enhanced GPRS shall follow the same principle as with protection (integrity protection and encryption) of corresponding LTE EMM messages as described in TS 24.301 [19].

The GMM messages for CIoT enhanced GPRS which are not corresponding to any existing LTE EMM messages in TS 24.301 [19], shall be integrity protected and encrypted in the following way:

The GMM AUTHENTICATION AND CIPHERING REQUEST message and the GMM AUTHENTICATION AND CIPHERING RESPONSE message shall be integrity protected with the new security context and shall not be encrypted. 

The GMM AUTHENTICATION AND CIPHERING FAILURE message and the GMM AUTHENTICATION AND CIPHERING REJECT message shall be integrity protected if the sending eSGSN or the sending CIoT UE has a valid security context. For the receiving eSGSN or receiving CIoT UE, the processing of the received GMM message when the check of the MAC fails or when the receiving part has no valid security context should follow exactly the description as specified for the UE in clause 4.4.4.2 and as specified for the MME in clause 4.4.4.3 in LTE in TS 24.301 [19]. The GMM AUTHENTICATION AND CIPHERING FAILURE message shall not be encrypted. The GMM AUTHENTICATION AND CIPHERING REJECT message shall be encrypted if sending eSGSN has a valid security context and encryption has been activated.
x.5
Algorithms for ciphering and integrity protection 
x.5.1
Null ciphering algorithm

If GEA0 is selected, the ciphering function implemented in the LLC layer shall be disabled according to TS 44.064 [20]. 
NOTE 1: GEA0 provide no security.

x.5.2
Ciphering algorithm 

x.5.2.1
 Inputs and outputs 

The input parameters to the ciphering algorithm GEA4 are as specified in TS 43.020. 

Editor’s note: The input parameters to the ciphering algorithm GEA5 are FFS. Figure x.5.2.1-1 illustrates the use of the ciphering algorithm GEA5 (draft design) to encrypt plaintext by applying a keystream using a bit per bit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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Figure x.5.2.1-1 on Ciphering of data with GEA5 is FFS. 

Based on the input parameters the algorithm generates the output keystream block KEYSTREAM which is used to encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.
x.5.2.2
GEA5

Editor’s note: The specification of GEA5 algorithm is FFS in ETSI SAGE. GEA5 is based on SNOW 3G and is identical to UEA2 as specified in TS 35.215 with some exceptions to the initialization of the algorithm. 

x.5.3
Integrity algorithm 

x.5.3.1
Inputs and outputs  

Editor’s note: The input parameters to the integrity algorithms are FFS. Figure x.5.3.1-1 illustrates a possible use of the integrity algorithm GIA (draft design) to authenticate the integrity of messages.
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Figure x.5.3.1-1 on Derivation of MAC/XMAC is FFS. 

Based on these input parameters the sender computes a 32-bit message authentication code (MAC) using the integrity algorithm GIA. The message authentication code is then appended to the message when sent. The receiver computes the expected message authentication code (XMAC) on the message received in the same way as the sender computed its message authentication code on the message sent and verifies the data integrity of the message by comparing it to the received message authentication code, i.e. MAX.
x.5.3.2
GIA4

Editor’s note: The specification of GIA4 algorithm is FFS in ETSI SAGE. GIA4 is based on Kasumi 3G and is implemented in the same way as UIA1 as specified TS 35.201 with some exceptions to the initialization of the algorithm. 

x.5.3.3
GIA5

Editor’s note: The specification of GIA5 algorithm is FFS in ETSI SAGE. GIA5 is based on SNOW 3G and is identical to UIA2 as specified in TS 35.215 with some exceptions to the initialization of the algorithm. 

x.6
Derivation of Kc128 and Ki128 

MS and eSGSN derive the control plane and user plane ciphering key (Kc128) and the control plane and user plane integrity protection key (Ki128) from CK and IK. Kc128 and Ki128 shall only be derived by the MS and the network when using enhanced GPRS in relation to CIoT. 

The key Kc128 shall be used as an input only to the GEA ciphering algorithms which require 128-bit key. The Kc128 is specified in TS 33.102 Annex B [18]. 

The key Ki128 shall be used as an input only to the GIA integrity protection algorithms which require 128-bit key.

The Key to be used in key derivation shall be the concatenation of CK and IK. The KDF returns a 256-bit output, where the 128 least significant bits are identified with Ki128. 

-
FC = 0x??
-
P0 = (not used)

-
L0 = (not used) 
No input parameters (Pi, Li) with i>0 are used by this function.

Editor’s note: The FC value needs to be specified. This also necessitates a CR to 33.220, Annex B.2.2, to allocate an FC value range (or single value) to TS 43.020.

x.7
Integrity protection of user plane

Integrity protection of user plane is an optional-to-use feature. 

The SGSN may use the subscriber data received from HLR/HSS when it decides whether to activate integrity protection of user plane for a certain subscriber. The subscriber data may include a flag for indicating whether to activate the integrity protection of user plane. 
***
END OF CHANGES
***
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