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Case 1: User cannot hear anything during establishment of the session.

When the UE includes P-Early-Media header field with the value "sendrecv" in the 18x response to the initial INVITE reqeust and the terminating P-CSCF does not allow to use early media for the user (i.e., early media is gated), if the P-CSCF forward the P-Early-Media header field transparently, the originating UE may not play any media during establishment of the session.

Case 2: Fraudulent use of early media

A fraudulent use of early media for free talk between UEs before session establishment shall be prohibited as indicated by security requirement defined in TS 21.133 (8.1.1.2 Requirements on secure service provision).
R2b
It shall be possible to detect and prevent the fraudulent use of services. Alarms will typically need to be raised to alert providers to security-related events. Audit logs of security related events will also need to be produced.
When the terminating UE sends P-Early-Media header field in the 18x response, if the P-CSCF transparently forward the 18x response toward originating user, the early media can be used between UEs.

In order to solve these problems of early media, the insersion of P-Early-Media header field shoud be limitd at the UE, and the handling of P-Early-Media header field in the received SIP message during etablishment of the session at the P-CSCF should be described in more detail.

The problematic cases are described in C1-160981 in detail.
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***** Next change *****
5.1.2A.1
UE-originating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

If a security association exists, when the UE sends any request, the UE shall send the request to the protected port received during registration as described in subclause 5.1.1.5.1 with:

-
includeincluding the protected server port in the Via header entry relating to the UE.

Otherwise if no security association exists, i.e. no port is provided for subsequent SIP messages by P‑CSCF during registration, the UE shall send any request to the same port used for the initial registration as described in
subclause 5.1.1.2A.
If a security association exists, the UE shall discard any SIP response that is not protected by the security association and is received from the P‑CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

In accordance with RFC 3325 [34] the UE may insert a P-Preferred-Identity header in any initial request for a dialog or request for a standalone transaction as a hint for creation of an asserted identity (contained in the P-Asserted-Identity header) within the IM CN subsystem. 

NOTE 1:
Since the S‑CCF uses the P-Asserted-Identity header when checking whether the UE originating request matches the initial filter criteria, the P-Preferred-Identity header inserted by the UE determines which services and applications are invoked. 

The UE may include any of the following in the P-Preferred-Identity header:

-
a public user identity which has been registered by the user;

-
a public user identity returned in a registration-state event package of a NOTIFY request as a result of an implicit registration that was not subsequently deregistered or has expired; or

-
any other public user identity which the user has assumed by mechanisms outside the scope of this specification to have a current registration.

NOTE 2:
The temporary public user identity specified in subclause 5.1.1.1 is not a public user identity suitable for use in the P-Preferred-Identity header.

NOTE 3:
Procedures in the network require international public telecommunication numbers when telephone numbers are used in P-Preferred-Identity header.

NOTE 4:
A number of headers can reveal information about the identity of the user. Where privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

Where privacy is required, in any initial request for a dialog or request for a standalone transaction, the UE shall set the From header to "Anonymous" as specified in RFC 3261 [26].

NOTE 5:
The contents of the From header should not be relied upon to be modified by the network based on any privacy specified by the user either within the UE indication of privacy or by network subscription or network policy. Therefore the user should include the value "Anonymous" whenever privacy is explicitly required. As the user may well have privacy requirements, terminal manufacturers should not automatically derive and include values in this header from the public user identity or other values stored in or derived from the UICC. Where the user has not expressed a preference in the configuration of the terminal implementation, the implementation should assume that privacy is required. Users that require to identify themselves, and are making calls to SIP destinations beyond the IM CN subsystem, where the destination does not implement RFC 3325 [34], will need to include a value in the From header other than Anonymous.

The UE shall determine the public user identity to be used for this request as follows:

1)
if a P-Preferred-Identity was included, then use that as the public user identity for this request; or

2)
if no P-Preferred-Identity was included, then use the default public user identity for the security association as the public user identity for this request;

If this is a request for a new dialog, and the request includes a Contact header, then the UE should populate the Contact header as follows:

1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-Identity, then insert the public GRUU
(pub-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; or
2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-Identity, then insert the temporary GRUU (temp-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; or
NOTE 5A: The above items 1 and 2 are mutually exclusive.

3)
if the request is related to an IMS communication service that requires the use of an ICSI then shall include in a g.3gpp.icsi-ref feature tag as defined in subclause 7.9.2 and RFC 3841 [56B] in a sip.app-subtype feature tag the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service and may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to the request according to draft-rosenberg-sip-app-media-tag [120] and RFC 3841 [56B]. The UE may also include other ICSI values that the UE is prepared to use for the communication and other IARI values for all dialogs with the terminating UE(s)the IMS application that is related to the IMS communication service; orand
4)
if the request is related to an IMS application that is supported by the UE when the use of an ICSI is not needed, then may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to any the to the IMS application and that applies for the dialog, in a g.3gpp.iari-ref feature tag as defined in subclause 7.9.3, according to draft-rosenberg-sip-app-media-tag [120] and RFC 3841 [56B].

NOTE 5B: The above items 3 and 4 are mutually exclusive.

If this is a request within an existing dialog, and the request includes a Contact header, and the Contact address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the Contact header as specified in draft-ietf-sip-gruu [93].

If the UE did not insert a GRUU in the Contact header, then the UE shall include the protected server port in the address in the Contact header.

If this is a request for a new dialog or standalone transaction and the request is related to an IMS communication service that requires the use of an ICSI then the UE:

1)
shall include the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service that is related to the request in a P-Preferred-Service header field according to draft-drage-sipping-service-identification [121];

NOTE 5A: The UE only receives those ICSI values correponding to the IMS communication services that the network provides to the user.

2)
may include an Accept-Contact header field containing an ICSI value (coded as specified in subclause 7.2A.8.2) or an IARI value (coded as specified in subclause 7.2A.9.2) that is related to the request in a g.3gpp.icsi-ref sip.app-subtype feature tag as defined in subclause 7.9.2according to draft-rosenberg-sip-app-media-tag [120] and RFC 3841 [56B] if the ICSI or IARI for the IMS communication service is known. 

Editor's note: It is FFS whether the UE shall always include an ICSI value in an Accept-Contact header field. This also may need some clarifications to the stage 2 text to fully align.

Editor's Note: If the UE includes (as mandated) the same ICSI values into the Accept-Contact header and the
P-Preferred-Service header, there is a possibility that one of the involved S‑CCFs or an AS changes the ICSI value in the P-Asserted-Service header, which results in the message including two different ICSI values (one in the P-Asserted-Service header, changed in the network and one in the Accept-Contact header).

If an IMS application indicates that an IARI is to be included in a request for a new dialog or standalone transaction, the UE shall include an Accept-Contact header field containing an IARI value (coded as specified in subclause 7.2A.9.2) that is related to the request in a g.3gpp.iari-ref feature tag as defined in subclause 7.9.3 and RFC 3841 [56B].

NOTE 6:
RFC 3841 [56B] allows multiple Accept-Contact header fields along with multiple Reject-Contact header fields in a SIP request, and within those header fields, expressions that include one or more logical operations based on combinations of feature tags. Which registered UE will be contacted depends on the Accept-Contact header field and Reject-Contact header field combinations included that evaluate to a logical expression and the relative qvalues of the registered contacts for the targeted registered public user identity. There is therefore no guarantee that when multiple Accept-Contact header fields or additional Reject-Contact header field(s) along with the Accept-Contact header field containing the ICSI value or IARI value are included in a request that the request will be routed to a contact that registered the same ICSI value or IARI value. Charging and accounting is based upon the contents of the P-Asserted-Service header field and the actual media related contents of the SIP request and not the Accept-Contact header field contents or the contact reached.

NOTE 7:
The UE only includes the parameters require and explicit in the Accept-Contact header field containing the ICSI value or IARI value if the IMS communication service absolutely requires that the terminating UE understand the IMS communication service in order to be able to accept the session. Including the parameters require and explicit in Accept-Contact header fields in requests which do not absolutely require that the terminating UE understand the IMS communication service in order to accept the session creates an interoperability problem for sessions which otherwise would interoperate and violates the interoperability requirements for the ICSI IMS Communication Service Identifier in 3GPP TS 23.228 [7]. 

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise, the UE shall initiate a new initial request to the other user.

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P‑CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any request for a dialog, any subsequent request (except ACK requests and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone method (see subclause 7.2A.4).

NOTE 8:
During the dialog, the points of attachment to the IP‑CAN of the UE may change (e.g. UE connects to different cells). The UE will populate the P-Access-Network-Info header in any request or response within a dialog with the current point of attachment to the IP‑CAN (e.g. the current cell information).

The UE shall build a proper preloaded Route header value for all new dialogs and standalone transactions. The UE shall build a list of Route header values made out of, in this order, the P‑CSCF URI (containing the IP address or the FQDN learnt through the P‑CSCF discovery procedures, and the protected server port learnt during the registration procedure), and the values received in the Service-Route header saved from the 200 (OK) response to the last registration or
re-registration. 

The UE may indicate that proxies should not fork the request by including a "no-fork" directive within the
Request-Disposition header in the request as described in RFC 3841 [56B].
When a SIP transaction times out, i.e. timer B, timer F or timer H expires at the UE, the UE may behave as if timer F expired, as described in subclause 5.1.1.4, or subclause 5.1.1.4A as appropriate to the authentication mechanism in use.

NOTE 9:
It is an implementation option whether these actions are also triggered by other means.

The UE may use non-international formats of E.164 addresses, including geo-local numbers and home-local numbers, in the Request-URI.

NOTE 10:
The way how the UE defines the default network for the numbers in a non-international format is implementation specific.

NOTE 11:
The way how the UE process the dial-string and handles special characters (e.g. pause) in order to produce a conformant SIP URI or tel URI according to RFC 3966 [22] is implementation specific.

NOTE 12:
Home operator's local policy can define a prefix string(s) to enable subscribers to differentiate dialling a geo-local number and/or a home-local number.

When the UE uses home-local number, the UE shall include in the "phone-context" parameter the home domain name in accordance with RFC 3966 [22].

When the UE uses geo-local number, the UE shall:

-
if access technology information available to the UE (i.e., the UE can insert P-Access-Network-Info header into the request), include the access technology information in the "phone-context" parameter according to RFC 3966 [22] as defined in subclause 7.2A.10; and

-
if access technology information is not available to the UE (i.e., the UE cannot insert P-Access-Network-Info header into the request), include in the "phone-context" parameter the home domain name prefixed by the "geo-local." string according to RFC 3966 [22]as defined in subclause 7.2A.10.

NOTE 13:
The "phone-context" parameter value can be entered by the subscriber, or can be inserted by the UE, based on implementation.

If the originating UE supports P-Early-Media header field, the UE shall be able to include the P-Early-Media header field only in the initial INVTE request.

***** Next change *****
5.1.2A.2
UE-terminating case

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

If a security association exists, the UE shall discard any SIP request that is not integrity protected and is received from the P‑CSCF outside of the registration and authentication procedures. The requirements on the UE within the registration and authentication procedures are defined in subclause 5.1.1.

If an initial request contains an Accept-Contact header field containing the g.3gpp.icsi-ref feature tag with an ICSI value a sip.app-subtype feature tag the UE should invoke the IMS application that is the best match for the ICSI value and if included IARI value contained in the sip.app-subtype feature tag. 
If an initial request contains an Accept-Contact header field containing the g.3gpp.iari-ref feature tag with a IARI value the UE should invoke the IMS application that is the best match for the IARI value. 

The UE can receive multiple ICSI values, IARI values or both in a Accept-Contact header field. In this case it is up to the implementation which of the multiple ICSI values or IARI values the UE takes action on.

The UE can receive multiple Accept-Contact header fields containing sip.app-subtype feature tags. In this case it is up to the implementation which of the multiple ICSI values or IARI values it takes action on.

NOTE 1:
The application verifies that the contents of the request  (e.g. SDP media capabilities, Content-Type header field) are consistent with the the ICSI value in the g.3gpp.icsi-ref feature tag and IARI value contained in the g.3gpp.iariappref feature tag. 

If an initial request does not contain an Accept-Contact header field containing a g.3gpp.icsi-ref feature tag or a g.3gpp.iari-ref feature tag the UE shall invoke the application that is the best match based on the contents of the request (e.g. SDP media capabilities, Content-Type header field, feature tag).

The UE can indicate privacy of the P-Asserted-Identity that will be generated by the P‑CSCF in accordance with RFC 3323 [33], and the additional requirements contained within RFC 3325 [34].

NOTE 1:
In the UE-terminating case, this version of the document makes no provision for the UE to provide an
P-Preferred-Identity in the form of a hint.

NOTE 2:
A number of headers can reveal information about the identity of the user. Where, privacy is required, implementers should also give consideration to other headers that can reveal identity information. RFC 3323 [33] subclause 4.1 gives considerations relating to a number of headers.

If the response includes a Contact header, and the response is sent within an existing dialog, and the Contact address previously used in the dialog was a GRUU, then the UE should insert the previously used GRUU value in the Contact header as specified in draft-ietf-sip-gruu [93].

If the response includes a Contact header, and the response is not sent within an existing dialog, then the UE should populate the Contact header as follows:

1)
if a public GRUU value (pub-gruu) has been saved associated with the public user identity from the
P‑Called-Party-ID header, and the UE does not indicate privacy of the P-Asserted-Identity, then insert the public GRUU (pub-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; or
2)
if a temporary GRUU value (temp-gruu) has been saved associated with the public user identity from the P‑Called-Party-ID header, and the UE does indicate privacy of the P-Asserted-Identity, then the UE should insert the temporary GRUU (temp-gruu) value in the Contact header as specified in draft-ietf-sip-gruu [93]; or
NOTE 3: The above items 1 and 2 are mutually exclusive.

3)
if the request is related to an IMS communication service that requires the use of an ICSI then the UE shall include in a g.3gpp.icsi-ref feature tag as defined in subclause 7.9.2 and RFC 3841 [56B]sip.app-subtype feature tag the ICSI value (coded as specified in subclause 7.2A.8.2), for the IMS communication service and may include the IARI value for the IMS application, (coded as specified in subclause 7.2A.9.2), that is related to the request in a g.3gpp.iari-ref feature tag as defined in subclause 7.9.3according to draft-rosenberg-sip-app-media-tag [120] and RFC 3841 [56B]. The UE may also include other ICSI values that the UE is prepared to use for all dialogs with the originating UE(s) and other IARI values for the IMS application that is related to the IMS communication service that the UE is prepared to use; andor
4)
if the request is related to an IMS application that is supported by the UE when the use of an ICSI is not needed, then may include the IARI value (coded as specified in subclause 7.2A.9.2), that is related to anythe to the IMS application and that applies for the dialog, in a g.3gpp.iari-ref feature tag as defined in subclause 7.9.3, according to draft-rosenberg-sip-app-media-tag [120] and RFC 3841 [56B].

NOTE 4: The above items 3 and 4 are mutually exclusive.

After the dialog is established the UE may change the dialog capabilities (e.g. add a media or request a supplementary service) if defined for the IMS communication service as identified by the ICSI value using the same dialog. Otherwise, the UE shall initiate a new initial request to the other user.
If the UE did not insert a GRUU in the Contact header, then the UE shall include the protected server port in the address in the Contact header. 

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall insert a P-Access-Network-Info header into any response to a request for a dialog, any subsequent request (except CANCEL requests) or response (except CANCEL responses) within a dialog or any response to a standalone method (see subclause 7.2A.4).

The terminating UE shall not include the P-Early-Media header field in any SIP messages, unless the terminating UE is a UE performing the functions of an external attached network that is allowed to send early media.
***** Next change *****
5.2.7.2
UE-originating case

When the P‑CSCF receives from the UE an INVITE request, the P‑CSCF may require the periodic refreshment of the session to avoid hung states in the P‑CSCF. If the P‑CSCF requires the session to be refreshed, it shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it. 

The P‑CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response. 

If a PCRF exists for the user for which a request is received, the P‑CSCF shall also include the
access-network-charging-info parameter (if received via the PCRF over the Rx or Gx interfaces) in the P‑Charging-Vector header in the first request originated by the UE that traverses the P‑CSCF, as soon as the charging information is available in the P‑CSCF, e.g., after the local resource reservation is complete. Typically, this first request is an UPDATE request if the remote UA supports the "integration of resource management in SIP" extension or a re-INVITE request if the remote UA does not support the "integration of resource management in SIP" extension. See subclause 5.2.7.4 for further information on the access network charging information.

If the P-CSCF receives a SIP message from the originating UE containing P-Early-Media header field except for an initial INVITE request containing the P-Early-Media header field with the value "supported", then based on operator policy the P-CSCF may either remove the P-Early-Media header field or replace the value of the P-Early-Media header field with "inactive" before the 200 (OK) response to the initial INVITE is received.
***** Next change *****
5.2.7.3
UE-terminating case

When the P‑CSCF receives an INVITE request destined for the UE the P‑CSCF may require the periodic refreshment of the session to avoid hung states in the P‑CSCF. If the P‑CSCF requires the session to be refreshed, it shall apply the procedures described in RFC 4028 [58] clause 8. 

NOTE 1:
Requesting the session to be refreshed requires support by at least one of the UEs. This functionality cannot automatically be granted, i.e. at least one of the involved UEs needs to support it in order to make it work. 

When the P‑CSCF receives an initial INVITE request destined for the UE, it will have a list of Record-Route headers. Prior to forwarding the initial INVITE, the P‑CSCF shall respond to all INVITE requests with a 100 (Trying) provisional response.

If a PCRF exists for the user for which a request or response is received, the P‑CSCF shall also include the
access-network-charging-info parameter (if received via the PCRF, over the Gr or Gx interfaces) in the P‑Charging-Vector header in the first request or response originated by the UE that traverses the P‑CSCF, as soon as the charging information is available in the P‑CSCF e.g., after the local resource reservation is complete. Typically, this first response is a 180 (Ringing) or 200 (OK) response if the remote UA supports the "integration of resource management in SIP" extension, or a re-INVITE request if the remote UA does not support the "integration of resource management in SIP" extension. See subclause 5.2.7.4 for further information on the access network charging information.

If the local policies do not indicate the served UE is authorized to send early media, the P-CSCF shall not allow media flows in forward and backward direction before the 200 (OK) response to the initial INVITE is received, based on operator policy the P-CSCF may either remove the P-Early-Media header field or replace the value of the P-Early-Media header field with "inactive", if received from the terminating UE.

If the local policies indicate that the served UE is authorized to send early media, the P-CSCF shall not remove the P-Early-Media header field if received in a 18x provisional response or in an UPDATE request.
***** End of change *****
