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	Reason for change:
	The current UE behaviour of processing NAS reject messages without protection can result in DoS attacks caused by malicious networks. One of the examples (but not limited to) is as follows: the UE can send a TAU Request message, which is integrity-protected using the existing NAS security context but not encrypted. As a result, a rogue eNodeB can decode it and respond with a TAU Reject message including the cause #7 “EPS services not allowed” without the integrity protection. According to the current specification TS24.301, this reject message will be processed by the UE, which reacts on the indicated reject cause by deleting all existing EPS bearer contexts. Furthermore, the UE updates the status to “EU3 ROAMING NOT ALLOWED” and considers the USIM (and hence the UE) as invalid for EPS services until it is rebooted or USIM is reinserted.

[bookmark: _GoBack]In addition, compared to C1-160790, the present CR also covers the additional case where the UE sends an integrity protected TAU Request message, and the network responds with an integrity protected TAU Reject message, but the reject message fails the integrity check in the UE.

	
	

	Summary of change:
	If the UE receives the ATTACH REJECT, the TRACKING AREA UPDATE REJECT, or the SERVICE REJECT message which is not integrity protected, UE shall start a timer and act depending on the received EMM cause code value.

	
	

	Consequences if not approved:
	Technical vulnerability in the specification can cause DoS attacks against UEs with high impact.
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	Other comments:
	This CR can be taken by UE implementation in an earlier version of the specification so that the security vulnerability can be closed as soon as possible.
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[bookmark: _Toc430935600][bookmark: _Toc430935736]***** Next change *****

[bookmark: _Toc430935686]5.3.7b	Specific requirements for UE when receiving non-integrity protected reject messages
This subclause specifies the requirements for a UE that is not configured to use timer T3245 (see 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) and receives an ATTACH REJECT, TRACKING AREA UPDATE REJECT or SERVICE REJECT message, when the secure exchange of NAS messages has not yet been established and the message is without integrity protection or fails the integrity check.
NOTE 1:	Additional UE requirements for this case and requirements for the case when the UE receives a successfully integrity checked reject message are specified in subclauses 5.5.1, 5.5.3 and 5.6.1.
The UE may maintain a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters (see 3GPP TS 24.008 [13]). The maximum number of possible entries in each list is implementation dependent.
Editor’s note:	The management and handling of these lists of counters is FFS.
Additionally, the UE may maintain one counter for "SIM/USIM considered invalid for non-GPRS services" events and one counter for "SIM/USIM considered invalid for GPRS services" events (see 3GPP TS 24.008 [13]).
If the UE receives an ATTACH REJECT, TRACKING AREA UPDATE REJECT or SERVICE REJECT message which cannot be successfully integrity checked by the UE, because the network has not yet established secure exchange of NAS messages for the NAS signalling connection; and
-	the message is received without integrity protection; or
-	the message is received with integrity protection and fails the integrity check,
then the UE shall start timer T3247 (see 3GPP TS 24.008 [13]) with a random value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is not running, and take the following actions:
a)	if the EMM cause value received is #3, #6, #7, or #8, the UE shall either
1)	proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1. If the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and a counter for "SIM/USIM considered invalid for GPRS services" events, the UE shall additionally,
-	if the counter for "SIM/USIM considered invalid for GPRS services" events has a value less than a UE implementation-specific maximum value, increment this counter; and
-	if due to the receipt of the reject message the UE considers the USIM invalid for non-EPS services, and the counter for "SIM/USIM considered invalid for non-GPRS services" events has a value less than a UE implementation-specific maximum value, increment this counter; or
2)	set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3) and shall delete any GUTI, last visited registered TAI, TAI list and eKSI. The UE shall delete the list of equivalent PLMNs. Additionally, if an attach or tracking area updating procedure was performed, the UE shall reset the attach attempt counter or the tracking area updating attempt counter, respectively.
	The UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and enter the state EMM-DEREGISTERED.LIMITED-SERVICE.
	If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and GPRS attach attempt counter or routing area updating attempt counter as specified in 3GPP TS 24.008 [13] for the case when the procedure is rejected with the GMM cause with the same value in a NAS message without integrity protection; and
	the UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [21].
b)	if the EMM cause value received is #12, #13 or #15, the UE shall additionally proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1;
c)	if the EMM cause value received is #11, #14 or #35 and the UE is in its HPLMN or EHPLMN, the UE shall additionally proceed as specified under list item a2) above;
d)	if the EMM cause value received is #11 or #35 and the UE is not in its HPLMN or EHPLMN, the UE shall additionally proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1.
	Furthermore, if the UE maintains a list of PLMN-specific attempt counters and the PLMN-specific attempt counter for the PLMN sending the reject message has a value less than a UE implementation-specific maximum value, the UE shall increment the PLMN-specific attempt counter for the PLMN; and
e)	if the EMM cause value received is #14 and the UE is not roaming in its HPLMN or EHPLMN, the UE shall additionally proceed as specified in subclauses 5.5.1, 5.5.3 and 5.6.1,
	Furthermore, if the UE maintains a list of PLMN-specific PS-attempt counters and the PLMN-specific PS-attempt counter of the PLMN sending the reject message has a value less than a UE implementation-specific maximum value, the UE shall increment the PS-attempt counter of the PLMN.
Upon expiry of timer T3247, the UE shall
-	erase the list of "forbidden tracking areas for regional provision of service" and the list of "forbidden tracking areas for roaming";
-	if the UE does not maintain a counter for "SIM/USIM considered invalid for GPRS services" events and a counter for "SIM/USIM considered invalid for non-GPRS services" events, set the USIM to valid for non-EPS and EPS services;
-	if the UE maintains a counter for "SIM/USIM considered invalid for GPRS services" events and this counter has a value less than a UE implementation-specific maximum value, set the USIM to valid for EPS services;
-	if the UE maintains a counter for "SIM/USIM considered invalid for non-GPRS services" events and this counter has a value less than a UE implementation-specific maximum value, set the USIM to valid for non-EPS services;
-	if the UE maintains a list of PLMN-specific attempt counters, for each PLMN-specific attempt counter that has a value greater than zero and less than a UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list;
-	if the UE maintains a list of PLMN-specific PS-attempt counters, for each PLMN-specific PS-attempt counter that has a value greater than zero and less than a UE implementation-specifc maximum value, remove the respective PLMN from the "forbidden PLMNs for GPRS service" list. If the resulting "forbidden PLMNs for GPRS service" list is empty, the UE shall re-enable the E-UTRA capability (see subclause 4.5);
-	if the UE is supporting A/Gb mode or Iu mode, handle the list of "forbidden location areas for regional provision of service" and the list of "forbidden location areas for roaming" as specified in 3GPP TS 24.008 [13] for the case when timer T3247 expires; and
-	initiate an EPS attach procedure or tracking area updating procedure, if still needed, dependent on EMM state and EPS update status.
If the UE maintains a list of PLMN-specific attempt counters, when the UE is switched off, the UE shall, for each PLMN-specific attempt counter that has a value greater than zero and less than the UE implementation-specific maximum value, remove the respective PLMN from the forbidden PLMN list. When the USIM is removed, the UE should perform this action.
NOTE 2:	If the respective PLMN was stored in the extension of the "forbidden PLMNs" list, then according to 3GPP TS 23.122 [6] the UE will delete the contents of this extension when the USIM is removed.
If the UE maintains a list of PLMN-specific attempt counters and a list of PLMN-specific PS-attempt counters, these lists are erased when the UE is switched off or the USIM is removed. If the UE maintains a counter for "SIM/USIM considered invalid for GPRS services" events and a counter for "SIM/USIM considered invalid for non-GPRS services" events, these counters are reset when the UE is switched off or the USIM is removed.
***** End of changes *****
