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	Other comments:
	The following aspects are considered for the Data via MME transport procedure design.
1) Since multiple connections (UE-SCEF and PDN connections) can co-exist, a unique ID is needed to distinguish the connections between the UE and the MME in order to correctly deliver the data.  The EPS bearer ID is used to  serve this purpose. 
2) The Data via MME PDU embedded in the NAS message is both integrity protected and encrypted.
3) As the EPS bearer ID is used as one of the input parameters in the security operations, the EPS bearer ID must NOT to be encrypted.
4) The NAS message to carry the data is similar to the initial NAS message. This means that the message header has to contain a KSI (to cope with the case that the UE and network have got out-of-sync).
5) Items above lead to the consideration of adding an additional message part with one Octet containing the EPS bearer ID and the KSI in the NAS message. As a consequence, the existing security protected NAS message type needs to be modified accordingly and a new security header type is introduced.
6) A new ESM message containing the EPS bearer ID is added.
7) A NAS message container with max. length about 250 Octets would be sufficient under the assumption that a segementation/assembly is done by the MME and the UE lower layer (eg 1600 Octets packet is divided to 8x200octets).
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[bookmark: _Toc430935600][bookmark: _Toc430935736]***** Next change *****
6.8	Transport of data via MME procedure
6.8.1	General
The purpose of the transport of data via MME procedure is to carry the data to be sent via MME in an encapsulated form between the MME and the UE. The procedure may be initiated by the UE or the network.
6.8.2	UE initiated transport of data via MME
Upon request to send the data via MME, the ESM entity in the UE initiates the procedure by sending an UPLINK DATA VIA MME TRANSPORT message including the data to be sent in the data via MME container IE. When receiving the UPLINK DATA VIA MME TRANSPORT message, the MME shall idtentify the connection (e.g., the SCEF connection) based on the EPS bearer identity included in message and then forward the contents of the data via MME container IE accordingly. 
The UPLINK DATA VIA MME TRANSPORT message shall be intergrity protected and encrypted. The security header type of ths message shall indicate "Integrity protected and ciphered for data via MME" (see table 9.3.1). 
6.8.3	Network initiated transport of data via MME
The network initiates the procedure by sending a DOWNLINK DATA VIA MME TRANSPORT message. When receiving the DOWNLINK DATA VIA MME TRANSPORT message, the UE shall forward the contents of the data via MME container IE to the upper layer.
The DOWNLINK DATA VIA MME TRANSPORT message shall be intergrity protected and encrypted. The security header type of ths message shall indicate "Integrity protected and ciphered for data via MME" (see table 9.3.1).
6.8.4	Abnormal cases in the UE
6.8.5	Abnormal cases on the network side

***** Next change *****
[bookmark: _Toc438049594]8.3.x	Downlink DATA VIA MME Transport
This message is sent by the network to the UE in order to carry the data in an encapsulated format. See table 8.3.x.1.
Message type:	DOWNLINK DATA VIA MME TRANSPORT
Significance:		dual
Direction:			network to UE
Table 8.3.x.1: DOWNLINK DATA VIA MME TRANSPORT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity
9.3.2
	M
	V
	1/2

	
	Procedure transaction identity
	Procedure transaction identity
9.4
	M
	V
	1

	
	Downlink data via MME transport message identity
	Message type
9.8
	M
	V
	1

	XX
	Data via MME container
	Data via MME container
9.9.4.xx
	M
	LV
	3-252



***** Next change *****
8.3.y	Uplink DATA VIA MME Transport
This message is sent by the UE to the network in order to carry the data in an encapsulated format. See table 8.3.x.1. 
Message type:	UPLINK DATA VIA MME TRANSPORT
Significance:		dual
Direction:			UE to network
Table 8.3.x.1: UPLINK DATA VIA MME TRANSPORT message content
	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	EPS bearer identity
	EPS bearer identity
9.3.2
	M
	V
	1/2

	
	Procedure transaction identity
	Procedure transaction identity
9.4
	M
	V
	1

	
	Uplink data via MME transport message identity
	Message type
9.8
	M
	V
	1

	XX
	Data via MME container
	Data via MME container
9.9.4.xx
	M
	LV
	3-252




***** Next change *****
[bookmark: _Toc438049725]9.1	Overview
Within the protocols defined in the present document, every message, except the SERVICE REQUEST message, is a standard L3 message as defined in 3GPP TS 24.007 [12]. This means that the message consists of the following parts:
1)	if the message is a plain NAS message:
a)	protocol discriminator;
b)	EPS bearer identity or security header type;
c)	procedure transaction identity;
d)	message type;
e)	other information elements, as required.
2)	if the message is a security protected NAS message:
a)	protocol discriminator;
b)	security header type;
c)	message authentication code;
c1)	NAS key set identifier;
c2)	EPS bearer identity;
d)	sequence number;
e)	plain NAS message, as defined in item 1.
NOTE:	The message parts c1 and c2 are included only if the secuirity header type indicates "Integrity protected and ciphered for data via MME" (see table 9.3.1).
The organization of a plain NAS message is illustrated in the example shown in figure 9.1.1.

	8
	7
	6
	5
	4
	3
	2
	1
	

	EPS bearer identity 
or Security header type
	Protocol discriminator
	octet 1

	Procedure transaction identity
	octet 1a*

	Message type
	octet 2

	
	octet 3

	Other information elements as required
	

	
	octet n



Figure 9.1.1: General message organization example for a plain NAS message
The organization of a security protected NAS message is illustrated in the example shown in figure 9.1.2.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Security header type
	Protocol discriminator
	octet 1

	
	octet 2

	Message authentication code
	

	
	

	
	octet 5

	Sequence number
	octet 6

	0
Spare
	NAS key set identifier
	EPS bearer identity
	octet 6a*

	
	octet 7

	NAS message
	

	
	octet n



Figure 9.1.2: General message organization example for a security protected NAS message
The EPS bearer identity and the procedure transaction identity are only used in messages with protocol discriminator EPS session management. Octet 1a with the procedure transaction identity shall only be included in these messages. Octet 6a with the NAS key set identifier and the EPS bearer identity shall only be included in the message if the secuirity header type indicates "Integrity protected and ciphered for data via MME" (see table 9.3.1).
Unless specified otherwise in the message descriptions of clause 8, a particular information element shall not be present more than once in a given message.
When a field extends over more than one octet, the order of bit values progressively decreases as the octet number increases. The least significant bit of the field is represented by the lowest numbered bit of the highest numbered octet of the field.
***** Next change *****
[bookmark: _Toc438049728]9.3.1	Security header type
Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.
The Security header type IE can take the values shown in table 9.3.1.
Table 9.3.1: Security header type
	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	0
	1
	0
	1
	Integrity protected and ciphered for data via MME
 

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	to
	If received they shall be interpreted as '1100'. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:	This codepoint may be used only for a SECURITY MODE COMMAND message.
NOTE 2:	This codepoint may be used only for a SECURITY MODE COMPLETE message.
NOTE 3:	When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.



An EMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain NAS message. A protocol entity sending a not security protected EMM message shall send the message as plain NAS message and encode the security header type as 0000.
***** Next change *****

[bookmark: _Toc438049734]9.8	Message type
The message type IE and its use are defined in 3GPP TS 24.007 [12]. Tables 9.8.1 and 9.8.2 define the value part of the message type IE used in the EPS mobility management protocol and EPS session management protocol.
Table 9.8.1: Message types for EPS mobility management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	1
	-
	-
	-
	-
	-
	-
	
	EPS mobility management messages

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	0
	0
	0
	1
	
	Attach request

	0
	1
	0
	0
	0
	0
	1
	0
	
	Attach accept

	0
	1
	0
	0
	0
	0
	1
	1
	
	Attach complete

	0
	1
	0
	0
	0
	1
	0
	0
	
	Attach reject

	0
	1
	0
	0
	0
	1
	0
	1
	
	Detach request

	0
	1
	0
	0
	0
	1
	1
	0
	
	Detach accept

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	0
	0
	0
	
	Tracking area update request

	0
	1
	0
	0
	1
	0
	0
	1
	
	Tracking area update accept

	0
	1
	0
	0
	1
	0
	1
	0
	
	Tracking area update complete

	0
	1
	0
	0
	1
	0
	1
	1
	
	Tracking area update reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	0
	1
	1
	0
	0
	
	Extended service request

	0
	1
	0
	0
	1
	1
	1
	0
	
	Service reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	0
	1
	0
	0
	0
	0
	
	GUTI reallocation command

	0
	1
	0
	1
	0
	0
	0
	1
	
	GUTI reallocation complete

	0
	1
	0
	1
	0
	0
	1
	0
	
	Authentication request

	0
	1
	0
	1
	0
	0
	1
	1
	
	Authentication response

	0
	1
	0
	1
	0
	1
	0
	0
	
	Authentication reject

	0
	1
	0
	1
	1
	1
	0
	0
	
	Authentication failure

	0
	1
	0
	1
	0
	1
	0
	1
	
	Identity request

	0
	1
	0
	1
	0
	1
	1
	0
	
	Identity response

	0
	1
	0
	1
	1
	1
	0
	1
	
	Security mode command

	0
	1
	0
	1
	1
	1
	1
	0
	
	Security mode complete

	0
	1
	0
	1
	1
	1
	1
	1
	
	Security mode reject

	
	
	
	
	
	
	
	
	
	

	0
	1
	1
	0
	0
	0
	0
	0
	
	EMM status

	0
	1
	1
	0
	0
	0
	0
	1
	
	EMM information

	0
	1
	1
	0
	0
	0
	1
	0
	
	Downlink NAS transport

	0
	1
	1
	0
	0
	0
	1
	1
	
	Uplink NAS transport

	0
	1
	1
	0
	0
	1
	0
	0
	
	CS Service notification

	0
	1
	1
	0
	1
	0
	0
	0
	
	Downlink generic NAS transport

	0
	1
	1
	0
	1
	0
	0
	1
	
	Uplink generic NAS transport



Table 9.8.2: Message types for EPS session management
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	1
	1
	-
	-
	-
	-
	-
	-
	
	EPS session management messages

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	0
	0
	1
	
	Activate default EPS bearer context request

	1
	1
	0
	0
	0
	0
	1
	0
	
	Activate default EPS bearer context accept

	1
	1
	0
	0
	0
	0
	1
	1
	
	Activate default EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	0
	1
	0
	1
	
	Activate dedicated EPS bearer context request

	1
	1
	0
	0
	0
	1
	1
	0
	
	Activate dedicated EPS bearer context accept

	1
	1
	0
	0
	0
	1
	1
	1
	
	Activate dedicated EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	0
	0
	1
	
	Modify EPS bearer context request

	1
	1
	0
	0
	1
	0
	1
	0
	
	Modify EPS bearer context accept

	1
	1
	0
	0
	1
	0
	1
	1
	
	Modify EPS bearer context reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	0
	1
	1
	0
	1
	
	Deactivate EPS bearer context request

	1
	1
	0
	0
	1
	1
	1
	0
	
	Deactivate EPS bearer context accept

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	0
	0
	
	PDN connectivity request

	1
	1
	0
	1
	0
	0
	0
	1
	
	PDN connectivity reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	0
	1
	0
	
	PDN disconnect request

	1
	1
	0
	1
	0
	0
	1
	1
	
	PDN disconnect reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	0
	0
	
	Bearer resource allocation request

	1
	1
	0
	1
	0
	1
	0
	1
	
	Bearer resource allocation reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	0
	1
	1
	0
	
	Bearer resource modification request

	1
	1
	0
	1
	0
	1
	1
	1
	
	Bearer resource modification reject

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	1
	0
	0
	1
	
	ESM information request

	1
	1
	0
	1
	1
	0
	1
	0
	
	ESM information response

	
	
	
	
	
	
	
	
	
	

	1
	1
	0
	1
	1
	0
	1
	1
	
	Notification

	
	
	
	
	
	
	
	
	
	

	1
	1
	1
	0
	1
	0
	0
	0
	
	ESM status

	
	
	
	
	
	
	
	
	
	

	1
	1
	1
	0
	1
	0
	0
	1
	
	Remote UE report

	1
	1
	1
	0
	1
	0
	1
	0
	
	Remote UE report response

	
	
	
	
	
	
	
	
	
	

	1
	1
	1
	0
	1
	0
	1
	1
	
	UPLINK DATA VIA MME TRANSPORT

	1
	1
	1
	0
	1
	1
	0
	0
	
	DOWNLINK DATA VIA MME TRANSPORT




***** Next change *****

[bookmark: _Toc438049779]9.9.4.z	Data via MME container
This information element is used to encapsulate the data transferred between the UE and the MME. The data via MME container information element is coded as shown in figure 9.9.4.xx.1 and table 9.9.4.xx.1.
The data via MME container is a type 4 information element with a maximum length of 253 octets.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Data via MME container IEI
	octet 1

	Length of data via MME container contents
	octet 2

	
	octet 3

	Data via MME container contents
	

	
	octet n



Figure 9.9.4.xx.1: Data via MME container information element
Table 9.9.4.xx.1: Data via MME container information element
	Data via MME container contents (octet 3 to octet n)

	

	This IE can contain the data to be sent via MME.  

	




