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	*** First Change ***


5.6.1.1
General

The purpose of the service request procedure is to transfer the EMM mode from EMM-IDLE to EMM-CONNECTED mode. The procedure also establishes the radio and S1 bearers when user data or signalling is to be sent and if the UE is not attached for EPS services for CP-CIoT. If the UE is attached for EPS services for CP-CIoT, this procedure can be used for UE-initiated transfer of CIoT data, as described in subclause. Another purpose of this procedure is to invoke MO/MT CS fallback or 1xCS fallback procedures. 
This procedure is used when:

-
the network has downlink signalling pending;

-
the UE has uplink signalling pending;

-
the UE or the network has user data pending and the UE is in EMM-IDLE mode;

-
the UE in EMM-IDLE or EMM-CONNECTED mode has requested to perform mobile originating/terminating CS fallback or 1xCS fallback;
-
the network has downlink cdma2000® signalling pending;
-
the UE has uplink cdma2000® signalling pending;
-
the UE has to request resources for ProSe direct discovery or Prose direct communication
The service request procedure is initiated by the UE, however, for the downlink transfer of signalling, cdma2000® signalling or user data in EMM-IDLE mode, the trigger is given by the network by means of the paging procedure (see subclause 5.6.2).

The UE shall invoke the service request procedure when:

a)
the UE in EMM-IDLE mode receives a paging request with CN domain indicator set to "PS" from the network;

b)
the UE, in EMM-IDLE mode, has pending user data to be sent;

c)
the UE, in EMM-IDLE mode, has uplink signalling pending;

d)
the UE in EMM-IDLE or EMM-CONNECTED mode is configured to use CS fallback and has a mobile originating CS fallback request from the upper layer;

e)
the UE in EMM-IDLE mode is configured to use CS fallback and receives a paging request with CN domain indicator set to "CS", or the UE in EMM-CONNECTED mode is configured to use CS fallback and receives a CS SERVICE NOTIFICATION message;

f)
the UE in EMM-IDLE or EMM-CONNECTED mode is configured to use 1xCS fallback and has a mobile originating 1xCS fallback request from the upper layer;

g)
the UE in EMM-CONNECTED mode is configured to use 1xCS fallback and accepts cdma2000® signalling messages containing a 1xCS paging request received over E-UTRAN;
h)
the UE, in EMM-IDLE mode, has uplink cdma2000® signalling pending to be transmitted over E-UTRAN;

i)
the UE, in EMM-IDLE or EMM-CONNECTED mode, is configured to use 1xCS fallback, accepts cdma2000® signalling messages containing a 1xCS paging request received over cdma2000® 1xRTT, and the network supports dual Rx CSFB or provide CS fallback registration parameters (see 3GPP TS 36.331 [22]);

j)
the UE, in EMM-IDLE or EMM-CONNECTED mode, has uplink cdma2000® signalling pending to be transmitted over cdma2000® 1xRTT, and the network supports dual Rx CSFB or provide CS fallback registration parameters (see 3GPP TS 36.331 [22]);

k)
the UE performs an inter-system change from S101 mode to S1 mode and has user data pending; or
l)
the UE in EMM-IDLE mode has to request resources for ProSe direct discovery or Prose direct communication (see 3GPP TS 36.331 [22]).

If one of the above criteria to invoke the service request procedure is fulfilled, then the service request procedure may only be initiated by the UE when the following conditions are fulfilled:

-
its EPS update status is EU1 UPDATED, and the TAI of the current serving cell is included in the TAI list; and

-
no EMM specific procedure is ongoing.
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NOTE 1:
AS indications (indications from lower layers) are results of procedures triggered by MME in Service Request procedure. Triggered procedures could be e.g. RRC Connection Reconfiguration procedure (see 3GPP TS 36.331 [22]) and inter system PS handover to GERAN or UTRAN procedure as a result of CSFB procedure (see 3GPP TS 23.272 [9]).

NOTE 2:
For 1xCS fallback, the UE sends the EXTENDED SERVICE REQUEST message and starts timer T3417. The procedure is considered completed upon receiving indication of system change from AS.
NOTE 3:
For CIoT data transfer, the procedure is considered completed on the UE side when the lower layers indicate that the EXTENDED SERVICE REQUEST message was trsmitted successfully.
Figure 5.6.1.1.1: Service Request procedure

A service request attempt counter is used to limit the number of service request attempts and no response from the network. The service request attempt counter shall be incremented as specified in subclause 5.6.1.6.

The service request attempt counter shall be reset when:

-
an attach or combined attach procedure is successfully completed;

-
a normal or periodic tracking area updating or a combined tracking area updating procedure is successfully completed; or

-
a service request procedure in order to obtain packet services is successfully completed.

If the UE is not attached for EPS services for CP-CIoT, the network shall consider the service request procedure successfully completed in the following cases:


when it receives an indication from the lower layer that the user plane is setup, if radio bearer establishment is required; 


otherwise when it receives an indication from the lower layer that the UE has been redirected to the other RAT (GERAN or UTRAN in CS fallback, or cdma2000® 1x access network for 1xCS fallback).
For the EXTENDED SERVICE REQUEST with Service Type set to "mobile originating CIoT data transfer", the network shall consider the service request procedure successfully completed when it receives the EXTENDED SERVICE REQUEST message from the UE (See Figure 5.6.1.1.2).

	*** Next Change ***


5.6.1.2
Service request procedure initiation

For cases a, b, c, h, k and l in subclause 5.6.1.1:

-
 if the UE is not configured for NAS signalling low priority, the UE initiates the service request procedure by sending a SERVICE REQUEST message to the MME;

-
if the UE is configured for NAS signalling low priority, and the last received ATTACH ACCEPT message or TRACKING AREA UPDATE ACCEPT message from the network indicated that the network supports use of EXTENDED SERVICE REQUEST for packet services, the UE shall send an EXTENDED SERVICE REQUEST message with service type set to "packet services via S1"; or

NOTE:
A UE configured for dual priority is configured for NAS signalling low priority indicator.
-
if the UE is configured for NAS signalling low priority and the last received ATTACH ACCEPT message or TRACKING AREA UPDATE ACCEPT message from the network did not indicate that the network supports use of EXTENDED SERVICE REQUEST for packet services, the UE shall instead send a SERVICE REQUEST message.

For the following cases in subclause 5.6.1.1, 
-
case b and if the UE is not attached for EPS services for CP-CIoT; or

-
case a, c, h, k and l,
after sending the SERVICE REQUEST message or the EXTENDED SERVICE REQUEST message with service type set to "packet services via S1", the UE shall start T3417 and enter the state EMM-SERVICE-REQUEST-INITIATED.
For case b, if the UE is attached for EPS services with CP-CIoT EPS optimizations, the UE initiates CIoT data transfer by sending EXTENDED SERVICE REQUEST message with service type set to "mobile originating CIoT data transfer" as described in subclause 5.6.4.2.1. The UE shall consider the service request procedure successfully completed once the EXTENDED SERVICE REQUEST message is transmitted. The UE shall enter the state EMM-SERVICE-REQUEST-INITIATED. 
For case d in subclause 5.6.1.1, the UE shall send an EXTENDED SERVICE REQUEST message, start T3417ext and enter the state EMM-SERVICE-REQUEST-INITIATED.

For case e in subclause 5.6.1.1:

-
if the UE is in EMM-IDLE mode, the UE shall send an EXTENDED SERVICE REQUEST message, start T3417ext and enter the state EMM-SERVICE-REQUEST-INITIATED;

-
if the UE is in EMM-CONNECTED mode and if the UE accepts the paging, the UE shall send an EXTENDED SERVICE REQUEST message with the CSFB response IE indicating "CS fallback accepted by the UE", start T3417ext and enter the state EMM-SERVICE-REQUEST-INITIATED; or

-
if the UE is in EMM-CONNECTED mode and if the UE rejects the paging, the UE shall send an EXTENDED SERVICE REQUEST message with the CSFB response IE indicating "CS fallback rejected by the UE" and enter the state EMM-REGISTERED.NORMAL-SERVICE. The network shall not initiate CS fallback procedures.

For cases f, g, i and j in subclause 5.6.1.1, the UE shall send an EXTENDED SERVICE REQUEST message, start T3417 and enter the state EMM-SERVICE-REQUEST-INITIATED.
	*** Next Change ***


5.6.1.4
Service request procedure accepted by the network

For the following cases in subclause 5.6.1.1:
-
case b and if the UE is not attached for EPS services for CP-CIoT; or

-
case a, c, h, k and l,
the UE shall treat the indication from the lower layers that the user plane radio bearer is set up as successful completion of the procedure. The UE shall reset the service request attempt counter, stop the timer T3417 and enter the state EMM-REGISTERED.

For case b and if the UE is attached for EPS services with CP-CIoT optimizations (i.e. the UE sent the EXTENDED SERVICE REQUEST with Service Type set to "mobile originating CIoT data transfer"), the network shall consider the service request procedure successfully completed when it receives the EXTENDED SERVICE REQUEST message from the UE (See Figure 5.6.1.1.2).

If the service type information element in the EXTENDED SERVICE REQUEST message indicates "mobile terminating CS fallback or 1xCS fallback" and the CSFB response IE, if included, indicates "CS fallback accepted by the UE", or if the service type information element in the EXTENDED SERVICE REQUEST message indicates "mobile originating CS fallback or 1xCS fallback" or "mobile originating CS fallback emergency call or 1xCS fallback emergency call", the network initiates CS fallback or 1xCS fallback procedures.

If the EPS bearer context status IE is included in the EXTENDED SERVICE REQUEST message, the network shall deactivate all those EPS bearer contexts locally (without peer-to-peer signalling between the network and the UE) which are active on the network side but are indicated by the UE as being inactive. If a default EPS bearer context is marked as inactive in the EPS bearer context status IE included in the EXTENDED SERVICE REQUEST message, and this default bearer is not associated with the last PDN connection of the UE in the MME, the MME shall locally deactivate all EPS bearer contexts associated to the PDN connection with the default EPS bearer context without peer-to-peer ESM signalling to the UE.

If the SERVICE REQUEST message or the EXTENDED SERVICE REQUEST message for packet services, was sent in a CSG cell and the CSG subscription has expired or was removed for a UE, but the UE has a PDN connection for emergency bearer services established, the network shall accept the SERVICE REQUEST message or the EXTENDED SERVICE REQUEST message for packet services and deactivate all non-emergency EPS bearers locally. The emergency EPS bearers shall not be deactivated.

For cases d in subclause 5.6.1.1, and for case e in subclause 5.6.1.1 when the CSFB response was set to "CS fallback accepted by the UE", the UE shall treat the indication from the lower layers that the inter-system change from S1 mode to A/Gb or Iu mode is completed as successful completion of the procedure. The EMM sublayer in the UE shall indicate to the MM sublayer that the CS fallback procedure has succeeded. The UE shall stop the timer T3417ext and enter the state EMM-REGISTERED.NO-CELL-AVAILABLE.
If the service request procedure was initiated in EMM-IDLE mode and an EXTENDED SERVICE REQUEST message was sent in a CSG cell and the CSG subscription has expired or was removed for the UE, the network need not perform CSG access control if the service type information element indicates "mobile originating CS fallback emergency call or 1xCS fallback emergency call".

For cases f and g in subclause 5.6.1.1:
-
if the UE receives the indication from the lower layers that the signalling connection is released with the redirection indication to cdma2000® 1x access network or the indication from the lower layers that a change to cdma2000® 1x access network for 1xCS fallback has started (see 3GPP TS 36.331 [22]), the UE shall consider the service request procedure successfully completed, stop timer T3417 and enter the state EMM-REGISTERED.NO-CELL-AVAILABLE;

-
if the UE receives the dual Rx/Tx redirection indication from the lower layers (see 3GPP TS 36.331 [22]), the UE shall select cdma2000® 1x access network for 1xCS fallback, consider the service request procedure successfully completed, stop timer T3417 and enter the state EMM-REGISTERED.NORMAL-SERVICE; and

-
if the UE receives a cdma2000® signalling message indicating 1xCS fallback rejection by cdma2000® 1x access network, the UE shall abort the service request procedure, stop timer T3417 and enter the state EMM-REGISTERED.NORMAL-SERVICE.
For cases i and j in subclause 5.6.1.1, if the UE receives the indication from the lower layers that the signalling connection is released, the UE shall consider the service request procedure successfully completed, stop timer T3417 and enter the state EMM-REGISTERED.NO-CELL-AVAILABLE.
If the SERVICE REQUEST message or an EXTENDED SERVICE REQUEST message for packet services was used and the UE is not attached for EPS services for CP-CIoT, the UE shall locally deactivate the EPS bearer contexts that do not have a user plane radio bearer established upon successful completion of the service request procedure.

If the EXTENDED SERVICE REQUEST message is for CS fallback or 1xCS fallback and radio bearer establishment takes place during the procedure, the UE shall locally deactivate the EPS bearer contexts that do not have a user plane radio bearer established upon receiving a lower layer indication of radio bearer establishment. The UE does not perform local deactivation of EPS bearer contexts upon receiving an indication of inter-system change from lower layers.

If the EXTENDED SERVICE REQUEST message is for CS fallback or 1xCS fallback and radio bearer establishment does not take place during the procedure, the UE does not perform local deactivation of the EPS bearer context. The UE does not perform local deactivation of EPS bearer contexts upon receiving an indication of inter-system change from lower layers.

If a service request is received from a UE with a LIPA PDN connection, and if:

-
a GW Transport Layer Address IE value identifying a L-GW is provided by the lower layer together with the service request, and the P-GW address included in the EPS bearer context of the LIPA PDN connection is different from the provided GW Transport Layer Address IE value (see 3GPP TS 36.413 [23]); or

-
no GW Transport Layer Address is provided together with the service request by the lower layer;

then the MME shall locally deactivate all EPS bearer contexts associated with any LIPA PDN connection. Furthermore, if no active EPS bearer contexts remain for the UE, the MME shall not accept the service request as specified in subclause 5.6.1.5.
If a service request is received from a UE with a SIPTO at the local network PDN connection, and if the PDN connection is a:

1)
SIPTO at the local network PDN connection with stand-alone GW, and if:

-
a LHN-ID value is provided by the lower layer together with the service request, and the LHN-ID value stored in the EPS bearer context of the SIPTO at the local network PDN connection is different from the provided LHN-ID value (see 3GPP TS 36.413 [23]); or

-
no LHN-ID value is provided together with the service request by the lower layer; or
2)
SIPTO at the local network PDN connection with collocated L-GW, and if:

-
a SIPTO L-GW Transport Layer Address IE value identifying a L-GW is provided by the lower layer together with the service request, and the P-GW address included in the EPS bearer context of the SIPTO at the local network PDN connection is different from the provided SIPTO L-GW Transport Layer Address IE value (see 3GPP TS 36.413 [23]); or

-
no SIPTO L-GW Transport Layer Address is provided together with the service request by the lower layer;

then, the MME takes one of the following actions:

-
if all the remaining PDN connections are SIPTO at the local network PDN connections, the MME shall not accept the service request as specified in subclause 5.6.1.5; and

-
if a PDN connection remains that is not SIPTO at the local network PDN connection and the network decides to set up the S1 and radio bearers, the MME shall upon completion of the setup of the S1 bearers initiate an EPS bearer context deactivation procedure with ESM cause #39 "reactivation requested" for the default EPS bearer context of each SIPTO at the local network PDN connection (see subclause 6.4.4.2).

NOTE:
For some cases of CS fallback or 1x CS fallback the network can decide not to set up any S1 and radio bearers.

If the UE is not attached for EPS services for CP-CIoT and when the E-UTRAN fails to establish radio bearers for one or more EPS bearer contexts, then the MME shall locally deactivate the EPS bearer contexts corresponding to the failed radio bearers based on the lower layer indication from the E‑UTRAN, without notifying the UE.

	*** Next Change ***


5.6.4.1
General

The purpose of the generic transport of NAS messages procedure is to carry protocol messages from various applications (e.g., an LCS application to send an LPP message or a location service message) or to transfer CIoT IP or non-IP data in an encapsulated form between the MME and the UE. The procedure may be initiated by the UE or the network and can only be used when the UE is attached for EPS services and is in EMM-CONNECTED mode.
	*** Next Change ***


5.6.4.2
UE initiated generic transport of NAS messages
Upon request from an application to send a protocol message or CIoT IP or non-IP data encapsulated in the generic transport of NAS message, the EMM entity in the UE initiates the procedure by sending an UPLINK GENERIC NAS TRANSPORT message including the corresponding message in the generic message container IE. The application may also request additional information to be included in the UPLINK GENERIC NAS TRANSPORT message in the Additional information IE. The content, coding and interpretation of this information element are dependent on the particular application.
The UE shall indicate the application protocol using the generic transport in the corresponding generic message container type. When receiving the UPLINK GENERIC NAS TRANSPORT message, the EMM entity in the MME shall provide the contents of the generic message container IE and the generic message container type IE to the corresponding application. If included, the EMM entity in the MME shall also provide the contents of the Additional information IE.
5.6.4.2.1
UE initiated transport of CIoT data
For UE initiated generic transport of CIoT data, upon request from an application to send the CIoT data via MME, the EMM entity in the UE shall initiate the procedure as follows:

· If the UE is in EMM-IDLE mode, the UE initiates CIoT data transfer by sending EXTENDED SERVICE REQUEST message with Service Type set to "mobile originating CIoT data transfer" and including the CIoT data message container (see subclause 9.9.3.x); and

· If the UE is in EMM-CONNECTED mode, the UE initiates CIoT data transfer by sending an UPLINK GENERIC NAS TRANSPORT message including the CIoT data message container (see subclause 9.9.3.x) in the generic message container IE and with the Generic Message Container Type set to "CIoT data message container". 
The UE shall integrity protect the EXTENDED SERVICE REQUEST combined with the encrypted CIoT data message container. The security header type shall indicate "Integrity protected and ciphered initial NAS message" (see table 9.3.1).

For uplink IP data, if IP header compression was applied to the PDN connection, the UE shall apply IP header compression before including the CIoT data message container into the EXTENDED SERVICE REQUEST or the UPLINK GENERIC NAS TRANSPORT message. The UE shall include the EPS bearer identity in the CIoT data message container. If downlink data transmission (e.g. acknowledgements or responses to uplink data) subsequent to the uplink data transmission is expected, the UE shall set Subsequent Downlink Data Indicator in the CIoT data message. 
Upon receiving the EXTENDED SERVICE REQUEST message with the Service Type set to "mobile originating CIoT data transfer" or the UPLINK GENERIC NAS TRANSPORT message with the Generic Message Container Type set to "CIoT Data message container", if IP header compression is applied to the PDN connection, the MME shall perform IP header decompression. Then depending on the EPS bearer identity included in the CIoT data message container, the MME shall forward the contents of the CIoT data via either PDN connection or SCEF connection accordingly. In addition, the MME shall:
-
release the S1 connection if the Subsequent Downlink Data Indicator indicates that downlink data transmission is not expected; and

-
keep the S1 connection if the Subsequent Downlink Data Indicator indicates that downlink data transmission is expected. 

NOTE 1:
The PDN connection and SCEF connection are established during the EPS attach procedure based on the data type usage, the MME capabilities and UE configurations. 
	*** Next Change ***


5.6.4.3
Network initiated transport of NAS messages
Upon request from an application to send a protocol message or CIoT IP or non-IP data encapsulated in the generic transport of NAS message, the EMM entity in the MME initiates the procedure by sending a DOWNLINK GENERIC NAS TRANSPORT message including the corresponding message in the generic message container IE. The application may also request additional information to be included in the DOWNLINK GENERIC NAS TRANSPORT message in the Additional information IE. The content, coding and interpretation of this information element are dependent on the particular application.
The MME shall indicate the application protocol using the generic transport in the corresponding generic message container type. When receiving the DOWNLINK GENERIC NAS TRANSPORT message, the EMM entity in the UE shall provide the contents of the generic message container IE and the generic message container type IE to the corresponding application. If included, the EMM entity in the UE shall also provide the contents of the Additional information IE.

5.6.4.3.1
Network initiated transport of CIoT data
Upon request from an application to send the CIoT data via MME, the EMM entity in the MME shall initiate the procedure by sending an DOWNLINK GENERIC NAS TRANSPORT message including the CIoT data message container (see subclause 9.9.3.x) in the generic message container IE and with the Generic Message Container Type set to "CIoT data message container". For downlink IP data, if IP header compression is applied to the PDN connection, the MME shall apply IP header compression before encapsulating the CIoT data into the DOWNLINK GENERIC NAS TRANSPORT message. The MME shall include the EPS bearer identity in the CIoT data message container of the DOWNLINK GENERIC NAS TRANSPORT message. 
If the UE has indicated during the previous uplink data transmission that downlink data is expected by setting the Downlink Data Indicator in the uplink data, the MME shall release the S1 connection after the downlink data is sent to the UE.

When receiving the DOWNLINK GENERIC NAS TRANSPORT message with the Generic Message Container Type set to "CIoT data message container", the UE shall forward the contents of the CIoT data to the upper layer. For IP data, if IP header compression was applied to the PDN connection, the UE shall perform IP header decompression to rebuild the IP header before forwarding the contents of the CIoT data to the upper layer.
8.2.15.1
Message definition

This message is sent by the UE to the network

-
to initiate a CS fallback or 1xCS fallback call or respond to a mobile terminated CS fallback or 1xCS fallback request from the network;
-
to request the establishment of a NAS signalling connection and of the radio and S1 bearers for packet services, if the UE needs to provide additional information that cannot be provided via a SERVICE REQUEST message; or
-
to send the CIoT IP or non-IP data to the network from the EMM-IDLE mode UE.

 See table 8.2.15.1.

Message type:
EXTENDED SERVICE REQUEST

Significance:

dual

Direction:


UE to network

Table 8.2.15.1: EXTENDED SERVICE REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Extended service request message identity
	Message type
9.8
	M
	V
	1

	
	Service type
	Service type
9.9.3.27
	M
	V
	1/2

	
	NAS key set identifier
	NAS key set identifier
9.9.3.21
	M
	V
	1/2

	
	M-TMSI
	Mobile identity
9.9.2.3
	M
	LV
	6

	B-
	CSFB response
	CSFB response
9.9.3.5
	C
	TV
	1

	57
	EPS bearer context status
	EPS bearer context status
9.9.2.1
	O
	TLV
	4

	D-
	Device properties
	Device properties
9.9.2.0A
	O
	TV
	1

	XX
	CIoT data message container
	CIoT data message container
9.9.3.x
	O
	TLV-E
	5-n


	*** Next Change ***


8.2.31.1
Message definition
This message is sent by the network to the UE in order to carry an application message or CIoT data in encapsulated format. See table 8.2.31.1.

Message type:
DOWNLINK GENERIC NAS TRANSPORT

Significance:

dual

Direction:


network to UE

Table 8.2.31.1: DOWNLINK GENERIC NAS TRANSPORT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Downlink generic NAS transport message identity
	Message type
9.8
	M
	V
	1

	
	Generic message container type
	Generic message container type
9.9.3.42
	M
	V
	1

	
	Generic message container
	Generic message container
9.9.3.43
	M
	LV-E
	3-n

	65
	Additional information
	Additional information
9.9.2.0
	O
	TLV
	3-n


	*** Next Change ***


8.2.32.1
Message definition

This message is sent by the UE to the network in order to carry an application protocol message or CIoT data in encapsulated format. See table 8.2.32.1.

Message type:
UPLINK GENERIC NAS TRANSPORT

Significance:

dual

Direction:


UE to network

Table 8.2.32.1: UPLINK GENERIC NAS TRANSPORT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	Protocol discriminator
	Protocol discriminator
9.2
	M
	V
	1/2

	
	Security header type
	Security header type
9.3.1
	M
	V
	1/2

	
	Uplink generic NAS transport message identity
	Message type
9.8
	M
	V
	1

	
	Generic message container type
	Generic message container type
9.9.3.42
	M
	V
	1

	
	Generic message container
	Generic message container
9.9.3.43
	M
	LV-E
	3-n

	65
	Additional information
	Additional information
9.9.2.0
	O
	TLV
	3-n


	*** Next Change ***


9.3.1
Security header type

Bits 5 to 8 of the first octet of every EPS Mobility Management (EMM) message contain the Security header type IE. This IE includes control information related to the security protection of a NAS message. The total size of the Security header type IE is 4 bits.

The Security header type IE can take the values shown in table 9.3.1.

Table 9.3.1: Security header type

	Security header type (octet 1)

	

	8
	7
	6
	5
	

	0
	0
	0
	0
	Plain NAS message, not security protected

	
	
	
	
	

	
	
	
	
	Security protected NAS message:

	0
	0
	0
	1
	Integrity protected

	0
	0
	1
	0
	Integrity protected and ciphered

	0
	0
	1
	1
	Integrity protected with new EPS security context (NOTE 1)

	0
	1
	0
	0
	Integrity protected and ciphered with new EPS security context (NOTE 2)

	0
	1
	0
	1
	Integrity protected and ciphered initial NAS message

 

	
	
	
	
	Non-standard L3 message:

	1
	1
	0
	0
	Security header for the SERVICE REQUEST message 

	
	
	
	
	

	1
	1
	0
	1
	These values are not used in this version of the protocol.

	to
	If received they shall be interpreted as '1100'. (NOTE 3)

	1
	1
	1
	1
	

	
	
	
	
	

	All other values are reserved.

	

	NOTE 1:
This codepoint may be used only for a SECURITY MODE COMMAND message.

NOTE 2:
This codepoint may be used only for a SECURITY MODE COMPLETE message.

NOTE 3:
When bits 7 and 8 are set to '11', bits 5 and 6 can be used for future extensions of the SERVICE REQUEST message.


An EMM message received with the security header type encoded as 0000 shall be treated as not security protected, plain NAS message. A protocol entity sending a not security protected EMM message shall send the message as plain NAS message and encode the security header type as 0000.

	*** Next Change ***


9.9.3.27
Service type

The purpose of the Service type information element is to specify the purpose of the service request procedure.

The Service type information element is coded as shown in figure 9.9.3.27.1 and table 9.9.3.27.1.

The Service type is a type 1 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Service type
IEI
	Service type value
	octet 1


Figure 9.9.3.27.1: Service type information element
Table 9.9.3.27.1: Service type information element
	Service type value (octet 1)

	

	Service type value

	Bits

	4
	3
	2
	1
	

	0
	0
	0
	0
	mobile originating CS fallback or 1xCS fallback

	0
	0
	0
	1
	mobile terminating CS fallback or 1xCS fallback

	0
	0
	1
	0
	mobile originating CS fallback emergency call or 1xCS fallback emergency call

	0
	0
	1
	1
	unused; shall be interpreted as "mobile originating CS fallback or 1xCS fallback", if received by the network

	0
	1
	0
	0
	unused; shall be interpreted as "mobile originating CS fallback or 1xCS fallback", if received by the network

	1
	0
	0
	0
	packet services via S1

	1
	0
	0
	1
	mobile originating CIoT data transfer

	1
	0
	1
	0
	unused; shall be interpreted as "packet services via S1", if received by the network

	1
	0
	1
	1
	unused; shall be interpreted as "packet services via S1", if received by the network

	

	All other values are reserved.

	


	*** Next Change ***


9.9.3.42
Generic message container type
The purpose of the generic message container type information element is to specify the type of message contained in the generic message container IE.

The generic message container type information element is coded as shown in table 9.9.3.42.1.

Table 9.9.3.42.1: Generic message container type information element

	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	Reserved

	0
	0
	0
	0
	0
	0
	0
	1
	
	LTE Positioning Protocol (LPP) message container (see 3GPP TS 36.355 [22A] )

	0
	0
	0
	0
	0
	0
	1
	0
	
	Location services message container (see 3GPP TS 24.171 [13C])

	0
	0
	0
	0
	0
	0
	1
	1
	
	CIoT data message container

	0
	0
	0
	0
	0
	1
	0
	0
	
	

	to
	
	Unused

	0
	1
	1
	1
	1
	1
	1
	1
	
	

	1
	0
	0
	0
	0
	0
	0
	0
	
	

	to
	
	Reserved

	1
	1
	1
	1
	1
	1
	1
	1
	
	

	
	
	
	
	
	
	
	
	
	

	


	*** Next Change ***


9.9.3.43
Generic message container

This information element is used to encapsulate the application message and CIoT IP or non-IP data transferred between the UE and the network. The generic message container information element is coded as shown in figure 9.9.3.43.1 and table 9.9.3.43.1.

The generic message container is a type 6 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	Generic message container IEI
	octet 1

	Length of generic message container contents
	octet 2

	
	octet 3

	
	octet 4

	Generic message container contents
	

	
	octet n


Figure 9.9.3.43.1: Generic message container information element

Table 9.9.3.43.1: Generic message container information element

	Generic message container contents (octet 4 to octet n); Max value of 65535 octets

	

	The coding of the contents of the generic message container is dependent on the particular application.

	


	*** Next Change ***


9.9.3.x
CIoT data message container
This information element is used by the UE to encapsulate data transferred between the CIoT capable UE and the MME.
The CIoT data message container information element is coded as shown in figure 9.9.3.x.1 and table 9.9.3.x.1.

The CIoT data message container is a type 6 information element.

	8
	7
	6
	5
	4
	3
	2
	1
	

	CIoT data message container IEI
	octet 1

	Length of CIoT data message container contents
	octet 2

	
	octet 3

	0
	0
	0
	SDD-Ind
	EPS bearer identity
	octet 4

	spare
	
	
	

	CIoT data


	octet 5

octet m


Figure 9.9.3.x.1: CIoT data message container information element

 Table 9.9.3.x.1: CIoT data message container information element

	

	Bit 1 to 4 of octet 4 is EPS bearer identity.

	

	Subsequent downlink data indicator (SDD-Ind)  (octet 4 bit 5)

	Bit

	5
	

	0
	Subsequent downlink data (e.g. acknowledgements or response) not expected.

	1
	Subsequent downlink data (e.g. acknowledgements or response) expected

	

	

	Bits 8 to 6 of octet 4 are spare and shall be all coded as zero.

	

	CIoT data (octet 4 to m) is IP or non-IP data contents

	

	


Editor's note [WID: CIOT-CT, CR#2297]: Maximum size of CIoT data is FFS.
Annex D (normative):
Establishment cause (S1 mode only)

D.1
Mapping of NAS procedure to RRC establishment cause (S1 mode only)

When EMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE shall be selected according to the NAS procedure as specified in table D.1.1. The EMM shall also indicate to the lower layer for the purpose of access control, the call type associated with the RRC establishment cause as specified in table D.1.1. If the UE is configured for EAB (see the "ExtendedAccessBarring" leaf of NAS configuration MO in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]), the EMM shall indicate to the lower layer for the purpose of access control that EAB applies for this request except for the following cases:

-
the UE is a UE configured to use AC11 – 15 in selected PLMN;
-
the UE is answering to paging;
-
the RRC Establishment cause is set to "Emergency call";

-
the UE is configured to allow overriding EAB (see the "Override_ExtendedAccessBarring" leaf of the NAS configuration MO as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) and receives an indication from the upper layers to override EAB; or
-
the UE is configured to allow overriding EAB (see the "Override_ExtendedAccessBarring" leaf of the NAS configuration MO as specified in 3GPP TS 24.368 [15A] or 3GPP TS 31.102 [17]) and already has a PDN connection that was established with EAB override.
Table D.1.1: Mapping of NAS procedure to establishment cause and call type

	NAS procedure
	RRC establishment cause (according 3GPP TS 36.331 [22])
	Call type

	Attach
	If an ATTACH REQUEST has EPS attach type not set to "EPS emergency attach", the RRC establishment cause shall be set to MO signalling except when the UE initiates attach procedure to establish emergency bearer services. (See Note 1)


	"originating signalling"

	
	If an ATTACH REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", the RRC establishment cause shall be set to Delay tolerant. (See Note 1)


	"originating signalling"



	
	If an ATTACH REQUEST has EPS attach type set to "EPS emergency attach" or if the ATTACH REQUEST has EPS attach type not set to "EPS emergency attach" but the UE initiates the attach procedure on receiving request from upper layer to establish emergency bearer services, the RRC establishment cause shall be set to Emergency call. (See Note 1)


	"emergency calls"



	Tracking Area Update
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and MO MMTEL voice call is not started, MO MMTEL video call is not started, MO SMSoIP is not started, MO SMS over NAS or MO SMS over S102 is not requested, the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating signalling"

	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and an MO MMTEL voice call is started, the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating MMTEL voice" 



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and an MO MMTEL video call is started, the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating MMTEL video"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and an MO SMSoIP is started, the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating SMSoIP"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and an MO SMS over NAS or MO SMS over S102 is requested, the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating SMS"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", the tracking area update procedure is not triggered due to paging, a TRACKING AREA UPDATE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", and MO MMTEL voice call is not started, MO MMTEL video call is not started, MO SMSoIP is not started, MO SMS over NAS or MO SMS over S102 is not requested, the RRC establishment cause shall be set to Delay tolerant. (See Note 1)
	"originating signalling"

	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", an MO MMTEL voice call is started, and a TRACKING AREA UPDATE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating MMTEL voice" 



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", an MO MMTEL video call is started, and a TRACKING AREA UPDATE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating MMTEL video"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", an MO SMSoIP is started, and a TRACKING AREA UPDATE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating SMSoIP"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", an MO SMS over NAS or MO SMS over S102 is requested, and a TRACKING AREA UPDATE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", the RRC establishment cause shall be set to MO signalling. (See Note 1)
	"originating SMS"



	
	If the UE does not have a PDN connection established for emergency bearer services and is not initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", and a TRACKING AREA UPDATE REQUEST is a response to paging where the CN domain indicator is set to "PS" or "CS", the RRC establishment cause shall be set to MT access. (See Note 1)
	"terminating calls"

	
	If the UE has CS fallback emergency call or 1xCS fallback emergency call pending, the RRC establishment cause shall be set to Emergency call. (See Note 1)
	"emergency calls"

	
	If the UE has a PDN connection established for emergency bearer services or is initiating a PDN CONNECTIVITY REQUEST that has request type set to "emergency", the RRC establishment cause shall be set to Emergency call. (See Note 1)
	"emergency calls"

	Detach
	MO signalling (See Note 1)
	"originating signalling"

	Service Request
	If a SERVICE REQUEST is to request user plane radio resources and MO MMTEL voice call is not started, MO MMTEL video call is not started and MO SMSoIP is not started, the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating calls"



	
	If a SERVICE REQUEST is to request user plane radio resources and an MO MMTEL voice call is started, the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating MMTEL voice" 



	
	If a SERVICE REQUEST is to request user plane radio resources and an MO MMTEL video call is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL video"



	
	If a SERVICE REQUEST is to request user plane radio resources and an MO SMSoIP is started, the RRC establishment cause shall be set to MO data. (See Note 1)

	"originating SMSoIP"



	
	If a SERVICE REQUEST is to request user plane radio resources for emergency bearer services, the RRC establishment cause shall be set to Emergency call. (See Note 1)


	"emergency calls"



	
	If a SERVICE REQUEST is to request resources for UL signalling and not for MO SMS over NAS or MO SMS over S102, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "mobile originating CIoT data transfer" to send the mobile originating CIoT data, the RRC establishment cause shall be set to MO data. 
	"originating calls"



	
	If a SERVICE REQUEST is to request resources for UL signalling for MO SMS over NAS or MO SMS over S102, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMS"



	
	If a SERVICE REQUEST is to request user plane radio resources or to request resources for UL signalling and the UE is configured for dual priority and the NAS signalling low priority indicator is overridden, the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating calls"



	
	If a SERVICE REQUEST is triggered by a PDN CONNECTIVITY REQUEST that has request type set to "emergency", the RRC establishment cause shall be set to Emergency call. (See Note 1)


	"emergency calls"



	
	If a SERVICE REQUEST is to request user plane radio resources or to request resources for UL signalling, the UE is configured for NAS signalling low priority, and MO MMTEL voice call is not started, MO MMTEL video call is not started and MO SMSoIP is not started, MO SMS over NAS or MO SMS over S102 is not requested, the RRC establishment cause shall be set to Delay tolerant. (See Note 1)


	"originating calls"



	
	If a SERVICE REQUEST is to request user plane radio resources, an MO MMTEL voice call is started, and the UE is configured for NAS signalling low priority, the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating MMTEL voice" 



	
	If a SERVICE REQUEST is to request user plane radio resources, an MO MMTEL video call is started, and the UE is configured for NAS signalling low priority, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL video"



	
	If a SERVICE REQUEST is to request user plane radio resources, an MO SMSoIP is started, and the UE is configured for NAS signalling low priority, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMSoIP"



	
	If a SERVICE REQUEST is to request resources for UL signalling for MO SMS over NAS or MO SMS over S102 and the UE is configured for NAS signalling low priority, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMS"



	
	If a SERVICE REQUEST is a response to paging where the CN domain indicator is set to "PS", the RRC establishment cause shall be set to MT access. (See Note 1)


	"terminating calls"



	
	If a SERVICE REQUEST is triggered to request resources for ProSe direct discovery or ProSe direct communication as specified in 3GPP TS 36.331 [22], the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating calls"



	
	If a SERVICE REQUEST is triggered to request resources for ProSe direct discovery or ProSe direct communication as specified in 3GPP TS 36.331 [22] and the UE is configured for NAS signalling low priority, the RRC establishment cause shall be set to Delay tolerant. (See Note 1)


	"originating calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "packet services via S1" and is to request user plane radio resources for emergency bearer services, the RRC establishment cause shall be set to Emergency call. (See Note 1)


	"emergency calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "packet services via S1" and is triggered by a PDN CONNECTIVITY REQUEST that has request type set to "emergency", the RRC establishment cause shall be set to Emergency call. (See Note 1)


	"emergency calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "packet services via S1" and is a response to paging where the CN domain indicator is set to "PS", the RRC establishment cause shall be set to MT access. (See Note 1)


	"terminating calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "mobile originating CS fallback or 1xCS fallback" and is to request mobile originating 1xCS fallback, or if an EXTENDED SERVICE REQUEST is a response to paging for 1xCS fallback received over cdma2000® 1xRTT and has service type set to "mobile terminating CS fallback or 1xCS fallback", the RRC establishment cause shall be set to MO data. (See Note 1).


	"originating calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "mobile originating CS fallback or 1xCS fallback" and is to request mobile originating CS fallback, the RRC establishment cause shall be set to MO data. (See Note 1).
	"mobile originating CS fallback"

	
	If an EXTENDED SERVICE REQUEST is a response to paging for CS fallback, service type set to "mobile terminating CS fallback or 1xCS fallback", the RRC establishment cause shall be set to MT access. (See Note1, Note 2).
	"terminating calls"



	
	If an EXTENDED SERVICE REQUEST has service type set to "mobile originating CS fallback emergency call or 1xCS fallback emergency call", the RRC establishment cause shall be set to Emergency call. 
(See Note 1).
	"emergency calls"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority", and MO MMTEL voice call is not started, MO MMTEL video call is not started and MO SMSoIP is not started, MO SMS over NAS or MO SMS over S102 is not requested, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating calls"

	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority" and an MO MMTEL voice call is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL voice" 



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority" and an MO MMTEL video call is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL video"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority" and an MO SMSoIP is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMSoIP"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority" and an MO SMS over NAS or MO SMS over S102 is requested, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMS"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority", and MO MMTEL voice call is not started, MO MMTEL video call is not started and MO SMSoIP is not started, MO SMS over NAS or MO SMS over S102 is not requested, the RRC establishment cause shall be set to Delay tolerant. (See Note 1).
	"originating calls"

	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority" and an MO MMTEL voice call is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL voice" 



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority" and an MO MMTEL video call is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating MMTEL video"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority" and an MO SMSoIP is started, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMSoIP"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority" and an MO SMS over NAS or MO SMS over S102 is requested, the RRC establishment cause shall be set to MO data. (See Note 1)
	"originating SMS"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is not configured for NAS signalling low priority" and is triggered to request resources for ProSe direct discovery or ProSe direct communication, the RRC establishment cause shall be set to MO data. (See Note 1)


	"originating calls"



	
	If an EXTENDED SERVICE REQUEST contains the Device properties IE with low priority indicator set to "MS is configured for NAS signalling low priority" and is triggered to request resources for ProSe direct discovery or ProSe direct communication, the RRC establishment cause shall be set to Delay tolerant. (See Note 1)


	"originating calls"



	Note 1:
For these NAS procedures initiated by UEs of access class 12, 13 or 14 in their home country, the RRC establishment cause will be set to "High priority access AC 11 – 15". For this purpose, the home country is defined as the country to which the MCC part of the IMSI is associated, see 3GPP TS 23.122 [6] for the definition of country.


For these NAS procedures initiated by UE of access class 11 or 15 in their HPLMN (if the EHPLMN list is not present or is empty) or EHPLMN (if the EHPLMN list is present), the RRC establishment cause will be set to "High priority access AC 11 – 15".

Note 2:
This row is not applicable for mobile terminating 1xCS fallback with 1xCS paging request received over E-UTRAN.




NOTE:
The RRC establishment cause can be used by the network to prioritise the connection establishment request from the UE at high load situations in the network.
	*** End Change ***
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