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Overall description
CT1 thanks SA3 for the LS on enhanced GPRS in relation to Cellular IoT and wishes to provide feedback on the issues highlighted by SA3 as indicated below.
1) SA3 kindly asks CT1 to start the stage 3 work and update LLC and GMM protocols specifications for enhanced GPRS in relation to Cellular IoT. This is a Release-13 work item, and would need to be concluded within related time frame. 

Reply: CT1 is aware of the limited time available to complete the GPRS enhancements for Release-13 and will do its best to finalize the required specification updates in a timely manner. Any updates required in stage 3 under CT1 control will be handled as soon as the corresponding normative stage 2 requirements are available. CT1 is prepared for a close cooperation with SA3 on common issues so that Release-13 deadlines can be met, e.g. with linked stage 2 and stage 3 CRs.
2) SA3 would like to receive CT1 feedback on input parameters to the new GEA/GIA algorithms, especially on the new COUNT-I input parameter.

Reply: Analysis shows that introduction of GEA5 can be done without major LLC protocol impact. Should SA3 decide on GEA5 related updates that cannot be fulfilled by current protocol mechanisms for GEA4, CT1 wishes to be informed of this.
It is the CT1 view that the IEs and parameters available in LLC for encryption can likely be reused also for the GIA algorithms when integrity protection is introduced. However, unless more detailed decisions are taken on the parameters to use as input to the GIA algorithms it is not possible to say what protocol updates are needed. If available LLC information elements are reused, e.g. LLC Frame Number, updates of messages and information elements can be avoided. If however specific new information elements and parameters are required for integrity protection the impact on LLC could be significant. CT1 also wishes to highlight the possible impact on integrity protection parameters on GMM, depending on the decision of issue 3 below.
3) SA3 would also like to ask CT1 to analyse the algorithm negotiation problem documented in section 6.1.3 of TR 33.860 (S3-152568), and specify the solution in their specifications. This problem is related to negotiation of the algorithms in an efficient and secure way. 

Reply: CT1 sees the alternative to handle integrity protection of the two initial messages of algorithm negotiation via LLC as the less preferred option as this introduces a layer violation between LLC and GMM in the MS. Addition of a MAC information element in the applicable GMM messages is therefore preferred by CT1.
4) SA3 would also like to ask CT1 to analyse the MAC problem documented in section 6.1.7 of TR 33.860 (S3-152568), and specify the solution in their specifications. This problem is related on how the LLC protocol is carrying the MAC. 

Reply: CT1 has looked into the possible reuse of FCSF in LLC messages updated with MAC as documented in section 6.1.7 of TR 33.860. CT1 wishes to point out that the network under certain conditions can process a message even if integrity fails. In such cases no FCS can be done if FCSF is not included, and it is therefore the view of CT1 that MAC in LLC frames should not replace FCSF but the FCSF IE needs to be kept. Additionally the MAC should be added before the FCSF in LLC frames with integrity protection thereby keep the principle from current functionality that the last three octets in the LLC frames are used for FCS.
CT1 also observed that by adding MAC in the LLC frames in the proposed way, LLC frames that are both encrypted and integrity protected needs to first be decrypted before the MAC is available for integrity check. This is the opposite order of what is commonly done and CT1 would like to make SA3 aware of this point for the further work on enhanced security for GSM.

2
Actions
To SA3 

ACTION: 
3GPP TSG CT WG1 asks SA3 group to take the feedback above into account in the further work on enhanced GPRS in relation to Cellular IoT and inform CT1 on further progress that requires CT1 attention.
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