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The Identity Management and security work areas that have been identified for MCPTT span all six MCPTT technical specifications. Functional areas that are to be covered for MCPTT as specified in 3GPP TS 33.179 include:
1) LTE access authentication/SIP core authentication/User authentication framework

2) Signalling plane protection
3) End-to-end communication security
4) Key Provisioning and Management
5) Group Call Key Distribution
6) Private Call Key Distribution
7) Protection of media stream (SRTP)
8) Protection of floor control (SRTCP)
9) Inter/Intra domain interface security
The security procedures are to be documented in the MCPTT TS specifying the respective MCPTT interface, e.g. a security procedure occurring on the MCPTT-1 interface will be documented in 3GPP TS 24.379.
While there are areas that have not yet been specified (or specified fully) by SA3 or where questions remain, there are many areas identified where the work needs to be progressed and some areas that CT1 delegates have already volunteered for. However, a number of unclaimed work areas remain that need to be accounted for.
The accompanying spreadsheet "idm-security-tasks-issuesV10" captures the assessment of where the functional areas for MCPTT Identity Management and security are to be documented. Also identified are the work areas that have volunteers already committed to create their required documentation and those that remain unclaimed.
