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	Reason for change:
	In the TS 24.301subclause B.1, there is the following definition about the user authentication failed:

Cause #29 – User authentication failed


This ESM cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.
The access rejection by the external PDN can be happened due to the UE providing the wrong/invalid PAP/CHAP user credentials (e.g. user-name or user-password) in the PCO IE when initiating the initial access to the network. As the same condition can also happen in WLAN side, it is proposed to add Cause#29 user authentication failed to the EAP message.

Regarding the PDN connection does not exist, it is already defined in MCM, quote from TS24.244 subclause 5.2.4, which is also needed for SCM.

5.2.4
PDN connectivity procedure not accepted by the TWAG
The cause IE typically indicates one of the following cause values:
…
#54:
PDN connection does not exist;
#55:
multiple PDN connections for a given APN not allowed;
#95 – 111:
protocol errors;

#113:
Multiple accesses to a PDN connection not allowed;

	
	

	Summary of change:
	Define the cause#29 user authentication failed and cause#54 PDN connection does not exist for SCM.

	
	

	Consequences if not approved:
	The network cannot notify the UE that the service is rejected because of the user authentication failed. Although the user’s retry by using the correct credential may solve this problem, without this indication, the user cannot know the failure reason and cannot retry. It will result in the access failed which will impact the user experience seriously.   

Additionally, the network cannot notify the UE that the HO procedures are failed because of the PDN connection does not exist in the network side.   
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***** Next change *****
8.1.4.10.1
General

When the type field of the item according to subclause 8.1.4.2 indicates the CAUSE, then the length field of the item is set to 1 and the value field of the item is coded according to table 8.1.4.10-1. If the CAUSE item is received by the 3GPP AAA server, the item is ignored.

Semantic of the values is defined in subclause 8.1.4.10.2.

Table 8.1.4.10-1: CAUSE value

	The value is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	Operator determined barring

	0
	0
	0
	1
	1
	0
	1
	0
	
	Insufficient resources

	0
	0
	0
	1
	1
	0
	1
	1
	
	Unknown APN

	0
	0
	0
	1
	1
	1
	0
	0
	
	Unknown PDN type

	0
	0
	0
	1
	1
	1
	0
	1
	
	User authentication failed

	0
	0
	0
	1
	1
	1
	1
	0
	
	Request rejected by PDN GW

	0
	0
	0
	1
	1
	1
	1
	1
	
	Request rejected, unspecified

	0
	0
	1
	0
	0
	0
	0
	0
	
	Service option not supported

	0
	0
	1
	0
	0
	0
	0
	1
	
	Requested service option not subscribed

	0
	0
	1
	0
	0
	0
	1
	0
	
	Service option temporarily out of order

	0
	0
	1
	0
	0
	1
	1
	0
	
	Network failure

	0
	0
	1
	1
	0
	0
	1
	0
	
	PDN type IPv4 only allowed

	0
	0
	1
	1
	0
	0
	1
	1
	
	PDN type IPv6 only allowed

	0
	0
	1
	1
	0
	1
	1
	0
	
	PDN connection does not exist

	0
	1
	1
	0
	1
	1
	1
	1
	
	Protocol error, unspecified

	0
	1
	1
	1
	0
	0
	0
	1
	
	Multiple accesses to a PDN connection not allowed

	All other values received by the UE are treated as 01101111, "Protocol error, unspecified".


8.1.4.10.2
Causes

Cause #8 - Operator determined barring


This cause is used by the network to indicate that the requested service was rejected due to operator determined barring.

Cause #26 - Insufficient resources


This cause is used by the network to indicate that the requested service cannot be provided due to insufficient resources. 

Cause #27 - Unknown APN

This cause is used by the network to indicate that the requested service was rejected because the access point name could not be resolved.

Cause #28 - Unknown PDN type


This cause is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

Cause #29 - User authentication failed

This cause is used by the network to indicate that the requested service was rejected by the external packet data network due to a failed user authentication.
Cause #30 - Request rejected by PDN GW


This cause is used by the network to indicate that the requested service or operation was rejected by the PDN GW.

Cause #31 - Request rejected, unspecified


This cause is used by the network to indicate that the requested service or operation was rejected due to unspecified reasons.

Cause #32 - Service option not supported


This cause is used by the network when the UE requests a service which is not supported by the PLMN.

Cause #33 - Requested service option not subscribed


This cause is sent when the UE requests a service option for which it has no subscription.

Cause #34 - Service option temporarily out of order


This cause is sent when the network cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause #38 - Network failure


This cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.

Cause #50 - PDN type IPv4 only allowed


This value is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

Cause #51 - PDN type IPv6 only allowed


This value is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

Cause #54 – PDN connection does not exist


This value is used by the network at handover from a 3GPP access network to indicate that the network does not have any information about the requested PDN connection.

Cause #111 - Protocol error, unspecified


This value is used to report a protocol error event only when no other value applies.
Cause #113 - Multiple accesses to a PDN connection not allowed

This value is used by the network to indicate that an additional access to the PDN connection as specified in 3GPP TS 24.161 [69] is not allowed.

This subclause shows the numbers in the decimal numeration system.
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