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1. Introduction

This paper intends to discuss IANA registration issue for Rel-13 IKEv2 Configuration Payload attributes and find a way forward to address the concerns.
2. Discussion
In Rel-13, we have extended IKEv2 with the following configuration attributes:
1). MEI_WLAN work item: DEVICE_IDENTITY attribute

- value: (number to be assigned by IANA)
- attribute type: DEVICE_IDENTITY

- multi-valued: no

- length: 1 or more octets

2). PCSCF_WLAN work item: P-CSCF_RESELECTION_SUPPORT attribute
- attribute type: P-CSCF_RESELECTION_SUPPORT

- multi-valued: no

- length: 1 octet

3). SEW1_WLAN work item: EMERGENCY_IND attribute
- attribute type: EMERGENCY_IND
- multi-valued: no

- length: 0 octets

4). SAES4_non3GPP: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute

- attribute type: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK

- multi-valued: no

- length: 4 octets
5). NBIFOM-CT: NBIFOM_GENERIC_CONTAINER attribute 
- attribute type: NBIFOM_GENERIC_CONTAINER
- multi-valued: no

- length: 0 or more
According to the IETF process, these new attributes need to be registered with IANA. IANA registration policy is "Expert review" according to http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtml#ikev2-parameters-21 so RFC is not needed.
Recently we received feedback from expert reviews on IANA registration requests for attribute 1-3 above (see Appendix). 
In general, the expert seems to think that we should not use “Configuration payload” as these parameters are not configuration values and suggests to use Notify payload to send the information:

In addition, 
For 1), DEVICE_IDENTITY attribute:
· Issue 1:  the concern is the our agreed handling is to have the server sends CFG_REPLY back asking for client provide the DEVICE_IDENTITY, and the experts somehow thinks this is using “configuration payloads in non-standard way”:

This assignment is problematic. 

If I have understood correctly this will use configuration payloads in non-standard way, i.e. in way where it has not been used before.

...the CFG_REQUEST/CFG_REPLY is meant to be working so that CFG_REQUEST is used by the initiator to request something and CFG_REPLY is used by responder to reply those configuration parameters. In this case the responder is requesting the initiator to provide some information.

In this case if I have understood correctly the server sends CFG_REPLY back asking for client provide the DEVICE_IDENTITY. The RFC7296 says that "In variations of the protocol where there are multiple IKE_AUTH exchanges, the CP payloads MUST be inserted in the messages containing the SA payloads." (RFC7296 section 2.19). This means that CP(CFG_REPLY) is in the last IKE_AUTH, i.e. after the EAP authentication is finished.
... it would be better to use Notify payloads to send this information. I.e. allocate status notification payload for IMEI and another one for IMEISV, and require that clients send those notifications during the IKE_AUTH exchange.

For 2), P-CSCF_RESELECTION_SUPPORT attribute 
· Issue 2:  similar problems, EMERGENCY_IND is not a configuration value and propose to use special string for the IDr to indicate emergency session establishment:

This also have some problems. This is one way indication from the client to the server, this is not configuration value that the client requests from the server.
i.e. it seems this reSELECTION support attribute is used to indicate whether reSTORATION is supported? I do not know where this attribute affects, is it something that affects the configuration of the devices, or is just indication from the client to the server indicating that client supports some features (in which case it might be better to indicate that in notify payload).

For 3), EMERGENCY_IND attribute 
· Issue 3:  similar problems, EMERGENCY_IND is not a configuration value and propose to use special string for the IDr to indicate emergency session establishment:

Again this has similar problems. This is not a configuration value.
This is something that is also needed before the configuration request is even parsed. Configuration payloads are usually only processed after the full authentication is done and when the final IKE_AUTH message is to be sent back, as that is place where we have all the information to provide the reply, i.e. in that case it might be too late to change something like how the IDr fields are used. Section 7.4.4 of 24302-d30 says that if this attribute is included, then APN information in the IDr is ignored

It actually would be much better to use some special string for the IDr in the IKE_AUTH request to indicate that we are doing emergency session establishment.

Regarding issue 1 on DEVICE_IDENTITY attribute:

- agree our changes require " the responder is requesting the initiator to provide some information  (the server sends CFG_REPLY back asking for client provide the DEVICE_IDENTITY), but the RFC defines CP as used for exchange configuration information between IKE peers :
The Configuration payload, denoted CP in this document, is used to
exchange configuration information between IKE peers. 

and there is no explicit restriction on CFG_REQUEST and CFG_REPLY directions between initiator and responder.
- About the proposal to use Notify payload to send the information:

It seems workable according to RFC:

The Notify payload, denoted N in this document, is used to transmit
informational data, such as error conditions and state transitions,
to an IKE peer.
- If we do decide to use Notify payload, then similar changes would need to be applied to all new attributes.

Regarding issue 3 on EMERGENCY_IND attribute:

About using some special string for the IDr in the IKE_AUTH request to indicate that we are doing emergency session establishment, this would involve some manipulation of APN formatting. Theoretically it is possible to replace the network identifier part with the string like “EMERGENCY”, the ePDG would then need to check the first label of IDr field to determine whether it is emergency session. This seems to be workable.
3. Conclusion

CT1 needs to discuss the feedbacks on usage of configuration payload in these cases and and decide on way forward to address these feedbacks. CRs can then be prepared for the C1#96 (Feb) meeting if changes in the spec are required.
4. Appendix

From: Amanda Baber via RT [mailto:iana-prot-param@iana.org]

Sent: 16 December 2015 7:45 PM

To: Frederic Firmin

Subject: [IANA #879113] General Request for Assignment (ikev2-parameters)

Dear Frederic,

Please see the expert's response below.

Best regards,

Amanda Baber

IANA Senior Specialist

ICANN

> On Thu Nov 05 09:32:49 2015, frederic.firmin@etsi.org wrote:

> > 

> > Contact Name:

> > Frederic Firmin

> > 

> > Contact Email:

> > frederic.firmin@etsi.org
> > 

> > Type of Assignment:

> > New item in the "IKEv2 Configuration Payload Attribute Types" of the 

> > "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> > 

> > Registry:

> > The "IKEv2 Configuration Payload Attribute Types" of the "Internet 

> > Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> > 

> > Description:

> > This IKEv2 attribute is used to provide device identity.

> > 

> > Additional Info:

> > IETF RFC 4306 defines the registry for the "IKEv2 Configuration 

> > Payload Attribute Types". IETF RFC 7296 and IETF RFC 5996 refer to 

> > IETF RFC 4306 for the definition of the registry.

> > 

> > The following attribute is requested to be registered:

> > - value: (number to be assigned by IANA)

> > - attribute type: DEVICE_IDENTITY

> > - multi-valued: no

> > - length: 1 or more octets

> > - reference: 24.302 13.3.0 http://www.3gpp.org/ftp/Specs/html-
> > info/24302.htm

This assignment is problematic. 

If I have understood correctly this will use configuration payloads in non-standard way, i.e. in way where it has not been used before.

Normally client requests parameters by sending CFG_REQUEST, and server replies values back using CFG_REPLY.

In this case if I have understood correctly the server sends CFG_REPLY back asking for client provide the DEVICE_IDENTITY. The RFC7296 says that "In variations of the protocol where there are multiple IKE_AUTH exchanges, the CP payloads MUST be inserted in the messages containing the SA payloads." (RFC7296 section 2.19). This means that

CP(CFG_REPLY) is in the last IKE_AUTH, i.e. after the EAP authentication is finished.

[JEN:But the RFC doesnot restrict the number of times CFG_REQUEST and CFG_REPLY can be sent. the whole text is:

In all cases, the CP payload MUST be inserted before the SA payload.
In variations of the protocol where there are multiple IKE_AUTH
exchanges, the CP payloads MUST be inserted in the messages
containing the SA payloads.
to me this only means that the last CFG_REPLY needs to be before or at least in the same message as SA payloads. For our changes, this condition is satisfied. So what is the issue?

The 24302-d30 section 7.2 seems to indicate that we send CFG_REPLY back during the EAP and IKE_AUTH exchanges, and then do second CFG_REQEST after that. This is against the RFC7296, as the first CFG_REQUEST already contains the IP-address assingment request, and its CFG_REPLY MUST be in the last IKE_AUTH.

Also the DEVICE_IDENTITY is attribute that is flowing in wrong direction. I.e. the CFG_REQUEST/CFG_REPLY is meant to be working so that CFG_REQUEST is used by the initiator to request something and CFG_REPLY is used by responder to reply those configuration parameters. [JEN: where can we see this requirement in RFC? cannot find it, RFC does not seem to have such restriction] In this case the responder is requesting the initiator to provide some information.

Also DEVICE_IDENTITY has nothing to do with the configurations of the devices, and is not needed by the IKE or the networks stack to create the IKEv2 tunnel. It does not belong to the configuration payloads.

As this is also completely untrusted, and provided just for the information for the server side, I think it would be better to use Notify payloads to send this information. I.e. allocate status notification payload for IMEI and another one for IMEISV, and require that clients send those notifications during the IKE_AUTH exchange. 

> On Thu Nov 05 09:34:43 2015, frederic.firmin@etsi.org wrote:

> >

> > Contact Name:

> > Frederic Firmin

> >

> > Contact Email:

> > frederic.firmin@etsi.org
> >

> > Type of Assignment:

> > New item in the "IKEv2 Configuration Payload Attribute Types" of the 

> > "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> >

> > Registry:

> > The "IKEv2 Configuration Payload Attribute Types" of the "Internet 

> > Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> >

> > Description:

> > This IKEv2 attribute is used to provide indication of UE supporting 

> > re-selection P-CSCF.

> >

> > Additional Info:

> > IETF RFC 4306 defines the registry for the "IKEv2 Configuration 

> > Payload Attribute Types". IETF RFC 7296 and IETF RFC 5996 refer to 

> > IETF RFC 4306 for the definition of the registry.

> > The following attribute is requested to be registered:

> > - value: (number to be assigned by IANA)

> > - attribute type: P-CSCF_RESELECTION_SUPPORT

> > - multi-valued: no

> > - length: 1 octet

> > - reference: http://www.3gpp.org/ftp/Specs/html-info/24302.htm
This also have some problems. This is one way indication from the client to the server, this is not configuration value that the client requests from the server.

Also it is not clear what this parameter means. The section 7.2.2 of

24320-d30 says:

If the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66], the UE shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-CSCF_RESELECTION_SUPPORT attribute in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. The P-CSCF_RESELECTION_SUPPORT attribute content is defined in subclause 8.2.4.2.

i.e. it seems this reSELECTION support attribute is used to indicate whether reSTORATION is supported? I do not know where this attribute affects, is it something that affects the configuration of the devices, or is just indication from the client to the server indicating that client supports some features (in which case it might be better to indicate that in notify payload).

-----Original Message-----

From: Amanda Baber via RT [mailto:iana-prot-param@iana.org]

Sent: 16 December 2015 7:47 PM

To: Frederic Firmin

Subject: [IANA #879115] General Request for Assignment (ikev2-parameters)

Dear Frederic,

Please see the review below. 

thanks,

Amanda Baber

IANA Senior Specialist

ICANN

> On Thu Nov 05 09:35:29 2015, frederic.firmin@etsi.org wrote:

> > 

> > Contact Name:

> > Frederic Firmin

> > 

> > Contact Email:

> > frederic.firmin@etsi.org
> > 

> > Type of Assignment:

> > New item in the "IKEv2 Configuration Payload Attribute Types" of the 

> > "Internet Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> > 

> > Registry:

> > The "IKEv2 Configuration Payload Attribute Types" of the "Internet 

> > Key Exchange Version 2 (IKEv2) Parameters" as shown at

> > http://www.iana.org/assignments/ikev2-parameters/ikev2-
> > parameters.xhtml#ikev2-parameters-21 and as specified in IETF RFC

> > 4306 and updated by IETF RFC 5996 and IETF RFC 7296.

> > 

> > Description:

> > This IKEv2 attribute is used to indicate establishment for emergency 

> > session.

> > 

> > Additional Info:

> > IETF RFC 4306 defines the registry for the "IKEv2 Configuration 

> > Payload Attribute Types". IETF RFC 7296 and IETF RFC 5996 refer to 

> > IETF RFC 4306 for the definition of the registry.

> > The following attribute is requested to be registered:

> > - value: (number to be assigned by IANA)

> > - attribute type: EMERGENCY_IND

> > - multi-valued: no

> > - length: 0 octets

> > - reference: http://www.3gpp.org/ftp/Specs/html-info/24302.htm
Again this has similar problems. This is not a configuration value.

This is something that is also needed before the configuration request is even parsed. Configuration payloads are usually only processed after the full authentication is done and when the final IKE_AUTH message is to be sent back, as that is place where we have all the information to provide the reply, i.e. in that case it might be too late to change something like how the IDr fields are used. Section

7.4.4 of 24302-d30 says that if this attribute is included, then APN information in the IDr is ignored.

It actually would be much better to use some special string for the IDr in the IKE_AUTH request to indicate that we are doing emergency session establishment. I.e. IDr is supposed to tell which service we want to connect. If that value would be for example string "EMERGENCY"

or similar than that could be used to select suitable IPsec policy based on fact that we are doing the emergency session establishment, and it would be clear separation form the normal session establishment.






































































