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1. Introduction

CT1 has received an LS from SA3 on enhanced GPRS in relation to Cellular IoT, where SA3 requests CT1 to provide feedback on the security solution being developed. This paper discusses the issues highlighted by SA3 and proposes replies to be sent to SA3.
2. Background

As part of the work to enhance GSM for support of CIoT, SA3 has started to work on security enhancements of the Gb interface for CIoT devices in GSM. The assumption is that the enhanced security is to be used only by new supporting devices and legacy devices continue to use legacy security. SGSN supporting the enhanced security may need to serve devices not supporting enhanced security.
3. Problem description 

SA3 describes the status of the GSM security enhancements and requests feedback on four issues as discussed below.
3.1. CT1 specification update
“SA3 kindly asks CT1 to start the stage 3 work and update LLC and GMM protocols specifications for enhanced GPRS in relation to Cellular IoT. This is a Release-13 work item, and would need to be concluded within related time frame.”

The normal way to work in 3GPP is to update the stage 3 protocol specifications when corresponding stage 2 requirements have been captured in normative specification. Given this it is proposed to follow such principle also for enhanced GSM security and await stage 2 specification. CT1 should still do their best to keep the given time frame and try to speed up completion of the work as far as possible. CT1 should follow the progress of the topic in SA3 to be prepared to start work and discussions as soon as possible. To further secure timely completion CRs to CT1 specifications can be handled and agreed in the same plenary cycle as the corresponding stage 2 updates via linked CRs.
Proposal 1: It is proposed to provide feedback to SA3 according to the above.

3.2. New GEA/GIA algorithms 

“SA3 would like to receive CT1 feedback on input parameters to the new GEA/GIA algorithms, especially on the new COUNT-I input parameter.”
This issue is related to the input parameters to use for the new security algorithms introduced for enhanced GSM security. The new GEA/GIA algorithms to introduce for GSM CIoT has been discussed in more detail in an LS exchange between SA3 and ETSI SAGE and a response from ETSI SAGE to SA3 can be found in [2]. The most likely decision is to base the new GSM algorithms on Kasumi and SNOW 3G.

For the new GEA5 SNOW 3G based algorithm to be used for GSM CIoT it is assumed by ETSI SAGE in [2] that the same algorithm as for UEA2 can be used but with different CONST values. GEA5 would be applied in LLC in the same way as the Kasumi 128 based GEA4 and the same input parameters would be available from a protocol perspective. The details of GEA4 input can be found in [3], Annex A, and when compared to GEA5 initial design it is seen that the available parameters can be used. Based on this it can be assumed that GEA5 can be introduced without further protocol enhancements.
Introduction of GIA4 and GIA5 is adding new functionality to GSM as integrity protection is currently not supported. Also integrity protection will be applied on LLC layer (see [2]) and the parameters required by the GIA algorithms need to be available there. A similar mechanism for Integrity Key negotiation as for the ciphering case is needed, but should be solved in the algorithm negotiation phase (see 3.3 below).
According to [2] the COUNT-I input parameter is the 32 bit parameter to use as input to the integrity algorithm. The corresponding parameter in GEA4 is called “Input” in [3], Appendix A. It can be seen that Input is generated from a 9 bit LLC Frame Number and Overflow Counters for both UI frames and I frames. Further SGSN generated IOV-UI and IOV-I values are used as input. In current LLC the handling of these parameters are described for the encryption case. To add support for corresponding integrity protection parameters would require significant LLC updates of both messages and parameter handling, both for MS and SGSN. To avoid message updates, a possible reuse of current information elements and parameters can be evaluated, but this would be a task for SA3.
It should also be noted that the information elements and parameters required for integrity protection need to be available also during algorithm negotiation. Whether this will impact LLC and/or GMM depends on the decision for issue 3.3 below.
Proposal 2: It is proposed to inform SA3 that CT1 cannot see any protocol related issues to introduce GEA5.
Proposal 3: It is proposed to inform SA3 that further SA3 decisions on GIA input parameters are needed to evaluate protocol impact, but addition of specific integrity protection information elements and parameters will likely have major impact on LLC and possibly GMM.

3.3. Algorithm negotiation 

“SA3 would also like to ask CT1 to analyse the algorithm negotiation problem documented in section 6.1.3 of TR 33.860 (S3-152568), and specify the solution in their specifications. This problem is related to negotiation of the algorithms in an efficient and secure way.”
As can be seen in the SA3 TR the issue here is that protection of the algorithm negotiation needs to be performed in GMM compared to the subsequent protection that will be performed in LLC. Thus the protocol enhancements to carry the MAC used in the protection needs to be done in LLC once the algorithm negotiation is completed. However to protect the first two messages of the algorithm negotiation, GMM needs the MAC.

SA3 has identified two alternatives:

1. Update GMM to transfer MAC in the needed messages;

2. Let the LLC transfer MAC, as this support is anyway needed, and let LLC transfer the MAC to GMM for the algorithm negotiation part on the MS side.

The benefit of 2 is that no updates are needed to transfer MAC via GMM. This option does however specify a layer violation in the MS as the MAC required verifying security on GMM is carried in LLC.
Option 1 is a clean protocol solution and even if there is GMM impact, addition of a new optional information element in the applicable messages is a quite normal protocol enhancement which seems to be a minor issue.

Proposal 4: It is proposed to inform SA3 that CT1 prefers option 1.

3.4. MAC signalling in LLC

“SA3 would also like to ask CT1 to analyse the MAC problem documented in section 6.1.7 of TR 33.860 (S3-152568), and specify the solution in their specifications. This problem is related on how the LLC protocol is carrying the MAC.”

SA3 proposed to indicate integrity protection on LLC using a spare bit in the control field. In integrity protected LLC messages the MAC can then be added using 4 octets at the end of a legacy LLC message, or by reusing the three Frame Check Sequence Field octets and only add one additional octet for the MAC.
Using a spare bit to indicate integrity protection is an acceptable protocol solution given that such messages will only be used between entities supporting enhanced security. This would be established in the security establishment part. As MS and SGSN are both updated, the new bit will be understood and appropriate message parsing can be done.
Reuse of the three Frame Check Sequence Field octets for three MAC octets seems to be a reasonable optimization that would limit message size. An updated entity would use the MAC for integrity protection which would so some extent fulfil the same use as FCS and no separate Frame Check would be needed.

Proposal 5: It is proposed to answer SA3 that using a spare bit to indicate integrity protection and that reusing the FCSF for MAC is the option preferred by CT1.
4. Proposal

It is proposed to send a Reply-LS to SA3 providing the feedback as indicated in proposals 1-5 above.
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