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1. Introduction
This contribution is proposing the procedures update on private call according to MCPTT configuration update on the several procedures mentioned in 3GPP TS 23.179.
2. Reason for Change
In annex B of 3GPP TS 23.179 v1.1.1, the configuration parameters for MCPTT UE and MCPTT user are updated and many of them need to be implemented in 3GPP 24.379.
In MCPTT UE related date, “Max number of private calls(N10)” was introducted and it affect on authorization of MCPTT UE at the originating Participatng function.

In MCPTT user related data, “Authorised to make private call with manual commencement” and “Authorised to make private call with automatic commencement” were introduced and they affect on authorization of MCPTT user at the originating Participating function.
In MCPTT user related data, “User which can be called in private call” was introducated and it affect on authorization of MCPTT user at the terminating Participatng function.

In MCPTT user related data, “Max private call duration” was introduced and it affect the resource management and session release at the Controlling function.

In annex B of 3GPP TS 23.179 v1.1.1, “Max hang timer for private calls”, “Restriction in notification of call failure reason for private call” and others were also introduced but those configuration parameters without supporting text in 3GPP TS 23.179 are not handled here.
As editorial correction, at several places “MCPTT Address” are changed as “MCPTT ID”.
3. Proposal

It is proposed to agree the following changes to 3GPP TS <TS number and version>.
* * * First Change * * * *

11.1.1.3.1.1
On-demand private call

Upon receipt of a "SIP INVITE request for originating participating function", the participating MCPTT function:

Editor's Note [CT1#94, C1-153764]: The name of the above SIP INVITE request assumes no encryption of application-related sensitive data in the request (e.g. to hide the MCPTT identities from the SIP layer). Requirements for encryption are FFS, If encryption is required then the above SIP request will also exist in a form that identifies that the request carries sensitive data, e.g. "SIP INVITE request for originating participating MCPTT function with application data encryption".
1)
may reject the SIP INVITE request with a SIP 503 (Service Unavailable) response depending on the value of the Resource-Priority header field if the Resource-Priority header field is included in the received SIP INVITE request according to rules and procedures specified in 3GPP TS 24.229 [4];
Editor's Note [CT1#94, C1-153764]: The values of Resource-Priority header field are FFS.

2)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for originating participating function" with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24];

Editor's Note [CT1#94, C1-153764]: It is still to be determined if QoE profiles are to be specified for MCPTT. If so, then the QoE profile may be a factor in determining whether to reject or allow the request.

Editor's Note [CT1#94, C1-153764]: It needs to be determined if there is configuration at the participating MCPTT function for outgoing MCPTT call barring and hence a check for its existence for the MCPTT user at the participating MCPTT function.

3)
shall check if the number of maximum private callssupported for the MCPTT user has exceeded. If exceeded, the participating MCPTT function shall respond with a SIP 486 (Busy Here) response with the warning text set to "XXX maximum number of private calls reached " in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps;
Editor's Note [CT1#94, C1-153764]: The above step requires that the participating function has configuration related to maximum number of simultaneous sessions for the MCPTT user. This is still to be determined,

4)
shall determine the MCPTT ID of the calling user;

Editor's Note [CT1#94, C1-153764]: The P-Asserted-Identity field will contain the IMPU and this is not the MCPTT ID. It has not yet been determined how the participating MCPTT function obtains the MCPTT ID. The MCPTT ID could either be 1) included in a body (and encrypted if need be and then decrypted by the server, with the key management solution being FFS) or 2) mapping tables are provided by identity management between the IMS IMPU and the MCPTT-ID and then the IMPU is translated to the MCPTT-ID at the entities.

5)
if the user identified by the MCPTT ID is not authorised to initiate private calls, shall reject the "SIP INVITE request for originating participating function" with a SIP 403 (Forbidden) response to the "SIP INVITE request for originating participating function", with warning text set to "107 user not authorised to make private calls" in a Warning header field as specified in subclause 4.4;

Editor's Note [CT1#94, C1-153764]: A URI parameter (e.g. Session Type defined by OMA PCPS) or other may need to be specified so that the participating MCPTT function knows that this is a private call.
6)
when the received SIP INVITE request includes an Answer Mode header field with the value "Auto" and the configuration on the participating MCPTT function indicates that the user identified by the MCPTT ID is not authorised to initiate private call with automatic commencement, shall reject the "SIP INVITE request for originating participating function" with a SIP 403 (Forbidden) response including warning text set to "XXX user not authorised to make private call with automatic commencement" in a Warning header field as specified in subclause 4.4;

7)
when the received SIP INVITE request includes an Answer Mode header field with the value "Manual" and configuration on the participating MCPTT function indicates that the user identified by the MCPTT ID is not authorised to initiate private call with manual commencement, shall reject the "SIP INVITE request for originating participating function" with a SIP 403 (Forbidden) response including warning text set to "XXX user not authorised to make private call with manual commencement" in a Warning header field as specified in subclause 4.4;
8)
shall validate the media parameters and if the MCPTT speech codec is not offered in the "SIP INVITE request for originating participating MCPTT function" shall reject the request with a SIP 488 (Not Acceptable Here) response. Otherwise, continue with the rest of the steps;

9)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.3;

10)
shall copy the received Request-URI including any other uri-parameter present in the received Request-URI into the Request-URI of the outgoing SIP INVITE request;

11)
if the incoming "SIP INVITE request for originating participating MCPTT function" contained an Answer Mode header field, then populate the Answer Mode header field of the outgoing SIP INVITE request with the contents of the Answer Mode header field from the incoming "SIP INVITE request for originating participating function";

Editor's Note [CT1#94, C1-153764]: Study is still required about the authorisation of the commencement mode indicated by the served user. It is understood that the served user can request manual or automatic commencement mode and these requirements can be provided by using the Answer Mode header from RFC 5373. However, RFC 5373 allows for stricter policy to be applied. For example, a dispatcher or authorised user may be subject to a stricter policy that allows for a stronger need to contact the user using a specific mode. RFC 5373 provides the use of the Priv-Answer-Mode header field as well as the the "require" modifier. The "require" modifier would allow the mandated requirement for the called user to answer with that mode and if it cannot fulfil that request, to reject the request. All of these aspects still need to be discussed in CT1.

12)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received "SIP INVITE request for originating participating server", as specified in subclause 6.3.2.1.1.1;

13)
shall include a Resource-Priority header field according to rules and procedures of 3GPP TS 24.229 [4] set to the value indicated in the Resource-Priority header field if included in the SIP INVITE request from the MCPTT client; and

Editor's Note [CT1#94, C1-153764]: What values it is set to is FFS. How the participating MCPTT function processes the Resource-Priority header in conjunction with other data (e.g. QoE data which is also FFS) to determine how to set this header in the outgoing INVITE is FFS.

14)
shall forward the SIP INVITE request, according to 3GPP TS 24.229 [4].

* * * Next Change * * * *

11.1.1.3.1.2
Private call initiation using Pre-established session
Upon receipt of a "SIP REFER request for a pre-established session", the participating MCPTT function:

Editor's Note [CT1#94, C1-153764]: The above SIP REFER request assumes no encryption of application-related sensitive data in the request (e.g. to hide the MCPTT identities from the SIP layer). Requirements for encryption are FFS, If encryption is required then the above SIP request will also exist in a form that identifies that the request carries sensitive data, e.g. "SIP REFER request for pre-established session with application data encryption".
1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the SIP INVITE request with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24];

Editor's Note [CT1#94, C1-153764]: It is still to be determined if QoE profiles are to be specified for MCPTT. If so, then the QoE profile may be a factor in determining whether to reject or allow the request.

Editor's Note [CT1#94, C1-153764]: It needs to be determined if there is configuration at the participating function for outgoing MCPTT call barring and hence a check for its existence for the MCPTT user at the participating function.

2)
shall check if the number of maximum private calls supported for the MCPTT user has exceeded. If exceeded, the participating MCPTT function shall respond with a SIP 486 (Busy Here) response with the warning text set to "XXX maximum number of private calls reached" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps;

Editor's Note [CT1#94, C1-153764]: The above step requires that the participating function has configuration related to maximum number of simultaneous sessions for the MCPTT user. This is still to be determined.

3)
shall determine the MCPTT ID of the calling user;

Editor's Note [CT1#94, C1-153764]: The P-Asserted-Identity field will contain the IMPU and this is not the MCPTT ID. It has not yet been determined how the participating MCPTT function obtains the MCPTT ID. The MCPTT ID could either be 1) included in a body (and encrypted if need be and then decrypted by the server, with the key management solution being FFS) or 2) mapping tables are provided by identity management between the IMS IMPU and the MCPTT-ID and then the IMPU is translated to the MCPTT-ID at the entities.

4)
if the user identified by the MCPTT ID is not authorised to initiate private calls, shall reject the "SIP REFER request for pre-established session" with a SIP 403 (Forbidden) response to the SIP INVITE request, with warning text set to "107 user not authorised to make private calls" in a Warning header field as specified in subclause 4.4;

Editor's Note [CT1#94, C1-153764]: A URI parameter (e.g. Session Type defined by OMA PCPS) or other may need to be specified so that the participating function knows that this is a private call. This would be contained in the SIP-URI in the Refer-To header field.
5)
when the received SIP REFER request includes a Refer-To URI with an Answer Mode header field in the header portion of the SIP URI set to "Auto" and configuration on the participating MCPTT function indicates that the user identified by the MCPTT ID is not authorised to initiate private call with automatic commencement, shall reject the "SIP REFER request for pre-established session” with a SIP 403 (Forbidden) response including warning text set to "XXX user not authorised to make private call with automatic commencement" in a Warning header field as specified in subclause 4.4;
6)
when the received SIP REFER request includes a Refer-To URI with an Answer Mode header field in the header portion of the SIP URI set to "Manual" and configuration on the participating MCPTT function indicates that the user identified by the MCPTT ID is not authorised to initiate private call with manual commencement, shall reject the "SIP REFER request for pre-established session” with a SIP 403 (Forbidden) response including warning text set to "XXX user not authorised to make private call with manual commencement" in a Warning header field as specified in subclause 4.4;
7)
if the "SIP REFER request for a pre-established session" contained a Refer-Sub header field containing "false" value and a Supported header field containing "norefersub" value, shall handle the SIP REFER request as specified in 3GPP TS 24.229 [4], IETF RFC 3515 [25] as updated by IETF RFC 6665 [26], and IETF RFC 4488 [22] without establishing an implicit subscription;

Editor's Note: [CT1#94, C1-153764]: Whether the client should be using the Explict Subscription ("nosub") mechanism in RFC 7614 or whether the Refer-sub=False header and "norefersub" option tag as defined in RFC 4488 can be used to avoid creation of an implicit subscription is for further study.

8)
shall generate a final SIP 2xx response to the "SIP REFER request for a pre-established session" according to 3GPP TS 24.229 [4];

NOTE:
In accordance with IETF RFC 4488 [22], the participating MCPTT function inserts the Refer-Sub header field containing the value "false" in the SIP 2xx response to the SIP REFER request to indicate that it has not created an implicit subscription.

9)
shall send the response to the "SIP REFER request for a pre-established session" towards the MCPTT client according to 3GPP TS 24.229 [4];

10)
shall generate a SIP INVITE request as specified in subclause 6.3.2.1.4;

11)
shall copy the contents of the URI including any other uri-parameter present, from the Refer-To header field of the "SIP REFER request for a pre-established session" to the Request-URI of the SIP INVITE request;

12)
if the incoming SIP REFER request contained a Refer-To URI with an Answer-Mode header field then populate the Answer Mode header field of the outgoing SIP INVITE request with the contents of the Answer Mode header field in the incoming SIP REFER request;

Editor's Note [CT1#94, C1-153764]: Study is still required about the authorisation of the commencement mode indicated by the served user. It is understood that the served user can request manual or automatic commencement mode and these requirements can be provided by using the Answer Mode header from RFC 5373. However, RFC 5373 allows for stricter policy to be applied. For example, a dispatcher or authorised user may be subject to a stricter policy that allows for a stronger need to contact the user using a specific mode. RFC 5373 provides the use of the Priv-Answer-Mode header field as well as the the "require" modifier. The "require" modifier would allow the mandated requirement for the called user to answer with that mode and if it cannot fulfil that request, to reject the request. All of these aspects still need to be discussed in CT1.

13)
shall include in the SIP INVITE request the option tag "tdialog" in a Supported header field according to the rules and procedures of IETF RFC 4538 [23];

14)
shall include in the SIP INVITE request an SDP offer as specified in subclause 6.3.2.1.1.2 based upon the SDP negotiated during the pre-established session establishment, together with the SDP offer (if any) included in the "SIP REFER request for a pre-established session";

15)
shall determine if the SIP REFER request is regarded as being received with an implicit floor request;

a)
if the SIP REFER request is regarded as being received with an implicit floor request, the participating MCPTT function shall include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request; and

b)
if the SIP REFER request is regarded as being not received with an implicit floor request, the participating MCPTT function shall not include the "mc_implicit_request" media level attribute in the associated UDP stream for the floor control in the SDP offer of the SIP INVITE request; and
16)
shall forward the SIP INVITE request according to 3GPP TS 24.229 [4].

* * * Next Change * * * *

11.1.1.3.2
Terminating procedures

NOTE:
This subclause covers both on demand session and pre-established session.

Upon receipt of a "SIP INVITE request for terminating participating MCPTT function", the participating MCPTT function:
1)
if unable to process the request due to a lack of resources or a risk of congestion exists, may reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 500 (Server Internal Error) response. The participating MCPTT function may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24];

2)
shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not present then the participating MCPTT function shall reject the request with a SIP 403 "Forbidden" response with the warning text set to "104 isfocus not assigned" in a Warning header field as specified in subclause 4.4. Otherwise, continue with the rest of the steps; 

Editor's Note [CT1#94, C1-153766]: If the service settings for the served MCPTT client have not yet been received by the participating MCPTT function, then the participating MCPTT function should reject the request. Service settings and required behaviour are FFS.

Editor's Note [CT1#94, C1-153766]: If privacy is included in the request, policy may exist on the participating MCPTT function to reject the request if anonymity is disallowed. This is FFS.

Editor's Note [CT1#94, C1-153766]: The participating MCPTT function may check for incoming barring settings for the user, and if these are specified, may also consider the priority of the user, i.e. whether the user has a normal priority or a privilege. This is FFS.

Editor's Note [CT1#94, C1-153766]: It is still to be determined if QoE profiles are to be specified for MCPTT. If so, then the QoE profile would be a factor for the participating MCPTT function when considering Resource-Priority in the case of possible congestion.
Editor's Note [CT1#94, C1-153766]: RFC 4964 provides the ability for the MCPTT caller to send media early prior to the MCPTT callee having answered the call. The participating MCPTT function would receive a 183 (Session Progress) with a P-Answer-State header field set to "Unconfirmed". This would get translated at the controller to a 200 (OK) "Unconfirmed" which would allow the caller to sent media packets to the participating MCPTT function which are buffered until the callee sends back the 200 (OK) response containing a P-Answer-State header field with the value of "Confirmed". In Stage 2, it is not clear if the terminating client sends a provisional response (not 100 Trying). It is currently assumed that in group call, 200 (OK) is sent back and not 18x, which would mean that there is no use of the P-Answer-State. Further clarification is needed.

3)
when the user identified by the MCPTT ID is not authorised to be called in private call, shall reject the "SIP INVITE request for terminating participating MCPTT function" with a SIP 403 (Forbidden) response including warning text set to "XXX user not authorised to be call in private call" in a Warning header field as specified in subclause 4.4;
4)
shall perform the automatic commencement procedures specified in subclause 6.3.2.2.5.1 and according to IETF RFC 5373 [18] if the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Auto"; or

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the default policy for answering the call at the invited MCPTT client is to use automatic commencement mode; and

5)
shall perform the manual commencement procedures specified in subclause 6.3.2.2.6.1 and according to IETF RFC 5373 [18] if the following conditions are met:
a)
"SIP INVITE request for terminating participating MCPTT function" contains an Answer-Mode header field with the value "Manual"; or

b)
"SIP INVITE request for terminating participating MCPTT function" does not contain an Answer-Mode header field and the default policy for answering the call at the invited MCPTT client is to use manual commencement mode.
* * * Next Change * * * *

11.1.1.4.1
Originating procedures

This subclause describes the procedures for inviting an MCPTT user to an MCPTT session. The procedure is initiated by the controlling MCPTT function as the result of an action in subclause 11.1.1.4.2 

The controlling MCPTT function:

1)
shall generate a SIP INVITE request as specified in subclause 6.3.3.1.3;

2)
shall include in the SIP INVITE request an SDP offer based on the SDP offer in the received SIP INVITE request from the originating network according to the procedures specified in subclause 6.3.3.1.1; and
3)
shall send the SIP INVITE request towards the core network according to 3GPP TS 24.229 [4]; and
4)
shall start a private call timer with a value set to the configured max private call duration for the user.
Upon receiving SIP 200 (OK) response for the SIP INVITE request the controlling MCPTT function:

1)
shall cache the contact received in the Contact header field;

2)
shall create and cache an anonymous MCPTT ID for the invited MCPTT user, if anonymity is requested via a Privacy header field containing the tag "id" in the SIP response and anonymous MCPTT ID has not been created yet for the invited MCPTT user; and

3)
shall interact with the media plane as specified in 3GPP TS 24.380 [5].

Editor's Note [CT1#94, C1-153739]: the procedure for anonymous MCPTT ID is FFS.
Upon expiry of the private call timer, the controlling MCPTT function shall follow the procedure for releasing private call session as specified in subclause 11.1.4.4.
* * * End Changes * * * *
