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1. Introduction
During the last CT1 meeting (#94; in Belgrade) a set of CRs [1] was tabled, revised and discussed on Correction of handling NAS reject messages without integrity protection. This set of CRs brought to the attention of CT1 a potential denial of service (DoS) attack scenario in E-UTRA whereby a false eNodeB (base station) can utilize non-integrity protected EMM reject messages from network to the UE direction.

This discussion paper attempts to provide a detailed analysis on the potential DoS attack by using NAS reject messages, to evaluate the possible solutions, and finally this paper proposes a way forward.

2. Discussion
2.1 Background
CT1 is aware of the fact that potential attacks can be mounted from a fake base station by providing the UE with non-integrity protected messages (see [2]). These attacks can range from a nuisance or inconvenience for the user and/or network to persistent DoS attacks similar to abuse of T3302 discussed by CT1 back in 2006 (see [2], [3], and [4]). It is our view that for cases which result in a persistent DoS attack though the risk and frequency of attack may both not be high, such gaps should nevertheless be closed as soon as possible by CT1.
2.2 Analysis
Scenarios
When considering potential DoS attacks by using non-integrity protected NAS reject messages, two scenarios need to be considered:
1. When a valid security context exists in the UE; and
2. When no valid security context exists in the UE.

As illustrated in the figure 2, for the case that the UE does not have a valid security context, the fake base station may provide an AUTHENTICATION REJECT message during an AKA procedure. Hence, not only can the fake base station use NAS reject message which can convey a reject cause value but also the message used to reject an AKA procedure (e.g., AUTHENTICATION REJECT message in S1 mode).
Observation: rejecting an AKA procedure can also be exploited to attempt DoS attack.

Figure 1: valid EPS security context exists in the UE and the request message is sent integrity protected.

Figure 2: DoS attack during AKA procedure (no valid EPS security context exists in the UE and the request message is sent unprotected).


Figure 3: DoS attack before AKA procedure is detected by the UE (no valid EPS security context exists in the UE and the request message is sent unprotected).
Cause values analysis for S1 mode
One question to answer is whether we need to apply a solution to all possible cause values in a NAS reject message or only to some of them. Also, which messages do we need to consider?
	Message and cause values
	Current UE behavior (high-level) 
	Severity of DoS attack 

	AUTHENTICATION REJECT
	· Consider the USIM as invalid until switching off or USIM is removed.
	· Unacceptable, all services are blocked.

	ATTACH/TAU/SERVICE REJECT with causes #3/6/8
	· Consider the USIM as invalid for EPS services and non-EPS services until switching off or USIM is removed.
	· Unacceptable, all services are blocked.

	ATTACH/TAU/SERVICE REJECT with cause #7
	· Consider the USIM as invalid for EPS services until switching off or USIM is removed;
· CS/PS mode UEs change to 2G/3G. 
	· Serious, PS services are blocked for PS mode Ues unless user action, however, no big issue for CS/PS mode UEs.

	ATTACH/TAU/SERVICE REJECT with causes #13/14/15/42
	· Either perform PLMN selection, or change to 2G/3G, or change to another TA/LA. In short, the UE will not stay in the current serving cell.
	· Low, the UE will move out of the coverage of fake eNodeB. 

	ATTACH/TAU/SERVICE REJECT with causes #11/35
	· Either perform PLMN selection, or change to 2G/3G, or change to another TA/LA. In short, the UE will not stay in the current serving cell.
	· Potentially, serious, in some countries there’s no national agreement to some or even all operators. Hence, in that case #11 and #35 result in the UE not able to get service.

	ATTACH/TAU/SERVICE REJECT with cause #12
	· Enter limited service state and no mandate to perform cell/PLMN selection and/or change to another TA/LA/RAT.
	· Normal services are blocked but note that the UE can perform cell/PLMN selection and/or change to another TA/LA/RAT based on UE implementation.

	ATTACH/TAU/SERVICE REJECT with cause #22
	· Be backed off for a longer time (default 15–30 min) in the area of RPLMN and its EPLMN list.
	· Serious, PS services are blocked for longer time.

	ATTACH/TAU/SERVICE REJECT with cause #25
	· Discard the reject message.
	· No issue.

	TAU/SERVICE REJECT with causes #9/10/40
	· Either reattach or change to 2G/3G.
	· PS services blocked only if the UE stays the very same cell after reattach;
· No big issue if the UE changes to 2G/3G. 

	SERVICE REJECT with cause #18
	· Shall not attempt CSFB;
· CS/PS mode 1 UEs may change to 2G/3G. 
	· Low, only MO CSFB is blocked while PS services are available.

	SERVICE REJECT with cause #39
	· MO CSFB will be backed off for a time (up to 186 min). 
	· Low, only MO CSFB is blocked while PS services are available.

	ATTACH/TAU/SERVICE REJECT with other causes
	· Abnormal cases 
	· Delay for the UE to access the real network in some cases.


Observation: no all cause values results in issue or even serious one.

Observation: the case of receiving cause values #3, #6, #7, #8, and #22 as well as an AUTHENTICATION REJECT message are serious. Also, for some operators #11 and #35 can also be considered serious if sent non-integrity protected as in some regions the UE won’t get service (e.g., no national roaming in place).
Solutions and evaluation
The set of CRs in C1-153378 - 3381 [1] provides solution #1. The UE runs backoff timer when a non-integrity protected reject message is received. There is no distinction among reject cause values received.
The set of CRs in C1-153654 - 3657 [1] provides solution #2. The UE is somehow backed off and unable to obtain services controlled by a timer which depends on whether the UE is configured to use timer T3245. Again, there is no distinction among reject cause values received.
New solution #3 is based in the main principle of is trying to move the UE out of coverage of the fake base station ASAP in order to obtain the services in a genuine cell. For this case, the existing UE behaviour in case of network fails the authentication check at the UE is reused as much as possible (see TS 24.301; sub-clause 5.4.2.7), quote:
f) Network failing the authentication check:
	If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release the RRC connection and treat the active cell as barred (see 3GPP TS 36.331 [22])." 

In that solution the UE attempts to select another suitable cell in the current TA or another neighbour TAs to obtain normal services in a genuine cell.
The benefit is to keep the service availability for the UE as far as possible, i.e., to defend the UE/user from DoS attacks (taking an active behaviour).
The solution #3 follows the existing cell barring mechanism (as specified in TS 36.304), so the current fake cell can be barred for 5m (300s). During this time, the UE should be able to select another suitable cell.
Please, note that during the barring time, the fake cell is actually excluded from being candidate for cell selection/reselection procedure. It could however happen that the UE may return back to the fake cell due to the fake cell can be a suitable cell after the expiry of barring time, if the DoS attack is well mounted, and then the UE will again bar the cell. Also, the “Ping-ponging” issue may happen in case of the UE returns back to the fake cell at every expiry of 5min.
New solution #4 is also based in the main principle of is trying to move the UE out of coverage of the fake base station ASAP in order to obtain the services in a genuine cell. For this case, the existing UE behaviour upon receipt of reject cause #15 is reused as much as possible (see TS 24.301):
· The UE adds the current TAI in the list of "forbidden tracking areas for roaming";
· The UE searches for a suitable cell in another TA;
· If no other TA is available, the UE, which also supports A/Gb/Iu mode, moves to 2G/3G (i.e., searches for a suitable cell in another LA).
Unlike solution #3, this solution tries to move the UE out of the current serving TA; not the current serving cell.
As per current forbidden TA list handling, the UE will remove this TA from the forbidden list with a period in the range 12 to 24h. This is long enough to avoid DoS attacks again. The service availability can be guaranteed with a limitation that the UE cannot obtain the services in the current TA within a period from 12 to 24h. This period might be too long for operators as, for example, a TA usually contains lots of cells where only one or more may be fake ones.
	Solutions
	Pros
	Cons

	Solution #1: as shown in C1-153378
	· The impact of DoS attacks is limited to the period of running back-off timer.
· In principle, simple, less impact to the UE due to re-use the existing UE behavior of cause #22.
	· The UE cannot obtain any service within period 15-30m which is also a kind of DoS attack from user perspective.
· The UE can be DoS attacked again after expiry of back-off timer.
· Seems an overkill for the UE’s behavior as the UE could change to other TA/LA/PLMN to gain service. 

	Solution #2: as shown in C1-153654
	· The impact of DoS attacks is limited to the period in the range 15-30m.
	· The UE cannot obtain any service within period 15-30m which is also a kind of DoS attack from user perspective.
· The UE can be DoS attacked again after expiry of T3245/T3445.
· New standardized timer is added which adds UE complexity. Interaction with timer T3245 and its handling.

	Solution #3: barring the current fake cell
	· Service availability can be kept within the current TA.
· Simple, less impact to the UE due to re-use existing UE behavior of network failing the authentication check.
	· The UE may return back to the fake cell after expiry of barring time (5m) which may further cause "Ping-Ponging" between the genuine cell and fake cell if the DoS attack is well mounted.

	Solution #4: adding the current TA into forbidden list
	· Service availability can be kept.
· Simple, less impact to the UE due to re-use  existing UE behavior of cause #15.
· “Ping-Ponging” issue can be avoided.
	· The S1 mode only UEs cannot obtain the services if no other TA is available.
· The UE cannot obtain the services in the current TA within a period 12-24h even when there are other genuine suitable cells in that TA. However, this could be overcome by introducing a new UE implementation specific timer with a range similar as per in solution #2 (15 - 30m) to clean-up the forbidden tracking areas for roaming list so the UE can re-obtain the service in the current TA in a shorter time.



Case of Iu mode
In Iu mode, there is no NAS-specific integrity protection but the use of integrity protection is an AS responsibility though the supervision that integrity protection is activated is the responsibility of the NAS in the MS (MM and GMM layers). Hence, the AS provides an indication (per domain) to NAS on whether integrity protection is activated.
TS 24.008 mandates the MS to accept (G)MM reject messages even if received non-integrity protected (as specified in sub-clause 4.1.1.1 on "Integrity checking of signalling messages in the mobile station (Iu Mode only)").
As for S1 mode, the use of (G)MM reject message without integrity protection can be exploited by an attacker in order to perform denial of service (DoS) attack. This attack would deliver to the MS a non-integrity protected (G)MM reject message. A persistent DoS attack can take effect when reject cause #2, #3, #6, #7, #8, #11 or #22 is used in which the messages to take into consideration are; LOCATION UPDATING REJECT, CM SERVICE REJECT, ATTACH REJECT, ROUTING AREA UPDATE REJECT, and SERVICE REJECT. The case of CM SERVICE REJECT can be questioned as in our view it results in inconvenience, and therefore any modification to the specification to be taken must balance the cost of the remedied threats and against the inconvenience rather than any actual denied services.
Observation: issue also exists in Iu mode for both CS and PS domains. The cause values are similar as per S1 mode.
Case of S101 mode
In S101 mode, the UE, which supports S1 mode (E-UTRA), can perform EPS attach procedure. This means that the UE can receive also a reject message without integrity protection. Note that S101 is an interface between cdma2000® HRPD and the EPC.

However, the sending of the reject message should be considered secured as signalling messages are carried transparently through the source access system and over the S101 interface to the target system and vice versa. The HRPD is generally treated as a trusted non-3GPP access network and it is therefore connected to the EPC via S2a, Gxa and STa intergaces. In short, we believe that there is no issue of DoS attack by using NAS reject messages in S101 mode.
Observation: no issue in S101 mode.
2.3 Proposal
Based on the analysis and the evaluation done in the section 2.2, there is no perfect solution for DoS attacks attempted by using NAS reject messages without integrity protection. After comparing the pros and cons of the solution #1, #2, #3, and also solution #4, the solution #4 seems more workable and simpler for the UE implementation and provides mitigation to potential DoS attacks while avoiding the ping ponging issue. It seems that this solution provides more benefits with some acceptable drawbacks. Hence, we would like to provide the below proposal:
Proposal: to adopt the solution #4 for both in S1 mode and in Iu mode.

Going for this proposal means to use a similar approach as existing behaviour upon receipt of cause #15. It should be considered to add an UE implementation specific timer to erase the list of "forbidden tracking areas for roaming" within a 15-30m as the current handling seems to be not optimal for the case of DoS attack.
4. Conclusion
We acknowledge that attacks can be mounted by providing NAS reject messages to the UE for both in S1 mode and in Iu mode. But note that a close analysis of the possible cause values to be used in such attacks shows that only some of the cause values can clearly lead to a persistent DoS attack. Also, the motivation to launch the attack is relatively low in our view, and therefore the risk of attack is not high. 

However, we propose a pragmatic but still cautious approach. We believe that for cases which result in a persistent DoS attack (i.e., as the use of reject causes #2, #3, #6, #7, #8, #11, #22 or #35 in non-integrity protected (E/G)MM reject messages and authentication reject messages), though the risk and frequency of attack may both not be high, such gaps should nevertheless be closed as soon as possible by CT1. The chosen solution should minimize impact to UE implementations and be based as much as possible in existing and well-tested behaviour. This would allow deploying solutions fast to market and the cost of such would not be prohibitively high or would cause interoperability problems.

Several solutions have been analyzed in detail and we would like to propose to adopt the solution #4. This solution is based on using similar approach as existing behaviour upon receipt of cause #15.

Finally, CT1 should discuss the denial of service (DoS) attack by using NAS reject messages and come to agreement to close the security gaps by agreeing a solution. A set of CRs is tabled for this meeting based on the solution #4 in C1-154301 - 4304.
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