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1. Introduction

There has been discussion on how to address lawful interception requirement of the VPLMN for a roaming UE in last CT1#94 meeting in Belgrade. This paper intends to propose a way forward so that legal interception aspect can also be included in the ePDG selection decision. 
2. Discussion
In SA2#110 meeting, agreement was reached to re-design ePDG selection mechanism in Release 13 to address GSMA requirements (as indicated in their LS in C1-151283) and to enable location based ePDG selection. Related stage 2 23.402 CR#1376 (S2-152689) was agreed in SA2#110 meeting, which has since been approved at SA#69 plenary.  Related stage 3 CR to introduce new ANDSF data model for ePDG selection configuration information was also agreed in CT1#93 meeting back in August and subsequently approved at CT#69 plenary.
Based on followup LS from GSMA (C1-152373) and from SA3-LI (C1-154059), SA3-LI concluded that the UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments:

There are countries in which regulations do not mandate selection of an ePDG in the VPLMN such as for LI; however, other countries consider a 3GPP operator within their jurisdiction providing Voice, Video, and SMS services over WIFI as offering regulated services (equivalent to the same LTE regulated service) for which LI must be provided. …
SA3 LI has studied the changes to 23.402 clause 4.5.4.3 and 4.5.4.4 from SA 2 and concludes that the UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments (i.e. use an ePDG in the VPLMN when required and available otherwise use an ePDG in the HPLMN for all other cases). 
Observation 1: Current UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments.

Note that related stage 3 CRs on the corresponding ePDG configuration data model for this new ePDG selection mechanism have already been agreed in CT1#93 and subsequently approved in CT#69 plenary. However, one final stage 3 alignment CR on ePDG selection procedural update to 24.302 was postponed in CT1#94 meeting to wait for additional SA3-LI analysis. Based on this feedback from SA3-LI, since current UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments, this last CR should be agreed as well.
Proposal 1: It is proposed to agree this remaining 24.302 CR on ePDG selection procedural update to allow alignment with existing SA2 agreement. 

SA3-LI did remind in their LS that additional aspect due to mis-configuration of ePDG selection may need to be considered:

However, due to the risk of mis-configuration of ePDG selection … may mean that the VPLMN is not meeting its regulatory obligations.  In order to allow the VPLMN to ensure that it is meeting its regulatory obligations, a means is required where by the VPLMN can inform the UE or the UE verify with the VPLMN whether the UE can be allowed to select a HPLMN ePDG instead of a VPLMN ePDG.
However, in practice, these concerns are addressed by bilateral roaming agreement (BRA) and SLA (service level agreement) between HPLMN and VPLMN. Every usage of a ePDG in VPLMN requires an agreement between VPLMN and HPLMN operator.  Any preferences of VPLMN should already be factored into BRA/SLA.  
If it is desired to have additional flexibility to allow those VPLMNs operating in the countries that have specific LI requirement to be able to optionally provide/confirm the ePDG selection preference of this VPLMN to the roaming UE,  this would still need to be based on bi-lateral agreements between the VPLMN and HPLMN operators.  
Currently ANDSF MO for the ePDG configuration info is specified under Home Network Preference:
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To achieve this additional flexibility, this ePDG configuration data model can be extended so that similar ePDG configuration information could be optionally provided by the VPLMN through the Visiting Network Preference:
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This will provide a means to allow the VPLMN to optionally confirm the ePDG selection preference of this VPLMN to the roaming UE dynamically, e.g. in case selection of ePDG in this VPLMN is mandatory due to lawful interception requirement but the pre-configured ePDG selection preference by home operator indicates that selection of ePDG in this VPLMN is preferred. 

Similar to configuration in HPLMN, the VPLMN can also pre-configure static ePDGs addresses in the ePDG configuration information of the VPLMN. In case the ePDG in VPLMN is preferred or mandatory,  the VPLMN can be pre-configured to prefer static ePDG address or to select ePDG dynamically via FQDN query if location based selection via "prefer_static_ePDG_identifier" flag. In case dynamic selection is preferred but failed, static ePDG addresses if available can be used as to enable alternative ePDG selection.  

Note that VPLMNs are not required to have this optional configuration. But if available, V-ANDSF can push these VPLMN related ePDG selection policies to the roaming UE.  The roaming UE uses ePDG selection policies from its home PLMN and additionally selection policies from visiting PLMN (if available and if there are roaming agreements) to make selection decision. There is not much change to UE handling logic since the same set of information is processed.
Proposal 2:  As a enhancement option, the ePDG configuration data model can be extended so that similar ePDG configuration information can be optionally provided by the VPLMN through the Visiting Network Preference. The roaming UE uses ePDG selection policies from its home PLMN and additionally selection policies from visiting PLMN to make selection decision depending on bi-lateral roaming agreements between the VPLMN and the UE's HPLMN operators.
3. Conclusion

Current UE configuration set by the HPLMN provides flexibility for any PLMN operator to meet some regional regulatory requirement variations and account for variations in regional ePDG deployments. It is proposed to agree this remaining 24.302 CR (C1-154189, 0426r16) on ePDG selection procedural update for alignment with existing SA2 agreement. 
In addition, it is proposed to discuss whether current ePDG configuration data model needs be extended to allow those VPLMNs operating in the countries that have specific LI requirement to be able to optionally provide/confirm the ePDG selection preference of this VPLMN to the roaming UE if there are bi-lateral roaming agreements between the VPLMN and HPLMN operators. 
If this extension is desired, then it is proposed to reuse existing ePDG configuration data model so that similar ePDG configuration information can be provided by the VPLMN through the Visiting Network Preference. Related extension of ANDSF data model is provided in C1-154347. 
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