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	Reason for change:
	Present specification mandates the UE to accept EMM reject messages even if received non-integrity protected (see sub-clause 4.4.4.2).

The use of EMM reject message without integrity protection can be exploited by an attacker in order to perform denial of service (DoS) attack. This attack would deliver to the UE a non-integrity protected EMM reject message. As described in C1-154300, a persistent DoS attack can take effect when reject causes #3, #6, #7, #8, #11, #22 and #35 are used. Also, as described in C1-154300, two scenarios need to be considered:
(1) when the UE has a valid EPS security context; and
(2) when the UE has no valid EPS security context.

This CR looks into the case (2) in which the message to take into consideration is AUTHENTICATION REJECT.

The authentication procedure is always initiated by the network and can be part of an ongoing EMM procedure (e.g., EPS attach, tracking area updating, service request). A DoS attack can be mounted by providing an AUTHENTICATION REJECT message without integrity protection. Present specified UE behaviour results in the USIM considered invalid until switching off the UE or the UICC containing the USIM is removed.
For this case, it is proposed to follow the principle of allowing the UE to obtain service as soon as possible in a genuine cell rather than stopping the UE to get service. Additionally, the solution should prevent the UE from returning to the so-called fake cell(s) and avoid potential ping ponging. It is therefore proposed to follow similar behaviour as per the reject cause value #15 (No suitable cells in tracking area) in EMM specific procedures. Also, it is proposed to add an implementation specific timer to erase the list of "forbidden tracking areas for roaming" within a 15-30m as the current handling is not optimal for the case of DoS attack. Note that the current handling is that the UE erases the list when switched off or when the UICC containing the USIM is removed, and periodically (with a period in the range 12 to 24 hours). This period of 12-24h is considered too long. One can wonder whether the UE needs to erase “the whole” list or only the TAI which was added. It seems more reasonable to delete only the TAI upon expiry of the timer. Hence, operator’s indicated forbidden TAIs are kept.

	
	

	Summary of change:
	When the UE receives an AUTHENTICATION REJECT message without integrity protection, the UE follows similar behaviour as existing #15 (No suitable cells in tracking area) so that the UE adds the current TAI in in the list of "forbidden tracking areas for roaming", an implementation specific timer is started with a random value uniformly drawn from the range between 15 minutes to 30 minutes, if it’s not running from the current TAI. The UE searches for a suitable cell in another TA or LA in the same PLMN (a UE supporting A/Gb or Iu mode may move to 2G/3G). At expirty of the implementation specific timer, the UE erases the associated TAI from the list of "forbidden tracking areas for roaming".

	
	

	Consequences if not approved:
	The posibility for mounting a DoS attack against UE through the use of sending an AUTHENTICATION REJECT message without integrity protection remains. This can lead to undesirable effects, e.g., locking the user out until switching off or when the UICC containing the USIM is removed.

	
	

	Clauses affected:
	5.4.2.5

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	This CR can be taken by UE implementation in an earlier version of the specification so that the security gap is closed as soon as possible.
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[bookmark: _Toc430935705]5.4.2.5	Authentication not accepted by the network
If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of identity used by the UE in the initial NAS message, that is:
-	if the GUTI was used; or
-	if the IMSI was used.
If the GUTI was used, the network should initiate an identification procedure. If the IMSI given by the UE during the identification procedure differs from the IMSI the network had associated with the GUTI, the authentication should be restarted with the correct parameters. Otherwise, if the IMSI provided by the UE is the same as the IMSI stored in the network (i.e. authentication has really failed), the network should send an AUTHENTICATION REJECT message to the UE.
If the IMSI was used for identification in the initial NAS message, or the network decides not to initiate the identification procedure after an unsuccessful authentication procedure, the network should send an AUTHENTICATION REJECT message to the UE.
Upon receipt of an AUTHENTICATION REJECT message, if the message is integrity protected, the UE shall set the update status to EU3 ROAMING NOT ALLOWED, delete the stored GUTI, TAI list, last visited registered TAI and KSIASME. The USIM shall be considered invalid until switching off the UE or the UICC containing the USIM is removed. 
If A/Gb or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the authentication and ciphering procedure is not accepted by the network.
If the AUTHENTICATION REJECT message was received without integrity protection, then the UE shall take the following actions:
-	The UE shall set the EPS update status to EU3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.3). Additionally, the UE shall store the current TAI in the list of "forbidden tracking areas for roaming" and shall remove the current TAI from the stored TAI list, if present.
-	If A/Gb mode or Iu mode is supported by the UE, the UE shall in addition handle the GMM parameters GMM state, GPRS update status, P-TMSI, P-TMSI signature, RAI, GPRS ciphering key sequence number and the MM parameters update status, TMSI, LAI and ciphering key sequence number as specified in 3GPP TS 24.008 [13] for the case when the authentication and ciphering procedure is not accepted by the network without integrity protection.
-	The UE shall start an implementation specific timer with a random value uniformly drawn from the range between 15 minutes to 30 minutes, if the timer is not running for the current TAI, and proceed as follows:
-	The UE shall search for a suitable cell in another tracking area or in another location area in the same PLMN according to 3GPP TS 36.304 [21]. It is up to the UE implementation how to re-run the ongoing procedure that triggered the authentication procedure.
-	Upon exipy of the implementation specific timer, the UE shall erase the TAI associated with the implementation specific timer from the list of "forbidden tracking areas for roaming". It is up to the UE implementation whether an EMM procedure needs to be performed.
If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any EMM signalling procedure, stop any of the timers T3410, T3417, T3430, T3418 or T3420 (if they were running) and enter state EMM-DEREGISTERED.
Depending on local requirements or operator preference for emergency bearer services, if the UE has a PDN connection for emergency bearer services established or is establishing a PDN connection for emergency bearer services, the MME need not follow the procedures specified for the authentication failure in the present subclause. The MME may continue a current EMM specific procedure or PDN connectivity request procedure. Upon completion of the authentication procedure, if not initiated as part of another procedure, or upon completion of the EMM procedure or PDN connectivity request procedure, the MME shall deactivate all non-emergency EPS bearers, if any, by initiating an EPS bearer context deactivation procedure. The network shall consider the UE to be attached for emergency bearer services only.
