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	*** First Change ***


6.4.2.2
EAP-AKA and EAP-AKA' based Authentication

The UE shall support EAP-AKA based authentication as specified in IETF RFC 4187 [33] and EAP-AKA' based authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under which one or the other of these two methods is used.

During network access authentication, the UE may provide an explicit indication for IPMS by adding an attribute in the EAP-AKA or EAP-AKA' payload as defined in subclause 6.3.3.

During network access authentication, the 3GPP AAA server may provide the ANID to the UE, see subclause 6.4.2.4.

For WLAN access, after the UE has been successfully authenticated from WLAN, the UE may receive EAP-Request/AKA’-Notification dialogue with AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" as defined in IETF RFC 4187 [33]. In this case, the UE shall behave the same way as when receiving rejection cause #33 "requested service option not subscribed" by starting the timer Tw2 using either the the configured Backoff Timer value or the default value of 12 minutes as specified in subclause 6.4.2.6.2.3.3. The UE shall not initiate the EPC access procedure to the same WLAN until timer Tw2 expires or switching off or the UICC containing the USIM is removed.
NOTE:
Switching off and USIM change conditions are implemented taking into consideration the user experience aspect.

	*** Next Change ***


6.4.2.6.2
Usage of single-connection mode (SCM)

6.4.2.6.2.1
PDN connection request initiation

If:

a)
the UE supports the SCM;

b)
the EAP-Request/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

1)
contains the message type field indicating CONNECTION_CAPABILITY; and

2)
contains the item list field including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating support of SCM; and

c)
the UE requests usage of the SCM;

then the UE:

a)
shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Response/AKA'-Challenge message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the UE shall:

1)
set the message type field to SCM_REQUEST; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item according to subclause 8.1.4.3 indicating the requested connectivity type - PDN connection, or NSWO; and

B)
if a PDN connection is requested:

i)
include a ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating whether an initial attach or a handover attach is requested;

ii)
if a PDN connection for an APN other than the default APN is requested, include an APN item according to subclause 8.1.4.5 indicating the requested APN;

iii)
if initial attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the requested PDN type;

iv)
if handover attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v)
if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9; and

b)
if a PDN connection is requested, shall include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.
NOTE:
If the UE does not include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message, in case of successful authentication, then EAP-Request/AKA'-Notification message is not received and the UE is only informed about success using EAP-Success.
6.4.2.6.2.2
PDN connection request accepted
Upon receiving the EAP-Request/AKA'-Notification message including the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating SCM_RESPONSE; and

-
contains the item list field,

if the AT_NOTIFICATION attribute indicates success, the UE shall determine the authorized connectivity type in the CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 included in the item list field. If the authorized connectivity type is PDN connection, the UE: 

1)
shall determine the selected APN in the APN item as described in subclause 8.1.4.5 included in the item list field;

2)
shall determine the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 included in the item list field;

3)
if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is included in the item list field, shall determine the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item;

4)
if a IPV4_ADDRESS item as described in subclause 8.1.4.11 is included in the item list field, shall determine the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

5)
if a IPV6_INTERFACE_IDENTIFIER item as described in subclause 8.1.4.12 is included in the item list field, shall determine the IPv6 interface identifier allocated to the UE for the PDN connection in the IPV6_INTERFACE_IDENTIFIER item and shall use it when building the IPv6 link local address; and

6)
shall determine the TWAG user plane MAC address in the TWAG_UP_MAC_ADDRESS item as described in subclause 8.1.4.14 included in the item list field, and shall use the TWAG user plane MAC address for encapsulating user plane packets according to 3GPP TS 23.402 [6].
6.4.2.6.2.3
PDN connection request not accepted

6.4.2.6.2.3.1
General

Upon receiving the EAP-Request/AKA'-Notification message including the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating SCM_RESPONSE; and

-
contains the item list field,

if the AT_NOTIFICATION attribute indicates failure with value 0 "General failure after authentication" or value 16384 "General failure" as defined in IETF RFC 4187 [33], the PDN connection request cannot be accepted typically due to one of the following error reasons:
#2:

Non-3GPP access to EPC not allowed;

#8:

operator determined barring;

#26:
insufficient resources;

#27:
unknown APN;

#28:
unknown PDN type;

#29:
user authentication failed;

#30:
request rejected by PDN GW;

#31:
request rejected, unspecified;

#32:
service option not supported;

#33:
requested service option not subscribed;

#34:
service option temporarily out of order;

#38:
network failure;

#50:
PDN type IPv4 only allowed;

#51:
PDN type IPv6 only allowed;

#111:
protocol errors, unspecified.

The UE shall determine the cause of failure as follows:

-
from the ACCESS_CAUSE item as described in subclause 8.1.4.17 if the ACCESS_CAUSE item is included the item list field; or
-
from the CAUSE item as described in subclause 8.1.4.10 if the CAUSE item is included the item list field.
Depending on the nature of failure, the UE behaves as specified in subclause 6.4.2.6.2.3.2 and 6.4.2.6.2.3.3.



6.4.2.6.2.3.2
Handling of rejection due to #26



If the cause of failure is #26 "Insufficient resources" and the BACKOFF_TIMER item is included in the item list field, the UE shall take different actions depending on the timer value received:

i)
if the timer value indicates neither zero nor deactivated, shall stop timer Tw1 associated with the corresponding APN, if it is running. The UE shall start timer Tw1 (see 3GPP TS 24.244 [56]) with the received timer valueand not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until timer Tw1 expires, the timer Tw1 is stopped, or the USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until the WLAN radio is disabled or the USIM is removed;

iii)
if the timer value indicates zero, may send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN; and

iv)
if the WLAN radio is disabled when the timer Tw1 is running and if the USIM in the UE remains the same when the WLAN radio is enabled, shall behave as follows when the WLAN radio is enabled:

-
let t1 be the time remaining for Tw1 timeout when the WLAN radio was disabled and let t be the time elapsed since the WLAN radio was disabled until the WLAN radio was enabled. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1; and
If the cause of failure is #26 "Insufficient resources" and the BACKOFF_TIMER item is not included in the item list field, the UE may send a SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.

6.4.2.6.2.3.3
Handling of rejection due to causes other than #26

If the cause of failure is different from #26 "Insufficient resources" and the BACKOFF_TIMER item is included in the item list field, the UE shall take different actions depending on the timer value received:

i)
if the timer value indicates neither zero nor deactivated, shall start the Tw2 timer with the value provided and not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until timer Tw2 expires or the UICC containing the USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until the WLAN radio is disabled or the UICC containing the USIM is removed;

iii)
if the timer value indicates zero, may send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.
If the cause of failure is different from #26 "Insufficient resources" and the BACKOFF_TIMER item is not included in the item list field: 
i)
Additionally, if the cause value is #2 "Non-3GPP access to EPC not allowed", #8 "operator determined barring", #27 "unknown APN", #32 "service option not supported", #33 "requested service option not subscribed" or #38 "Network failure", the UE shall proceed as follows:

-
if the UE is registered in the HPLMN or is not registered to a PLMN, and if BackoffTimerValue node under Home Network Preference as specified in 3GPP TS 24.312 [13] is provisioned, the UE shall behave as described above in the present subclause, using the configured Backoff Timer value for Tw2.
-
if the UE is registered in a VPLMN and if BackoffTimerValue node under Visiting Network Preference of the VPLMN as specified in 3GPP TS 24.312 [13] is provisioned, the UE shall behave as described above in the present subclause, using the configured Backoff Timer value for Tw2.

-
in all other cases, the UE shall behave as described above in the present subclause using the default value of 12 minutes for the Tw2.

ii)
For cause values different from #2 "Non-3GPP access to EPC not allowed", #8 "operator determined barring", #27 "unknown APN", #32 "service option not supported", #33 "requested service option not subscribed" or #38 "Network failure", the UE may send a SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.



6.4.3.5.2
Usage of single-connection mode (SCM)

If 

-
the 3GPP AAA server supports SCM;

-
the EAP-Response/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1 contains the message type field indicating SCM_REQUEST; and

-
the authentication was successful;

then the 3GPP AAA server triggers the TWAN to establish the connectivity of the requested connectivity type according to 3GPP TS 23.402 [6]. 

If:

-
the 3GPP AAA server authorizes the requested connectivity; and

-
the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate success in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 indicating the authorized connectivity type. Only one connectivity type is indicated; and
B)
if a PDN connection was authorized:

i)
include an APN item according to subclause 8.1.4.5 indicating the APN of the authorized PDN connection;

ii)
include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type(s) selected in the authorized PDN connection;

iii)
if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9;

iv)
if an IPv4 address is allocated to the UE for the PDN connection, include a IPV4_ADDRESS item according to subclause 8.1.4.11;

v)
if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and

vi)
include a TWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14.

If the 3GPP AAA server does not authorize the requested connectivity, then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall construct the EAP-Request/AKA'-Notification message as follows:

a)
indicate failure in the AT_NOTIFICATION attribute; and

b)
include the AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
set the message type field to SCM_RESPONSE;

2)
in the item list field, include a ACCESS_CAUSE or CAUSE item according to subclause 8.1.4.17 and 8.1.4.10 indicating the cause of failure;
3)
if the cause of failure is #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a BACKOFF_TIMER item according to subclause 8.1.4.16; and
4)
if the cause of failure is different from #26 "Insufficient resources" and a value of backoff timer is to be provided to the UE for the PDN connection, include a BACKOFF_TIMER item according to subclause 8.1.4.16.

	*** Next Change ***


8.1.4.2
Item

The item is coded according to figure 8.1.4.2-1 and table 8.1.4.2-1:

	7
	6
	5
	4
	3
	2
	1
	0
	

	
Type
	octet 1

	
Length
	octet 2

	
Value
	octet 3

octet Z


Figure 8.1.4.2-1: Item

Table 8.1.4.2-1: Item

	Type field is coded according to the table 8.1.4.2-2. When the type field contains a type other than those specified in table 8.1.4.2-2, the item is ignored.



	Length field indicates the number of octets in the value field.



	Value field contains the value of the parameter indicated by the type field.


Table 8.1.4.2-2: Types of item

	The type field is coded as follows.

	7
	6
	5
	4
	3
	2
	1
	0
	
	

	0
	0
	0
	0
	0
	0
	0
	0
	
	CONNECTIVITY_TYPE

	0
	0
	0
	0
	0
	0
	0
	1
	
	ATTACHMENT_TYPE

	0
	0
	0
	0
	0
	0
	1
	0
	
	APN

	0
	0
	0
	0
	0
	0
	1
	1
	
	PDN_TYPE

	0
	0
	0
	0
	0
	1
	0
	0
	
	AUTHORIZATIONS

	0
	0
	0
	0
	0
	1
	0
	1
	
	CONNECTION_MODE_CAPABILITY

	0
	0
	0
	0
	0
	1
	1
	0
	
	PROTOCOL_CONFIGURATION_OPTIONS

	0
	0
	0
	0
	0
	1
	1
	1
	
	CAUSE

	0
	0
	0
	0
	1
	0
	0
	0
	
	IPV4_ADDRESS

	0
	0
	0
	0
	1
	0
	0
	1
	
	IPV6_INTERFACE_IDENTIFIER

	0
	0
	0
	0
	1
	0
	1
	0
	
	TWAG_CP_ADDRESS

	0
	0
	0
	0
	1
	0
	1
	1
	
	TWAG_UP_MAC_ADDRESS

	0
	0
	0
	0
	1
	1
	0
	0
	
	SUPPORTED_WLCP_TRANSPORTS

	0
	0
	0
	0
	1
	1
	0
	1
	
	BACKOFF_TIMER

	0
	0
	0
	0
	1
	1
	1
	0
	
	ACCESS CAUSE


	*** Next Change ***


8.1.4.16
BACKOFF_TIMER item
When the type field of the item according to subclause 8.1.4.2 indicates the BACKOFF_TIMER, then the value field of the item is coded as the value part (as specified in TS 24.007 [48] for type 4 IE) of the GPRS timer 3 information element defined in 3GPP TS 24.008 [46] subclause 10.5.7.4a.

NOTE:
The GPRS Timer 3 IEI field and the length of GPRS Timer 3 contents field of the GPRS timer 3 information element are not included in the value of the BACKOFF_TIMER item.

	*** End Change ***


