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1. Overall Description:
CT1 is currently working on defining the UE behaviour in the authentication and authorization failure case, in which the HSS will send the Diameter failure codes to the 3GPP AAA Server, and then the 3GPP AAA Server can forward these codes to the ePDG.  Based on the extension of IKEv2 messages defined by CT1 now, the ePDG can notify the UE about the failure reasons. 
CT1 notes that in the above procedures, the HSS may not send the authentication vectors to the UE side via the IKE_AUTH Response message indicating authentication failure.  CT1 wants to ask the following questions:
Q1:  If the UE can trust the failure codes included in the IKE_AUTH Response message without carrying the authentication vectors from HSS?

Q2:  If not, can the ePDG send its identity, a certificate, and the AUTH parameter to the UE in the authentication and authorization failure case? Then the UE can trust the failure codes included in the IKE_AUTH Response message after the UE authenticates the ePDG.
2. Actions:

To SA3 group.

ACTION: 
CT1 asks SA3 group to provide answers to the above questions.

3. Date of Next TSG-CT WG1 Meetings:

TSG CT WG1 Meeting 95
16-20 November 2015
Anaheim, CA (USA)

TSG CT WG1 Meeting 95bis
11-15 January 2016
US, TBD

