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***** First change *****
10.x
One-to-one ProSe direct communication

10.x.1
Overview
This clause describes the PC5 Signalling Protocol procedures between two ProSe-enabled UEs for one-to-one ProSe direct communication.The following PC5 Signalling Protocol procedures are defined:

-
direct link setup;

-
direct link keepalive;

-
direct link release; and
-
direct link authentication.

The UE shall be authorised for one-to-one ProSe direct communication based on the service authorisation procedure as specified in clause 5 before initiating or participating in any PC5 Signalling Protocol procedures for one-to-one ProSe direct communication.

10.x.2
Direct link setup procedure

10.x.2.1
General

The direct link setup procedure is used to establish a secure direct link between two ProSe-enabled UEs. The UE sending the request message is called the "initiating UE"and the other UE is called the "target UE".

10.x.2.2
Direct link setup procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure:

-
a request from upper layers to establish a direct link with the target UE is received and there is no existing link between the initiating UE and that target UE;

-
the link layer identifier for the target UE (i.e., Layer 2 ID used for unicast communicaiton) is available to the initiating UE (e.g., pre-configured or obtained via ProSe direct discovery); and 

-
the initiating UE is either authorised for ProSe direct communication in the serving PLMN, or has a valid authorization for ProSe direct communication when not served by E-UTRAN.

The initiating UE initiates the Direct link setup procedure by generating a DIRECT_COMMUNICATION_REQUEST message with:

-
the User Info set to the initiating UE's user identifier for this one-to-one communication;
Editor’s note (WI: eProSe-ext-CT, CR#0177): How User Info is used to identify the one-to-one communication user is to be clarified by Stage 2 (e.g., SA3 WG).
-
an IP Address Config IE set to one of the following values:

-
"DHCPv4 Server" or "DHCPv4 Client" if only IPv4 address allocation mechanism is supported by the initiating UE; 

-
"IPv6 Router" if only IPv6 address allocation mechanism is supported by the initiating UE;

-
"DHCPv4 Server & IPv6 Router" or "DHCPv4 Client & IPv6 Router" if both IPv4 and IPv6 address allocation mechanisms are supported by the initiating UE; or

-
"address allocation not supported" if neither IPv4 nor IPv6 address allocation is supported by the initiating UE; and

-
a Link Local IPv6 Address IE formed locally based on IETF RFC 4862 [15] if the IP Address Config IE is set to "address allocation not supported".

After the DIRECT_COMMUNICATION_REQUEST message is generated, the initiating UE shall pass this message to the lower layers for transmission along with the initiating UE's Layer 2 ID (for unicast communication) and the target UE's Layer 2 ID (for unicast communication), and start timer T4100. The UE shall not send a new DIRECT_COMMUNICATION_REQUEST message while timer T4100 is running.
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Figure 10.x.2.2.1: Direct link setup procedure

10.x.2.3
Direct link setup procedure accepted by the target UE
Upon receiving a DIRECT_COMMUNICATION_REQUEST message, the target UE shall store the pair of Layer 2 IDs (for unicast communication) used in the transport of this message provided by the lower layers and associate them with a direct link context.

The target UE then checks the User Info IE included in the DIRECT_COMMUNICATION_REQUEST message and determines whether this request can be accepted or not. Then, the target UE examines the IP Address Config IE to see whether there is at least one common IP address configuration option supported by both the initiating UE and the target UE. If the above check is successful, the target UE shall invoke the direct link authentication procedure as specified in subclause 10.x.5 to establish a security association between the target UE and the initiating UE. Only after the completion of link authentication procedure and have a successful establishment of the security association, the target UE shall send a DIRECT_COMMUNICATION_ACCEPT message to the initiating UE including the User Info IE set to the target UE's User Info.

The target UE shall include an IP Address Config IE set to one of the following values:

-
"DHCPv4 Server" or "DHCPv4 Client" if IPv4 address allocation mechanism is to be used over the direct link and the target UE will act as either DHCP server or DHCP client; 

-
"IPv6 Router" if only IPv6 address allocation mechanism is to be used over the direct link;
-
"DHCPv4 Server & IPv6 Router" or "DHCPv4 Client & IPv6 Router" if both IPv4 and IPv6 address allocation mechanisms are supported by the initiating UE; or

-
"address allocation not supported" if neither IPv4 nor IPv6 address allocation is to be used over the direct link UE.

If the IP Address Config IE is set to "address allocation not supported", the UE shall include a Link Local IPv6 Address IE set to the link-local IPv6 address formed locally.

10.x.2.4
Direct link setup procedure completion by the initiating UE
Upon receipt of the DIRECT_COMMUNICATION_ACCEPT message, the initiating UE shall stop timer T4100. From this time onward the initiating UE shall use the established link for all one-to-one communication (including additional PC5 Signalling messages) to the target UE.

10.x.2.5
Direct link setup procedure not accepted by the target UE
If the direct link setup request cannot be accepted, the target UE shall send a DIRECT_COMMUNICATION_REJECT message. The DIRECT_COMMUNICATION_REJECT message contains a PC5 Signalling cause value set to one of the following cause values:
#1:

Direct communication to target UE not allowed; or
#2:

Authentication failure.
For a received DIRECT_COMMMUNICAITON_REQUEST message from a Layer 2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this Layer 2 ID or is currently processing a DIRECT_COMMUNICATION_REQUEST message from the same Layer 2 ID, but with User Info different from the User Info IE included in this new incoming message, the target UE shall send a DIRECT_COMMUNICATION_REJECT message containing PC5 Signalling Protocol cause value #3 "Conflicting Layer 2 ID usage".
Upon receipt of the DIRECT_COMMUNICATION_REJECT message, the initiating UE shall stop timer T4100 and abort the Direct link setup procedure. 

10.x.2.6
Abnormal cases
10.x.2.6.1
Abnormal cases at the initiating UE

If timer T4100 expires, the initiating UE shall retransmit the DIRECT_COMMUNICATION_REQUEST message.

NOTE:
The maximum number of allowed retransmissions is UE implementation specific.
10.x.2.6.2
Abnormal cases at the target UE

For a received DIRECT_COMMMUNICAITON_REQUEST message from a Layer 2 ID (for unicast communication), if the target UE already has an existing link established to the UE known to use this Layer 2 ID and the new request contains an identical User Info as the known user, the UE shall process the new request. However, the target UE shall only delete the existing link context after the new link setup procedure succeeds, or the link keepalive procedure as described in subclause 10.x.3 fails.
10.x.3
Direct link keepalive procedure 

10.x.3.1
General

The Direct link keepalive procedure is used to maintain the direct link between two ProSe-enabled UEs, i.e., check that the link between the two UEs is still viable. The procedure can be initiated by either end points of the direct link. The UE sending the DIRECT_COMMUNICATION_KEEPALIVE message is called the "requesting UE"and the other UE is called the "peer UE".

10.x.3.2
Direct link keepalive procedure initiation by the requesting UE
The requesting UE manages a keepalive timer T4012 and a keepalive counter for this procedure. The keepalive timer T4012 is used to trigger the periodic initiation of the procedure. It is started or restarted whenever the UE receives a PC5 Signalling message or PC5 user plane data from the peer UE over this link. The keepalive counter is set to an initial value of zero after link establishment.

The requesting UE may initiate the procedure if:

-
a request from upper layers to check the viability of the direct link is received; or 

-
the keepalive timer T4102 for this link expires.

The requesting UE initiates the procedure by stopping timer T4012 if it is still running and generating a DIRECT_COMMUNICATION_KEEPALIVE message with a Keepalive Counter IE that contains the value of the keepalive counter for this link.
After the DIRECT_COMMUNICATION_KEEPALIVE message is generated, the requesting UE shall pass this message to the lower layers for transmission along with the requesting UE’s Layer 2 ID (for unicast communication) and the peer UE's Layer 2 ID (for unicast communication), and start retransmission timer T4101.
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Figure 10.x.3.2.1: Direct link keepalive procedure

10.x.3.3
Direct link keepalive procedure accepted by the peer UE
Upon receiving a DIRECT_COMMUNICATION_KEEPALIVE message, the peer UE shall respond with a DIRECT_COMMUNICATION_KEEPALIVE_ACK message including the Keepalive Counter IE set to the same value as that received in the DIRECT_COMMUNICATION_KEEPALIVE message.

10.x.3.4
Direct link keepalive procedure completed by the requesting UE
Upon receiving a DIRECT_COMMUNICATION_KEEPALIVE_ACK message, the requesting UE shall stop retransmission timer T4101, start keepalive timer T4102 and increment the keepalive counter for this link. 
10.x.3.5
Abnormal cases
10.x.3.5.1
Abnormal cases at the requesting UE

If retransmission timer T4101 expires, the requesting UE shall initiate the procedure again with the last used keepalive counter value.

NOTE:
The maximum number of allowed retransmissions is UE implementation specific.

10.x.4
Direct link release procedure

10.x.4.1
General

The Direct link release procedure is used to release a secure direct link between two ProSe-enabled UEs. The link can be released from either end points. The UE sending the DIRECT_COMMUNICATION_RELEASE message is called the "releasing UE"and the other UE is called the "peer UE".

10.x.4.2
Direct link release procedure initiation by the releasing UE
The releasing UE shall initiating the procedure if:

-
a request from upper layers to release a direct link with the peer UE which uses a known Layer 2 ID (for unicast communication) is received and there is an existing link between those two UEs; or 

-
the peer UE has been non-responsive, e.g., unable to complete the direct link keepalive procedure.

The releasing UE initiates the direct link release procedure by generating a DIRECT_COMMUNICATION_RELEASE message with a Release Reason IE indicating one of the following cause values:
#1:

Communication to peer UE no longer needed; or
#2:

Direct link failure.

After the DIRECT_COMMUNICATION_RELEASE message is generated, the releasing UE shall pass this message to the lower layers for transmission along with the releasing UE's Layer 2 ID (for unicast communication) and the peer UE's Layer 2 ID (for unicast communication), and start timer T4103.
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Figure 10.x.4.2.1: Direct link release procedure

10.x.4.3
Direct link release procedure accepted by the peer UE
Upon receiving a DIRECT_COMMUNICATION_RELEASE message, the peer UE shall stop timer T4101, timer T4102 or timer T4103 for this link, if any of those timers is running, and abort any other ongoing PC5 Signalling Protocol procedures on this link. The peer UE shall respond with a DIRECT_COMMUNICATION_RELEASE_ACCEPT message. After the message is sent, the peer UE shall remove the context of this direct link and no longer send or receive any messages via this link.

10.x.4.4
Direct link release procedure completion by the releasing UE
Upon receipt of the DIRECT_COMMUNICATION_RELEASE_ACCEPT message, the releasing UE shall stop timer T4103. From this time onward the releasing UE shall no longer send or receive any messages via this link.

10.x.5
Direct link authentication procedure

Security association for a direct link between two ProSe-Enabled UEs is established during the direct link setup procedure with the exchange of messages related to direct link authentication. After successful completion of the direct link authentication procedure, all PC5 Signalling messages exchanged between the UEs are sent integrity protected using the security algorithms specified in 3GPP TS 33.303 [6], and all PC5 Signalling messages exchanged between the UEs are sent ciphered.

Editor’s Note: [eProSe-Ext-CT, CR 0177] The exact details and sequence of the messages related to Direct link authentication procedure, and corresponding security context and algorithms are to be specified by SA3 in 3GPP TS 33.303
***** Next change *****
11.x
PC5 Signalling messages

11.x.1
Overview

This clause defines the structure of the PC5 Signalling messages exchanged between two ProSe-enabled UEs over the PC5 interface. These are standard L3 messages as defined in 3GPP TS 24.007 [12].

Each definition given in the present clause includes:

a)
a table listing the Information Elements (IE) present in the message and the order of their appearance in the message. All IEs that may be repeated are explicitly indicated (The V, LV and LV-E formatted IEs, which contain the imperative part of the message, occur before the T, TV, TLV and TLV-E formatted IEs which contain the non-imperative part of the message, see 3GPP TS 24.007 [12]). In a (maximal) sequence of consecutive IEs with half octet length, the first IE with half octet length occupies bits 1 to 4 of octet N, the second IE bits 5 to 8 of octet N, the third IE bits 1 to 4 of octet N+1 etc. Such a sequence always has an even number of elements. 


For each information element the table indicates:

1.
The Information Element Identifier (IEI), in hexadecimal notation, if the IE has format T, TV, TLV or TLV‑E. If the IEI has half octet length, it is specified by a notation representing the IEI as a hexadecimal digit followed by a "-" (example: B-).

NOTE:
The same IEI can be used for different information element types in different messages of the same protocol.

2.
The name of the information element (which is indicative of the semantics of the element). The name of the information element followed by "IE" or "information element" is used as reference to the information element within a message.

3.
The name of the type of the information element (which indicates the coding of the value part of the IE), and generally, the referenced subclause of clause 9 of the present document describing the value part of the information element.

4.
The presence requirement indication (M, C, or O) for the IE as defined in 3GPP TS 24.007 [12].

5.
The format of the information element (T, V, TV, LV, TLV, LV-E or TLV-E) as defined in 3GPP TS 24.007 [12].

6.
The length of the information element (or permissible range of lengths), in octets, in the message, where "?" means that the maximum length of the IE is only constrained by link layer protocol. This indication is non-normative.

b)
subclauses specifying, where appropriate, conditions for IEs with presence requirement C or O in the relevant message which together with other conditions specified in the present document define when the information elements shall be included or not, what non-presence of such IEs means, and – for IEs with presence requirement C – the static conditions for presence or non-presence of the IEs or for both cases (see 3GPP TS 24.007 [12]).

11.x.2
DIRECT_COMMUNICATION_REQUEST
11.x.2.1
Message definition

This message is sent by a UE to another peer UE to establish a direct link. See table 11.x.2.1.1.

Message type:
DIRECT_COMMUNICATION_REQUEST
Table 11.x.2.1.1: DIRECT_COMMUNICATION_REQUEST message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_REQUEST message identity
	PC5-SP Message Type

12.x.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	User Info
	User Info

12.x.1.3
	M
	V
	9-17

	
	IP Address Config
	IP Address Config

12.x.1.4
	M
	V
	1

	3
	Link Local IPv6 Address 

	IPv6 Address
12.x.1.5
	O
	TV
	17


11.x.3
DIRECT_COMMUNICATION_ACCEPT

11.x.3.1
Message definition

This message is sent by the UE to another peer UE to indicate that the corresponding direct link setup request has been accepted. See table 11.x.3.1.1.

.Message type:
DIRECT_COMMUNICATION_ACCEPT

Table 11.x.3.1.1: DIRECT_COMMUNICATION_ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_ACCEPT message identity
	PC5-SP Message Type

12.x.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	User Info
	User Info

12.x.1.3
	M
	V
	9-17

	
	IP Address Config
	IP Address Config

12.x.1.4
	M
	V
	1

	3
	Link Local IPv6 Address 

	Link Local IPv6 Address
12.x.1.5
	O
	TV
	17


11.x.3.2
Link Local IPv6 Address
The UE shall include this IE if the IP Address Config IE is set to "address allocation not supported".
11.x.4
DIRECT_COMMUNICATION_REJECT
11.x.4.1
Message definition

This message is sent by the UE to another peer UE to indicate that the corresponding direct link setup request has been rejected. See table 11.x.4.1.1.

.Message type:
DIRECT_COMMUNICATION_REJECT
Table 11.x.4.1.1: DIRECT_COMMUNICATION_REJECT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_REJECT message identity
	PC5-SP Message Type

12.x.1.1.
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	PC5 Signalling Cause Value
	PC5 Signalling Cause Value
12.x.1.7
	M
	V
	1


11.x.5
DIRECT_COMMUNICATION_KEEPALIVE

11.x.5.1
Message definition

This message is sent by the UE to another peer UE to initiate a direct link keepalive procedure. See table 11.x.5.1.1.

.Message type:
DIRECT_COMMUNICATION_KEEPALIVE

Table 11.x.5.1.1: DIRECT_COMMUNICATION_KEEPALIVE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_KEEPALIVE message identity
	PC5-SP Message Type

12.x.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	Keepalive Counter
	Keepalive Counter

12.x.1.6
	M
	V
	4


11.x.6
DIRECT_COMMUNICATION_KEEPALIVE_ACK

11.x.6.1
Message definition

This message is sent by the UE to another peer UE to acknowledge and respond to the link keepalive request. See table 11.x.6.1.1.

.Message type:
DIRECT_COMMUNICATION_KEEPALIVE_ACK

Table 11.x.6.1.1: DIRECT_COMMUNICATION_KEEPALIVE_ACK message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_KEEPALIVE_ACK message identity
	PC5-SP Message Type

12.x.1.1..
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	Keepalive Counter
	Keepalive Counter

12.x.1.6
	M
	V
	4


11.x.7
DIRECT_COMMUNICATION_RELEASE

11.x.7.1
Message definition

This message is sent by the UE to another peer UE to initiate the direct link release procedure. See table 11.x.7.1.1.

.Message type:
DIRECT_COMMUNICATION_RELEASE
Table 11.x.7.1.1: DIRECT_COMMUNICATION_RELEASE message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_RELEASE message identity
	PC5-SP Message Type

12.x.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2

	
	Release Reason
	Release Reason

12.x.1.8
	M
	V
	1


11.x.8
DIRECT_COMMUNICATION_RELEASE_ACCEPT

11.x.8.1
Message definition

This message is sent by the UE to another peer UE to indicate that the link release request is accepted. See table 11.x.8.1.1.

.Message type:
DIRECT_COMMUNICATION_RELEASE_ACCEPT
Table 11.x.8.1.1: DIRECT_COMMUNICATION_RELEASE_ACCEPT message content

	IEI
	Information Element
	Type/Reference
	Presence
	Format
	Length

	
	DIRECT_COMMUNICATION_RELEASE_ACCEPT message identity
	PC5-SP Message Type

12.x.1.1
	M
	V
	1

	
	Sequence Number
	Sequence Number
12.x.1.2
	M
	V
	2


***** Next change *****
12.x
PC5 Signalling message formats
12.x.1
Information elements in PC5 Signalling messages 

12.x.1.1
PC5-SP Message Type
The PC5 SP Message Type IE is a type 3 information element, with the length of 1 octet. It is used to indicate the type of messages used in PC5 Signaling Protocol.
Table 12.x.1.1.1 defines the value part of the PC5-SP Message Type IE used in the PC5 Signalling messages. 

Table 12.x.1.1.1: PC5-SP message types for PC5 Signalling Protocol
	Bits
	
	

	8
	7
	6
	5
	4
	3
	2
	1
	
	

	0
	0
	0
	0
	0
	0
	0
	1
	
	DIRECT_COMMUNICATION_REQUEST

	0
	0
	0
	0
	0
	0
	1
	0
	
	DIRECT_COMMUNICATION_ACCEPT

	0
	0
	0
	0
	0
	0
	1
	1
	
	DIRECT_COMMUNICATION_REJECT

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	1
	0
	0
	
	DIRECT_COMMUNICATION_KEEPALIVE

	0
	0
	0
	0
	0
	1
	0
	1
	
	DIRECT_COMMUNICATION_KEEPALIVE_ACK

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	0
	1
	1
	0
	
	DIRECT_COMMUNICATION_RELEASE

	0
	0
	0
	0
	0
	1
	1
	1
	
	DIRECT_COMMUNICATION_RELEASE_ACCEPT

	
	
	
	
	
	
	
	
	
	

	0
	0
	0
	0
	1
	0
	0
	0
	
	TMGI_MONITORING_REQUEST

	0
	0
	0
	0
	1
	0
	0
	1
	
	TMGI_MONITORING_RESPONSE

	
	
	
	
	
	
	
	
	
	

	All other values are reserved


12.x.1.2
Sequence Number
The purpose of the Sequence Number is to uniquely identify a PC5 Signalling message being sent or received. The sending UE will increment the sequence number for each outgoing new PC5 Signalling message. The Sequence Number information element is an integer in the 0-65535 range.
12.x.1.3
User Info

The purpose of the User Info information element is to indicate the information of the user which is using this direct link.
The User Info IE content is a Type 4 information element, with a minimum length of 8 octets and a maximum length of 16 octets. The IEI of the User Info IE is 1.
The User Info information element is coded as shown in figure 12.x.1.3.1 and table 12.x.1.3.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	User Info IEI
	octet 1

	Length of User info contents
	octet 2

	User Info

	octet 3



	
	octet 18


Figure 12.x.1.3.1: User Info information element

Table12.x.1.3.1: User Info information element

	User Info value (octet 3 to 18)

This contains the User Info.




12.x.1.4
IP Address Config

The purpose of the IP Address Config information element is to indicate the configuration options for IP address used by the UE over this direct link.
The IP Address Config  is a type 3 information element. The IEI of the IP Address Config IE is 2.

 The IP Address Config information element is coded as shown in figure 12.x.1.4.1 and table 12.x.1.4.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	IP Address Config IEI
	octet 1

	IP address Config Content
	octet 2


Figure 12.x.1.4.1: IP Address Config information element

Table12.x.1.4.1: IP Address Config information element
	IP Address Config value (octet 2)

	Bits

	3
	2
	1
	
	

	0
	0
	1
	
	DHCPv4 client

	0
	1
	0
	
	DHCPv4 server

	0
	1
	1
	
	IPv6 Router

	1
	0
	0
	
	DHCPv4 Client & IPv6 Router

	1
	0
	1
	
	DHCPv4 Server & IPv6 Router

	1
	1
	0
	
	address allocation not supported

	

	All other values are reserved.

	

	Bit 4 to 8 of octet 2 are spare and shall be coded as zero.

	

	


12.x.1.5
Link Local IPv6 Address

The Link Local IPv6 Address information element contains a link-local IPv6 address.
The Link Local IPv6 Address is a type 3 information element. The IEI of the Link Local IPv6 Address IE is 3.

The Link Local IPv6 Address element is coded as shown in figure 12.x.1.5.1 and table 12.x.1.5.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Link Local IPv6 Address IEI
	octet 1

	Link Local IPv6 address Content 
	octet 2


	
	octet 17


Figure 12.x.1.5.1: IP Address Config information element

Table12.x.1.5.1: IPv6 Address information element
	IP address value (octet 2 to 17)

This contains the 128-bit IPv6 address



12.x.1.6
Keepalive Counter
The Keepalive Counter information element contains a 32-bit counter used for the direct link keepalive procedure.

The IPv6 Address is a type 3 information element with a length of 4 octets. The IEI of the KeepAlive Counter IE is 4.

The Keepalive Counter information element is coded as shown in figure 12.x.1.6.1 and table 12.x.1.6.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Keepalive Counter IEI
	octet 1

	Keepalive Counter Content
	octet 2


	
	octet 5


Figure 12.x.1.6.1: Keepalive Counter information element

Table12.x.1.6.1: Keepalive Counter information element
	Keepalive Counter value (octet 2 to 5)

This contains the 32-bit keepalive counter.



12.x.1.7
PC5 Signalling Protocol Cause Value

The purpose of the PC5 Signaling Protocol Cause Value information element is to indicate the error cause values used in the PC5 Signalling Protocol procedures.

The PC5 Signalling Protocol Cause Value is a type 3 information element, with a length of 1 otect. The IEI of PC5 Signaling Protocol Cause Value IE is 5.
The PC5 Signalling Protocol Cause Value information element is coded as shown in figure 12.x.1.7.1 and table 12.x.1.7.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	PC5 Signalling Protocol Cause Value IEI
	octet 1

	PC5 Signalling Protocol Cause Value Content
	octet 2


Figure 12.x.1.7.1: PC5 Signaling Protocol Cause Value information element

Table12.x.1.7.1: PC5 Signaling Protocol Cause Value information element
	PC5 Signaling Error Cause value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	Direct communication to target UE not allowed

	0
	0
	1
	0
	
	Authentication failure

	0
	0
	1
	1
	
	Conflicting Layer 2 ID usage

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


12.x.1.8
Release Reason

The purpose of the Release Reason information element is to indicate the reason why the direct link is to be released.

The Release Reason IE is a type 3 information element, with a length of 1 octet. The IEI of Release Reason IE is 6.
The Release Reason information element is coded as shown in figure 12.x.1.8.1 and table 12.x.1.8.1.
	8
	7
	6
	5
	4
	3
	2
	1
	

	Release Reason IEI
	octet 1

	Release Reason Content
	octet 2


Figure 12.x.1.8.1: Release Reason information element

Table 12.x.1.8.1: Release Reason information element
	Release Reason value (octet 2)

	Bits

	4
	3
	2
	1
	
	

	0
	0
	0
	1
	
	Communication to the peer UE no longer needed

	0
	1
	1
	0
	
	Link failure

	

	All other values are reserved.

	

	Bit 5 to 8 of octet 2 are spare and shall be coded as zero.

	

	


***** Next change *****
13.2
Timers of ProSe direct services procedures

Table 13.2.1: ProSe direct services timers – UE side

	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T4000
	NOTE 1
	Upon receiving a ProSe Application Code with an associated T4000 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <response-announce> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "announce", as described in subclause 6.2.2.4.
Upon receiving a ProSe Application Code with an associated T4000 timer in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Upon receiving a new T4000 timer value for the same ProSe Application Code or receiving a new Timer associated with a new ProSe Application Code for the same ProSe Application ID in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
Upon receiving a <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Stop announcing the associated ProSe Application Code over the PC5 interface and re-initiate the announce request procedure if the request from upper layers to announce the ProSe Application ID corresponding to the associated ProSe Application Code is still in place.

	T4002
	NOTE 2
	Upon receiving a Discovery Filter with an associated T4002 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <response-monitor> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "monitor", as described in subclause 6.2.3.4.
Upon receiving a Discovery Filter in the Update Info in the <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Upon receiving a new T4002 timer value for the same Discovery Filter in a DISCOVERY_RESPONSE message.
Upon receiving a <discovery-update-request> element in a DISCOVERY_UPDATE_REQUEST message and the Discovery Entry ID in the <discovery-update-request> element is known, as described in subclause 6.2.7.3.
	Stop using the associated Discovery Filter for ProSe direct discovery monitoring over the PC5 interface and re-initiate the monitor request procedure, if the request from upper layers to monitor the ProSe Application ID corresponding to the associated Discovery Filter is still in place.

	T4004
	NOTE 3
	Upon receiving a T4004 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <match-ack> element matches the value sent by the UE in a MATCH_REPORT message, as described in subclause 6.2.4.4.
	Upon receiving a new T4004 timer value for the same ProSe Application Code in a MATCH_REPORT_ACK message. 

Upon receiving a MATCH_REPORT_ACK message with a <match-reject> element containing PC3 Control Protocol cause value is #5.
	The UE may inform the upper layers that the corresponding ProSe Application ID is no longer matched.

	T4005
	NOTE 4
	Upon receiving a monitoring, announcing, discoveree operation, discoverer operation or communication policy for a given PLMN with an associated T4005 value in the ProSe service authorisation as described in subclause 5.1.3.
	When the service authorisation for the corresponding PLMN is revoked by the ProSe Function.

Upon receiving a new T4005 timer value for the same operation (monitoring, announcing, discoveree operation, discoverer operation or communication) in the same PLMN.
	Stop the monitoring, announcing, discoveree, discoverer or communication operation in the corresponding PLMN and re-initiate the service authorisation procedure if the UE wants to continue performing announcing, monitoring, discoveree, discoverer or communication operation in that 
PLMN.

	T4006
	NOTE 3
	Upon receiving a T4006 timer in a MATCH_REPORT_ACK message whose transaction ID contained in the <match-ack> element matches the value sent by the UE in a MATCH_REPORT message, as described in subclause 6.2.4.4.
	Upon receiving a new T4006 timer value for the same ProSe Application Code in a MATCH_REPORT_ACK message.

When the corresponding T4004 timer for the ProSe Application Code is stopped or expires.
	The UE needs to

send a Match Report on next instance it detects the corresponding ProSe Application Code.

	T4007
	NOTE 5
	Upon receiving a ProSe Restricted Code or ProSe Restricted Code Prefix with an associated T4007 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <restricted-announce-response> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "announce" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.2A.4.
	Upon receiving a new T4007 timer value for the same ProSe Restricted Code or ProSe Restricted Code Prefix, or upon receiving a new T4007 timer associated with a new ProSe Restricted Code or ProSe Restricted Code Prefix for the same RPAUID in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
	Stop announcing the associated ProSe Restricted Code over the PC5 interface if the ProSe Restricted Code is already allocated; and re-initiate the announce request procedure if the request from upper layers to announce the RPAUID corresponding to the associated ProSe Restricted Code is still in place.

	T4009
	NOTE 6
	Upon receiving a Restricted Discovery Filter with an associated T4009 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the <restricted-monitor-response> element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "monitor" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.3A.4.

	Upon receiving one or more new T4009 timer values for the same discovery entry in a DISCOVERY_RESPONSE message.


	Stop using the associated Restricted Discovery Filter for restricted ProSe direct discovery monitoring over the PC5 interface and re-initiate the monitor request procedure, if the request from upper layers to monitor the corresponding discovery target is still in place.

	T4011
	NOTE 7
	Upon receiving a ProSe Response Code and Discovery Query Filters with an associated T4011 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the < restricted-discoveree-response > element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "response" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.2B.4.
	Upon receiving a new T4011 timer value for the same discovery entry in a DISCOVERY_RESPONSE message.

When the UE selects a new PLMN.
	Stop announcing the associated ProSe Response Code or monitoring with the associated Discovery Query Filter(s) over the PC5 interface and re-initiate the discoveree request procedure if the request from upper layers to announce the RPAUID in Model B is still in place.

	T4013
	NOTE 8
	Upon receiving a ProSe Query Code and Discovery Response Filters with an associated T4013 timer in a DISCOVERY_RESPONSE message whose transaction ID contained in the < restricted-discoverer-response > element matches the value sent by the UE in a DISCOVERY_REQUEST message with the command set to "query" and the Discovery Type set to "Restrict discovery", as described in subclause 6.2.3B.4.
	Upon receiving a new T4013 timer value for the same discovery entry in a DISCOVERY_RESPONSE message.


	Stop announcing the associated ProSe Query Code or monitoring with the associated Discovery Response Filter(s) over the PC5 interface and re-initiate the discoverer request procedure if the request from upper layers to query for the same targets in Model B is still in place.

	T4015
	NOTE 4
	Upon receiving a ProSe Discovery UE ID with an associated T4015 value in the ProSe service authorisation as described in subclause 5.1.3.
	Upon receiving a new ProSe Discovery UE ID.
	Stop performing ProSe restricted discovery and re-initiate the service authorisation procedure if the UE wants to continue performing ProSe restricted discovery.

	T4100
	
	Upon sending a DIRECT_COMMUNICATION_REQUEST message
	Upon receiving a  DIRECT_COMMUNICATION_ACCEPT or DIRECT_COMMUNICATION_REJECT message from the target UE
	Retransmission of DIRECT_COMMUNICATION_SETUP message

	T4101
	
	DIRECT_COMMUNICATION_KEEPALIVE message sent
	Upon Receiving a DIRECT_COMMUNICATION_KEEPALIVE_ACK message from the peer UE
	Retransmission of DIRECT_COMMUNICATION_KEEPALIVE message

	T4102
	
	Upon Receiving a DIRECT_COMMUNICATION_KEEPALIVE_ACK message from the peer UE
	Upon receiving an upper layer request to check whether the direct link is alive and sending out a DIRECT_COMMUNICATION_KEEPALIVE message

	Send a DIRECT_COMMUNICATION_KEEP_ALIVE message

	T4103
	
	Upon sending a DIRECT_COMMUNICATION_RELEASE message
	Upon receiving a DIRECT_COMMUNICATION_RELEASE_ACCEPT message from the peer UE.
	Stop using the corresponding direct link for one-to-one communication

	NOTE 1:
The value of this timer is provided by the ProSe Function during the announce request procedure for open ProSe direct discovery.

NOTE 2:
The value of this timer is provided by the ProSe Function during the monitor request procedure for open ProSe direct discovery.

NOTE 3:
The value of this timer is provided by the ProSe Function during the match report procedure for open ProSe direct discovery.

NOTE 4:
The value of this timer is provided by the ProSe Function during service authorisation procedure.
NOTE 5:
The value of this timer is provided by the ProSe Function during the announce request procedure for restricted ProSe direct discovery model A.
NOTE 6:
The value of this timer is provided by the ProSe Function during the monitor request procedure for restricted ProSe direct discovery model A.

NOTE 7:
The value of this timer is assigned by the ProSe Function during the discoveree request procedure for restricted ProSe direct discovery model B.
NOTE 8:
The value of this timer is assigned by the ProSe Function during the discoverer request procedure for restricted ProSe direct discovery model B.




Table 13.2.2: ProSe direct services timers – ProSe Function side

	TIMER NUM.
	TIMER VALUE
	CAUSE OF START
	NORMAL STOP
	ON 
EXPIRY

	T4001
	NOTE 1
	Upon assigning a ProSe Application Code with an associated T4000 value to the UE, as described in subclause 6.2.2.3 and subclause 6.2.7.2.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "announce" for the same ProSe Application ID.
	Delete the association between the UE, the requested ProSe Application ID and the corresponding ProSe Application Code allocated by the ProSe Function.

	T4003
	NOTE 2
	Upon assigning a Discovery Filter with an associated T4002 value to the UE, as described in subclause 6.2.3.3 and subclause 6.2.7.2.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "monitor" for the same ProSe Application ID
	Delete the association between the UE, the requested ProSe Application ID and the corresponding Discovery Filter allocated by the ProSe Function.

	T4008
	NOTE 3
	Upon assigning a ProSe Restricted Code or ProSe Restricted Code Prefix with an associated T4007 value to the UE, as described in subclause 6.2.2A.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "announce" for the same RPAUID or discovery entry ID. Set to be the same as the discovery entry in which this timer is running.
	Delete the association between the UE, the  RPAUID and the corresponding ProSe Restricted Code or ProSe Restricted Code Prefix allocated by the ProSe Function.

	T4010
	NOTE 4
	Upon assigning a Restricted Discovery Filter with an associated T4007 value to the UE, as described in subclause 6.2.3A.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "monitor" and discovery entry ID set to be the same as the discovery entry in which this timer is running.
	Delete the association between the UE, the RPAUID and the corresponding Restricted Discovery Filter allocated by the ProSe Function.

	T4012
	NOTE 5
	Upon assigning a ProSe Query Code, ProSe Response Code and Discovery Query Filter(s) with an associated T4011 value to the UE, as described in subclause 6.2.2B.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "response" for the same RPAUID or discovery entry ID. set to be the same as the discovery entry in which this timer is running.
	Delete the discovery entry in discoveree UE context which contains association between the UE, the  RPAUID and the corresponding ProSe Query Code, ProSe Resposne Code, Discovery Query Filter(s) allocated by the ProSe Function.

	T4014
	NOTE 6
	Upon retrieving the ProSe Query Code, ProSe Response Code from disoveree UE context and assigning Discovery Response Filter(s) with an associated T4013 value to the UE, as described in subclause 6.2.3B.3.
	Upon receiving a new DISCOVERY_REQUEST message from the UE with the command set to "query" and discovery entry ID set to be the same as the discovery entry in which this timer is running.
	Delete the discovery entry in discoverer UE context which contains the association between the UE, the RPAUID and the corresponding Discovery Response Filter(s) allocated by the ProSe Function.

	NOTE 1:
The value of this timer is assigned by the ProSe Function during the announce request procedure for open ProSe direct discovery.

NOTE 2:
The value of this timer is assigned by the ProSe Function during the monitor request procedure for open ProSe direct discovery.
NOTE 3:
The value of this timer is assigned by the ProSe Function during the announce request procedure for restricted ProSe direct discovery model A.
NOTE 4:
The value of this timer is assigned by the ProSe Function during the monitor request procedure for restricted ProSe direct discovery model A.
NOTE 5:
The value of this timer is assigned by the ProSe Function during the discoveree request procedure for restricted ProSe direct discovery model B.
NOTE 6:
The value of this timer is assigned by the ProSe Function during the discoverer request procedure for restricted ProSe direct discovery model B.




NOTE:
Multiple timers T4001, T4003, T4008, T4010, T4012 and T4014 can run simultaneously in the ProSe Function.

***** End of changes *****
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