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***** Next change *****
6.5.2.1
General

During the establishment of the IPSec tunnel between the UE and the ePDG, 3GPP based authentication signalling for untrusted non-3GPP access to the EPC shall be exchanged between the UE and the 3GPP AAA server in the EPC to ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

The access authentication signalling between the UE and the 3GPP AAA server shall be based on EAP-AKA as specified in IETF RFC 4187 [33] and is further detailed in 3GPP TS 33.402 [15], 3GPP TS 29.273 [17] and procedural descriptions in subclauses 7.2.2 and 7.4.4.

6.5.2.2
UE procedures
When accessing the EPC via the ePDG, the UE shall exchange EAP-AKA signalling with the 3GPP AAA server as specified in 3GPP TS 33.402 [15].

NOTE:
the EAP payload exchanged between UE and 3GPP AAA server is transported within the IKEv2 messages exchanged with ePDG as described in subclause 7.2.2.
After the UE has been successfully authenticated, the UE may receive EAP-Request/AKA-Notification dialogue with AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" as defined in IETF RFC 4187 [33]. Then the UE shall not initiate the EPC access procedure to same ePDG until switching off or the UICC containing the USIM is removed.
NOTE: Swittching off and USIM change conditions are implemented taking into consideration the user experience aspect.
Editor's note: 
The usage of back off timer and the corresponding UE behaviour are FFS.
 Editor's note: Alternative solution to solve this failure case would be to define new IKEv2 Notify payload error type mapped to DIAMETER_AUTHORIZATION_REJECTED in 29.273. Which solution will be selected is FFS.

6.5.2.3
3GPP AAA server procedures

During the authentication of the UE for accessing the EPC via the ePDG, the 3GPP AAA server shall initiate EAP-AKA based authentication with the UE as specified in 3GPP TS 33.402 [15].
After the UE has been successfully authenticated and the EPC access is not authorized for the UE, the 3GPP AAA Server shall invoke an EAP-Request/AKA-Notification dialogue and indicate this to the UE by using the AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" as defined in IETF RFC 4187 [33]. 
***** End of change *****
