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	Reason for change:
	In 3GPP TS 29.273, there is the following description in subclause 5.1.2.1.2:
Once authentication is successfully completed, the 3GPP AAA Server shall perform the following authorization checking (if there is an error in any of the steps, the 3GPP AAA Server shall stop processing and return the corresponding error):

5)
Check if the user is not authorized to perform non-seamless WLAN Offload and, if the user is also barred from using the subscribed APNs, then the Result-Code shall be set to DIAMETER_AUTHORIZATION_REJECTED.
Based on the above definition, after authentication is successfully completed, the UE is not authorized to access EPC and simultaneously not authorized to perfrom NSWO, the 3GPP AAA Server will send DIAMETER_AUTHORIZATION_REJECTED AVP to TWAN. 

Additionally, according to the user subscription data defined in TS 29.273 subclause 8.2.3.19 and 8.2.3.20, the EPC access authorization and NSWO authorization are decided in WLAN granularity. 
Therefore, if the authorization is failure, the UE should not initiate the EPC access procedure and Non-Seamless WLAN Offload to the same WLAN.
TWAN-Access-Info::=


< AVP Header: 1510 10415 >

 [ Access-Authorization-Flags ]
 [ WLAN-Identifier ]

*[ AVP ]
Table 8.2.3.20/1: Access-Authorization-Flags
Bit

Name

Description

0
EPC-Access-Authorization
This bit, when set, indicates that the UE is allowed to access the EPC when connected via Trusted WLAN access. This flag, when not set, indicates that the UE is not allowed to access EPC when connected via Trusted WLAN access. 
1

NSWO-Access-Authorization

This bit, when set, indicates that the UE is allowed Non-Seamless WLAN Offload access via Trusted WLAN access. This flag, when not set, indicates that the UE is not allowed to Non-Seamless WLAN Offload via Trusted WLAN access.

NOTE: 
Bits not defined in this table shall be cleared by the sending HSS and discarded by the receiving 3GPP AAA Server.


	
	

	Summary of change:
	1)  Reuse the AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" mapping DIAMETER_AUTHORIZATION_REJECTED.
2)  Define the UE behavior.

	
	

	Consequences if not approved:
	The EAP cause value and the UE behavior are missing for DIAMETER_AUTHORIZATION_REJECTED scenario.
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	Other comments:
	


***** Next change *****
6.4.2.2
EAP-AKA and EAP-AKA' based Authentication

The UE shall support EAP-AKA based authentication as specified in IETF RFC 4187 [33] and EAP-AKA' based authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under which one or the other of these two methods is used.

During network access authentication, the UE may provide an explicit indication for IPMS by adding an attribute in the EAP-AKA or EAP-AKA' payload as defined in subclause 6.3.3.

During network access authentication, the 3GPP AAA server may provide the ANID to the UE, see subclause 6.4.2.4.

For WLAN access, after the UE has been successfully authenticated from WLAN, the UE may receive EAP-Request/AKA’-Notification dialogue with AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" as defined in IETF RFC 4187 [33]. Then the UE shall not initiate the EPC access procedure to the same WLAN until switching off or USIM application change.
Editor's note: 
The usage of back off timer and the corresponding UE behaviour are FFS.
***** Next change *****
6.4.3.2
EAP-AKA and EAP-AKA' based Authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33] and EAP-AKA' based authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under which one or the other of these two methods is used. If the UE provides an explicit indication for the supported mobility protocols and the network supports multiple IP mobility mechanisms, the network shall select the protocol to be used and communicate the decision to the UE as defined in subclause 6.3.3.1.2.
For WLAN access, after the UE has been successfully authenticated and the EPC access and Non-Seamless WLAN Offload are not authorized for the UE, the 3GPP AAA Server shall invoke an EAP-Request/AKA’-Notification dialogue and indicate this to the UE by using the AT_NOTIFICATION attribute value 1031 – "User has not subscribed to the requested service" as defined in IETF RFC 4187 [33].
***** End of change *****
