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***** Next change *****
6.4.2.6.2
Usage of single-connection mode (SCM)

If:

a)
the UE supports the SCM;

b)
the EAP-Request/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

1)
contains the message type field indicating CONNECTION_CAPABILITY; and

2)
contains the item list field including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating support of SCM; and

c)
the UE requests usage of the SCM;

then the UE:

a)
shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Response/AKA'-Challenge message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the UE shall:

1)
set the message type field to SCM_REQUEST; and

2)
in the item list field:

A)
include a CONNECTIVITY_TYPE item according to subclause 8.1.4.3 indicating the requested connectivity type - PDN connection, or NSWO; and

B)
if a PDN connection is requested:

i)
include a ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating whether an initial attach or a handover attach is requested;

ii)
if a PDN connection for an APN other than the default APN is requested, include an APN item according to subclause 8.1.4.5 indicating the requested APN;

iii)
if initial attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the requested PDN type;

iv)
if handover attach is requested, include a PDN_TYPE item according to subclause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v)
if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or messages/events) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item according to subclause 8.1.4.9; and

b)
if a PDN connection is requested, shall include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.
NOTE:
If the UE does not include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message, in case of successful authentication, then EAP-Request/AKA'-Notification message is not received and the UE is only informed about success using EAP-Success.
Upon receiving the EAP-Request/AKA'-Notification message including the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating SCM_RESPONSE; and

-
contains the item list field;

the UE:

a)
if the AT_NOTIFICATION attribute indicates success, shall determine the authorized connectivity type in the CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 included in the item list field. If the authorized connectivity type is PDN connection, the UE: 

1)
shall determine the selected APN in the APN item as described in subclause 8.1.4.5 included in the item list field;

2)
shall determine the PDN type supported in the PDN connection in the PDN_TYPE item as described in subclause 8.1.4.6 included in the item list field;

3)
if a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is included in the item list field, shall determine the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS item;

4)
if a IPV4_ADDRESS item as described in subclause 8.1.4.11 is included in the item list field, shall determine the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

5)
if a IPV6_INTERFACE_IDENTIFIER item as described in subclause 8.1.4.12 is included in the item list field, shall determine the IPv6 interface identifier allocated to the UE for the PDN connection in the IPV6_INTERFACE_IDENTIFIER item and shall use it when building the IPv6 link local address; and

6)
shall determine the TWAG user plane MAC address in the TWAG_UP_MAC_ADDRESS item as described in subclause 8.1.4.14 included in the item list field, and shall use the TWAG user plane MAC address for encapsulating user plane packets according to 3GPP TS 23.402 [6]; and

b)
if the AT_NOTIFICATION attribute indicates failure:

1)
shall determine the cause of failure in the CAUSE item as described in subclause 8.1.4.10 included the item list field;

2)
if the cause of failure is #26 "Insufficient resources" and the Tw1 item is included in the item list field, shall take different actions depending on the timer value received in the Tw1 item as follows:

i)
if the timer value indicates neither zero nor deactivated, shall stop timer Tw1 associated with the corresponding APN, if it is running. The UE shall start timer Tw1 (see 3GPP TS 24.244 [56]) with the value provided in the Tw1 value IE and not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until timer Tw1 expires, the timer Tw1 is stopped, or the USIM is removed;

ii)
if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN until the WLAN radio is disabled or the USIM is removed;

iii)
if the timer value indicates zero, may send another SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN; and

iv)
if the WLAN radio is disabled when the timer Tw1 is running and if the USIM in the UE remains the same when the WLAN radio is enabled, shall behave as follows when the WLAN radio is enabled:

-
let t1 be the time remaining for Tw1 timeout when the WLAN radio was disabled and let t be the time elapsed since the WLAN radio was disabled until the WLAN radio was enabled. If t1 is greater than t, then the timer shall be restarted with the value t1 – t. If t1 is equal to or less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the value t1; and

3)
if the cause of failure is #26 "Insufficient resources" and the Tw1 item is not included in the item list field, may send a SCM_REQUEST message with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN.
4)
if the cause of failure is #38 "Network failure" as defined in subclause 8.1.4.x. The UE shall consider error happened in the network which cannot be solved in the short term. Then UE shall start an implementation specific timer, and shall not try again until the expired of the above timer.
6.4.2.6.3
Usage of multi-connection mode (MCM)

If:

a)
the UE supports the MCM;

b)
the EAP-Request/AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

1)
contains the message type field indicating CONNECTION_CAPABILITY; and

2)
contains the item list field:

A)
including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating support of MCM; and

B)
including the SUPPORTED_WLCP_TRANSPORTS item as described in subclause 8.1.4.15;

c)
at least one WLCP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS item is also supported by the UE; and

d)
the UE requests usage of the MCM;

then the UE:

a)
shall include the AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Response/AKA'-Challenge message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the UE shall set the message type field to MCM_REQUEST; and

b)
shall include the AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.

Upon receiving the EAP-Request/AKA'-Notification message including the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 where the message field as described in subclause 8.1.4.1:

-
contains the message type field indicating MCM_RESPONSE; and

-
contains the item list field;

the UE:

a)
if the AT_NOTIFICATION attribute indicates success:

1)
shall determine the NSWO authorization in the AUTHORIZATIONS item as described in subclause 8.1.4.7 included in the item list field;

2)
shall determine the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in subclause 8.1.4.13 included in the item list field; and

3)
shall derive the WLCP key as described in Annex A.3 in 3GPP TS 33.402 [15]; and

NOTE:
After receiving EAP Success message terminating the EAP procedures after successful authentication and authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and initiates WLCP procedures according to 3GPP TS 24.244 [56].
b)
if the AT_NOTIFICATION attribute indicates failure, shall determine the cause of failure in the CAUSE item as described in subclause 8.1.4.10 included in the item list field. The UE behaivor is the same as the UE behaviour defined in subclause 6.4.2.6.2. 
***** Next change *****
8.1.4.10.2
Causes

Cause #8 - Operator determined barring


This cause is used by the network to indicate that the requested service was rejected due to operator determined barring.

Cause #26 - Insufficient resources


This cause is used by the network to indicate that the requested service cannot be provided due to insufficient resources. 

Cause #27 - Unknown APN

This cause is used by the network to indicate that the requested service was rejected because the access point name could not be resolved.

Cause #28 - Unknown PDN type


This cause is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

Cause #30 - Request rejected by PDN GW


This cause is used by the network to indicate that the requested service or operation was rejected by the PDN GW.

Cause #31 - Request rejected, unspecified


This cause is used by the network to indicate that the requested service or operation was rejected due to unspecified reasons.

Cause #32 - Service option not supported


This cause is used by the network when the UE requests a service which is not supported by the PLMN.

Cause #33 - Requested service option not subscribed


This cause is sent when the UE requests a service option for which it has no subscription.

Cause #34 - Service option temporarily out of order


This cause is sent when the network cannot service the request because of temporary outage of one or more functions required for supporting the service.

Cause #38 - Network failure


This cause is used by the network to indicate that the requested service was rejected due to an error situation in the network.
In the authentication and authorization procedures, the 3GPP AAA Server can receive DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in 3GPP TS 29.273 [17]. It means unspecific error happened in the network. In this case, 3GPP AAA Server shall indicate this to the UE by using the "Network failure" in the CAUSE item.
Cause #50 - PDN type IPv4 only allowed


This value is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

Cause #51 - PDN type IPv6 only allowed


This value is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

Cause #111 - Protocol error, unspecified


This value is used to report a protocol error event only when no other value applies.

This subclause shows the numbers in the decimal numeration system.
