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***** Next change *****
8.1.2.2
Private Notify Message - Error Types

8.1.2.2.1
PDN connection management related error types
The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error related to PDN connection management while negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more details on what each error type means.

Table 8.1.2.2-1: Private Error Types related to the PDN connection management
	Notify Message
	Value
	Descriptions

	PDN_CONNECTION_REJECTION
	8192
	With an IP address information in Notification Data field: 

The PDN connection corresponding to the IP address information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested APN has been rejected. No additional PDN connections to the given APN can be established. 

If the rejected PDN connection is the first PDN connection for the given APN, this APN is not allowed for the UE.

	MAX_CONNECTION_REACHED
	8193
	The PDN connection has been rejected. No additional PDN connections can be established for the UE due to the network policies or capabilities. 

The maximum number of PDN connections per UE allowed to be established simultaneously is 11 due to a limitation in the network mobility procedures.

	Operator Determined Barring
	11008
	This IKEv2 error type is used by the network to indicate that the requested service was rejected by the network due to operator determined barring.

	Insufficient resources
	11026
	This IKEv2 error type is used by the network to indicate that the requested service cannot be provided due to insufficient resources.

	Unknown APN
	11027
	This IKEv2 error type is used by the network to indicate that the requested service was rejected by the external packet data network because the access point name could not be resolved.

	Unknown PDN type
	11028
	This IKEv2 error type is used by the network to indicate that the requested service was rejected by the external packet data network because the PDN type could not be recognised.

	Request rejected by PDN GW
	11030
	This IKEv2 error type is used by the network to indicate that the requested service or operation was rejected by the PDN GW.

	Request rejected, unspecified
	11031
	This IKEv2 error type is used by the network to indicate that the requested service or operation was rejected due to unspecified reasons.

	Service option not supported
	11032
	This IKEv2 error type is used by the network when the UE requests a service which is not supported by the PLMN.

	Requested service option not subscribed
	11033
	This IKEv2 error type is sent when the UE requests a service option for which it has no subscription.

	Service option temporarily out of order
	11034
	This IKEv2 error type is sent when the network cannot service the request because of temporary outage of one or more functions required for supporting the service.

	Network failure
	11038
	This IKEv2 error type is sent to the UE if the network cannot service an UE generated request because of PLMN failures.

	PDN type IPv4 only allowed
	11050
	This IKEv2 error type is used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN connectivity.

	PDN type IPv6 only allowed
	11051
	This IKEv2 error type is used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN connectivity.

	PDN connection does not exist
	11054
	This IKEv2 error type is used by the network at handover from a 3GPP access network to indicate that the ePDG does not have any information about the requested PDN connection.

	Multiple PDN connections for a given APN not allowed
	11055
	This IKEv2 error type is used by the network to indicate that the PDN connectivity procedure was rejected due to multiple PDN connections for a given APN are not allowed.


8.1.2.2.2
Access related error types
The error types defined in tables 8.1.2.2-2 indicate an error unrelated to PDN connection management. Refer to table 8.1.2.2-2 for more details on what each error type means.
Table 8.1.2.2-2: Error types unrelated to the PDN connection management
	Error type
	Value
	Descriptions

	Illegal UE
	10003
	This IKEv2 error type is sent to the UE when the network refuses service to the UE because an identity of the UE is not acceptable to the network.

	IMEI not accepted
	10005
	This IKEv2 error type is sent to the UE if the network does not accept an attach procedure for emergency services using an IMEI.

	Illegal ME
	10006
	This IKEv2 error type is sent to the UE if the ME used is not acceptable to the network, e.g. blacklisted.

	Non-3GPP access to EPC not allowed
	10007
	This IKEv2 error type is sent to the UE when it is not allowed to operate non-3GPP access to EPC.

	PLMN not allowed
	10011
	This IKEv2 error type is sent to the UE if it requests service in a PLMN operating ePDG where the UE, by subscription or due to operator determined barring, is not allowed to operate.

	Non-3GPP access to EPC not allowed in this PLMN
	10014
	This IKEv2 error type is sent to the UE which requests service in a PLMN which does not offer roaming for EPS services to that UE.

	Network failure
	10017
	This IKEv2 error type is sent to the UE if the network cannot service an UE generated request because of PLMN failures.

	Congestion
	10022
	This IKEv2 error type is sent to the UE because of congestion in the network (e.g. no channel, facility busy/congested etc.

	Severe network failure
	10042
	This IKEv2 error type is sent to the UE when the network has determined that the requested procedure cannot be completed successfully due to network failure. The failure is not expected to be temporary and repeated request is not likely to succeed in near future.


