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1. Overall Description:

3GPP SA3-LI would like to thank GSMA NG PACKET for their response Reply LS to 3GPP SA3-LI on VoLTE Roaming Architecture (S3i151222).
SA3-LI has discussed this at some length, and some more clarification appears to be required.

Based on discussion in SA3-LI, both business arrangements in roaming agreements and supporting technical solutions are required.

Lawful interception capability is required for S8 Home Routed users in the VPLMN in a significant number of markets.  This requires more than a contractual mechanism as an immediate technical action is required should confidentiality protection be turned on (e.g. through misconfiguration) denying VPLMN lawful interception of the target in an effective manner. 
Encryption of VoLTE SIP traffic potentially impacts the ability to generate Retained Data in the VPLMN when S8HR is employed and this will be studied further in combination with ETSI TCLI.

Considering the technical solutions to deal with the above, if the VPLMN detects encryption is turned on for any VoLTE communication, that session must be dropped by the VPLMN regardless of whether this session is targeted for LI. This needs to be done to ensure the VPLMN can maintain compliance with local law, and further action can be taken such as indicating to the HPLMN the reason for session termination. 
In the short term, operators may need to assure themselves that encryption is disabled. We would ask that SA3 investigate in detail, and provide a mechanism to securely ensure encryption is turned off for VoLTE traffic for inbound roamers in the VPLMN.

 2. Actions:

To GSMA NG PACKET:


SA3-LI would kindly like to ask GSMA NG PACKET to take the above into account
To SA3 and CT4:

SA3-LI would kindly like to ask SA3 and CT4:

- to consider and adopt a mechanism to terminate IMS roaming service in the VPLMN where IMS encryption is enabled contrary to the applicable roaming agreement and to inform the HPLMN of that action.  

- to consider ways that allows the VPLMN to indicate to the HPLMN that IMS encryption is expected to be disabled at an initial point when the inbound roamer connects to the VPLMN for the first time.
To CT1:
SA3-LI kindly requests CT1 to consider and adopt a mechanism of signalling to a UE that UE to P-CSCF connection shouldn’t use encryption in a particular V-PLMN.
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