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1. Introduction
The stage 2 TS provided by SA6 talks about the call setup for off-network MCPTT. SA6 agreed that MCPTT group call setup in off-network is based on group call announcement since there is no centralized MCPTT server to take the responsibility of participant invitation and session negotiations just as in on-network environments. The off-network MCPTT group call announcement includes media parameters for media delivery. The mechanism for media parameters delivery is required for off-network call setup.

The flow in figure 1 illustrates the control plane procedures for MCPTT group call establishment for off-Network. The procedure describes how a MCPTT client initiates an MCPTT group call with other MCPTT client within the off-network radio coverage and how the group call is established. It is assumed that a group multicast IP address and a receiving signaling port are pre-configured for the call setup signaling. All the messages are sent through the pre-configured multicast path.
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Figure 1. Off-network group call setup

MCPTT client 1 as the group call originator sends Group Call Announcement message to the group. MCPTT client 2, 3 configures the parameters for media delivery by making use of the received parameters in Group Call Announcement. MCPTT client 2, 3 may send the Response message to the group when the Group Call Announcement from originator includes confirm mode indication. This message contains MCPTT user identity. MCPTT client 2, 3 recognize the group call originator through the Group Call Announcement and MCPTT Client 1 checks the participants of the group call through the received Response message. Due to the movement of the participants (in and out of the radio coverage) during the off-network group call, the Group Call Announcement including parameters for media delivery is periodically sent. The participating MCPTT Clients do not need to respond to the periodic group call announcement.
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Figure 2. Periodic group announcement

As shown in figure 2, after the MCPTT group call establishment, the Group Call Announcement including the parameters for the media transfer has been performed periodically, in order for the MCPTT client later to join the MCPTT group call. In the figure, the MCPTT client 4 enters the coverage of the MCPTT group call lately. MCPTT client 2 sends the Group Call Announcement message. MCPTT client 4 configures the parameters for media transfer by making use of the received parameters in group call announcement. MCPTT client 4 may send the Response message to the group when the periodic Group Call Announcement includes confirm mode indication. This message contains the MCPTT user identity. MCPTT Client 1, 2, 3 checks through the received Response message that the MCPTT client 4 joins the group call.

2. Reason for Change
Off-network MCPTT service requires the ProSe discovery and communication path. ProSe system provides the communication path as multicast based message transmissions. Thus, all communications including signalling and multimedia transmissions between UEs in off-network MCPTT service should be performed in a multicast manner.

A well-known protocol to be used for session negotiation is the Session Initiation Protocol (SIP) specified in RFC 3261. However, this protocol is not adequate for off-network MCPTT service as the negotiation procedure may yield unpredictable delay and may not work well under sever-less environments. Note that the objective with the call setup for off-network MCPTT service is to establish a call between UEs as quickly as possilbe.
In order to assist the advertisement of multicast multimedia conferences and other multicast sessions, and to communicate the relevant session setup information to prospective participants, a distributed session directory may be used.  An instance of such a session directory periodically multicasts packets containing a description of the session, and these advertisements are received by other session directories such that potential remote participants can use the session description to start the tools required to participate in the session. RFC 2974 describes the issues involved in the multicast announcement of session description information and defines an announcement protocol to be used.  Sessions are described using the session description protocol which is described in a companion memo RFC 4566.
The following table shows the comparison between SIP and Session Announcement Protocol (SAP) specified in RFC 2974 which are candidates for session establishment in off-network environment. 

	Aspects
	SIP
	SAP
	Note

	Multicast-based communication
	Unicast-based

1:1 communication
	Multicast-based

1:N communication

(Applicable to de-centralized communication)
	

	Session setup manner
	Invitation-based

(Response for the invitation and the centralized sever is required)
	Periodic announcement-based

(no response required)
	SIP provides media parameters negotiation, but is not applicable unless centralized server is provisioned

	Media parameter Delivery
	SDP
	SDP
	

	Required Enhancement for off-network MCPTT
	Multicast-based session initiation mechanism
	- Optimization of period of announcement transmission

- If required, media parameter negotiation procedures
	


3. Conclusions

Based on the comparison, SAP is the most appropriate protocol for off-network solution. SIP may be candidate for the off-network group call setup, however, multicast transmission based mechanism needs to be newly invented in current SIP specification, which requires quite long time. That is, it is almost impossible to enhance SIP and apply to MCPTT WI on time with consideration on rel-13 timeline.

4. Proposal

It is proposed to agree the following changes to 3GPP TS <24.uuu>.
* * * First Change * * * *
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* * * Next Change * * * *

10.2.2
Pre-arranged group call using pre-established session

10.2.2.1
Client originating procedures

10.2.2.1.2
Off-Network

10.2.2.1.2.1 
Session Announcement 

A SAP announcement is multicast with the same scope as the session it is announcing, ensuring that the recipients of the announcement are within the scope of the session the announcement describes. There are a number of possibilities (as described below).

Editor's Note: The terms "announcing MCPTT client" and "listening MCPTT client" used below need to be defined in the definitions section of the TS.
The announcing MCPTT client:

1)
shall send SAP announcements on port 9875;

2)
should send SAP announcements with an IP time-to-live of 255; 
3)
may periodically send an announcement packet to a well known multicast address and port;

NOTE 1:
There is no rendezvous mechanism. There can be cases when the announcing MCPTT client is not be aware of the presence or absence of any MCPTT listeners. No additional reliability is provided over the standard best-effort UDP/IP semantics.

4)
shall send SAP announcements containing a session description; and

NOTE 2:
The session description can be encrypted although this is not recommended.
5)
should send SAP announcements containing an authentication header.
If a session uses addresses in multiple administrative scope ranges:

1)
the announcing MCPTT client shall send identical copies of the announcement to each administrative scope range. 
2)
the listening MCPTT clients shall parse such multiple announcements as the same session (as identified by the SDP origin field, for example) with the announcement rate for each administrative scope range calculated separately, as if the multiple announcements were separate 
Multiple announcing MCPTT clients:

1)
may announce a single session, as an aid to robustness in the face of packet loss and failure of one or more announcing MCPTT clients. 
2)
shall scale back repeating announcements such that the total announcement rate is equal to that which a single server would choose. 
NOTE 3:
Announcements made in this manner are identical. 
If an announcing MCPTT client sends multiple announcements for a session, then the announcing MCPTT client shall ensure that each announcement either:

1)
contains an authentication header signed by the same key; or 
2)
is treated as a completely separate announcement by listening MCPTT clients listeners.
Editor's Note: How this is achieved is FFS.
An IPv4 MCPTT listener shall listen on the IPv4 global scope multicast address and on the multicast addresses for each IPv4 administrative scope zone it is within.  
NOTE 4:
The discovery of administrative scope zones is outside the scope of this specification, but it is assumed that each MCPTT listener within a particular scope zone is aware of the scope zone. 
A MCPTT listener which supports IPv6 shall listen to the IPv6 SAP addresses.

10.2.2.1.2.2 
Announcement Interval
NOTE:
FFS.

10.2.2.1.2.3 
Session Modification and Deletion

An accouncing MCPTT client may modify a previously announced session by modifying the session description in a modified announcement. In this case, the announcing MCPTT client shall modify the version hash in the SAP header 
NOTE 1 
This indicates to the receiving MCPTT clients that the packet contents need to be parsed, or decrypted and parsed (if the packet is encrypted).

NOTE 2:
The session itself, as distinct from the session announcement, is uniquely identified by the payload and not by the message identifier hash in the header. The same rules apply for session modification as for session deletion

The announcing MCPTT client shall send a modified announcement either:

1)
containing an authentication header signed by the same key as the cached session announcement it is modifying; or

2)
originating from the same host as the session it is modifying. The cached session announcement must not contain an authentication headerIf an announcement is received containing an authentication header and the cached announcement did not contain an authentication header, or it contained a different authentication header, then the listening MCPTT client shall treat the modified announcement as a new and different announcement, and it shall be displayed in addition to the un-authenticated announcement.  
NOTE 3:
The same would happen if a modified packet without an authentication header is received from a different source than the original announcement. 

NOTE 4:
These rules prevent an announcement having an authentication header added by a malicious user and then being deleted using that header, and it also prevents a denial-of-service attack by someone putting out a spoof announcement which, due to packet loss, reaches some participants before the original announcement. Under such circumstances, being able to authenticate the message originator is the only way to discover which session is the correct session
10.2.2.1.2.4 
Session Announcement Message

The MCPTT client shall generate a Session Announcement message for a group call. The definition of the fields in the Session Announcement Protocol (SAP) packet is found in IETF RFC 2974 [3]. Table 1 shows the SAP packet format.

Table 1: SAP message format
0                    1                    2                    3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

| V=1 |A|R|T|E|C|   auth len    |         msg id hash           |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                                                               |

:                originating source (32 or 128 bits)            :

:                                                               :

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                    optional authentication data               |

:                              ....                             :

*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*-*

|                      optional payload type                    |

+                                         +-+- - - - - - - - - -+

|                                         |0|                   |

+ - - - - - - - - - - - - - - - - - - - - +-+                   |

|                                                               |

:                            payload                            :

|                                                               |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

10.2.2.1.2.4.1 
Header

The SAP message header shall contain:
1)
a Version Number (3 bit) set to 1. This indicates the first release of off-network MCPTT (i.e. Rel-13)

2)
an Address type (1 bit): If the A bit is 0, the originating source field contains a 32-bit IPv4 address. If the A bit is 1, the originating source contains a 128-bit IPv6 address.
3)
a Reserved (1 bit): Listening MCPTT clients can ignore the contents of this field.
4)
a Message Type (1 bit): If the T field is set to 0 it indicates a session announcement packet. If set to 1, it indicates a session deletion packet.
5)
an Encryption Bit (1 bit): If the encryption bit is set to 1, the payload of the SAP packet is encrypted.  If this bit is 0 the packet is not encrypted. 
6)
a Compressed bit (1 bit): 

Editor's Note The above item is FFS.

7)
a Authentication Length (8 bit): An 8 bit unsigned quantity giving the number of 32 bit words following the main SAP header that contain authentication data. If it is zero, no authentication header is present. 

8)
a Message Identifier Hash (16 bit): A 16 bit quantity that, used in combination with the originating source, provides a locally unique identifier indicating the precise version of this announcement. 

NOTE 1:
The choice of value for this field is not specified here, except that it needs to be unique for each session announced by a particular SAP announcer and it needs to be changed if the session description is modified (and a session deletion message should be sent for the old version of the session). 
NOTE 2:
Earlier versions of SAP used a value of zero to mean that the hash should be ignored and the payload should always be parsed. This had the unfortunate side-effect that SAP announcers had to study the payload data to determine how many unique sessions were being advertised, making the calculation of the announcement interval more complex that necessary. Therefore in order to decouple the session announcement process from the contents of those announcements SAP announcers are recommended  not to set the message identifier hash to zero. SAP listeners can silently discard messages if the message identifier hash is set to zero.
9)
an Originating Source (32 or 128 bit): This gives the IP address of the original source of the message. This is an IPv4 address if the A field is set to zero, else it is an IPv6 address.  The address is stored in network byte order.
10) Optional authentication data: Authentication data containing a digital signature of the packet, with length as specified by the authentication length header field.
10.2.2.1.2.4.2 
Optional payload type

The payload type field is a MIME content type specifier, describing the format of the payload.  This is a variable length ASCII text string, followed by a single zero byte (ASCII NUL).  The payload type shall be included in all packets.  All implementations shall support payloads of type `application/sdp' specified in IETF RFC 4566 [x]. SDP offer shall be generated in according to the rules and procedures as specified in subclause 14.5 “Session description offer generation”. Other formats may be supported.

10.2.2.1.2.4.3 
Payload
The header is followed by an optional payload type field and the payload data itself.  If the E or C bits are set in the header both the payload type and payload are encrypted and/or compressed.

If the packet is an announcement packet, the payload contains a session description. 
If the packet is a session deletion packet, the payload contains a session deletion message.  
If the payload format has a MIME type of application/sdp the deletion message is a single SDP line consisting of the origin field of the announcement to be deleted.
NOTE:
It is desirable for the payload to be sufficiently small that SAP packets do not get fragmented by the underlying network. Fragmentation has a loss multiplier effect, which is known to significantly affect the reliability of announcements. It is recommended that SAP packets are smaller than 1kByte in length, although if it is known that announcements will use a network with a smaller MTU than this, then it is recommended to as the maximum recommended packet size.
10.2.2.1.2.5 
Session description offer generation

For an off-network MCPTT session, only MCPTT Speech shall be offered.

One off-network MCPTT Session may include one Media-floor Control Entities. 
The MCPTT client shall generate a SDP offer for a group call in accordance with rules and procedures of 3GPP TS 24.229[x]. 
The off-network MCPTT client:
-
shall generate an SDP offer when the MCPTT client initiates the off-network MCPTT session as specified in subclause 10.2.2.1.2.6  “MCPTT Client initiates a pre-arranged Session”;

-
shall generate a SDP offer after the MCPTT client has joined a off-network MCPTT session as specified in subclause 10.2.2.1.2.7 “MCPTT Client joins a pre-arranged Session”;

-
shall include the session-level section consisting of:


a)
the “o=<username>” field set to a MCPTT client ID;


b)
the “s=<session name>” field set to a MCPTT group ID;


c)
the “c=<connection-address>” field set to a multicast IP address of the MCPTT group;

-
shall include the media-level section for each offered Media Stream consisting of:


a)
the “m=<media>” field set to MCPTT speech;


b)
the “m=<port>” field set to a port number for MCPTT speech; 


c)
the “a=” field set to the codec(s) and Media Parameters; 


d)
the port number to be used for RTCP at the MCPTT Client selected according to the rules and procedures of IETF RFC 3605 [x] if the media steam uses the RTCP protocol and other than the default IP address ir port number specified by IETF RFC 3550 [x] is to be used


i)
shall offer the currently used Media Streams with used media-level section parameters when the MCPTT Client generates the SDP offer periodically;


ii)
shall offer the additional Media Type when the MCPTT Client offers to add new Media Type to the current MCPTT Session;and

NOTE:
The MCPTT Client is not necessarily authorized to add a Media Type to the existing MCPTT Session

-
may offer to add a new MediaType, to connect to a Media Type and to disconnect from a Media Stream in the MCPTT Session in the same group call.

10.2.2.1.2.6 
MCPTT Client initiates a pre-arranged Session

When the MCPTT Client initiates a pre-arranged session, the MCPTT Client:

-
shall generate an session announcement message as specified in subclause 10.2.2.1.2.4 "Session Announcement Message";

-
shall include a SDP body as a SDP offer as specified in subclause 10.2.2.1.2.5 "Session description offer generation"; 

-
shall send the session announcement message towards the MCPTT clients according to rules and procedures as specified in subclause 10.2.2.1.2.1 "Session Announcement".

Upon receiving a message response to the session announcement message the MCPTT Client: 

-
shall cache the presence of the MCPTT client in the contact list;

-
shall establish a MCPTT session based on the media-level section parameters from the SDP body. 

10.2.2.1.2.7 
MCPTT Client joins a pre-arranged Session

Upon receiving a session announcement message from a MCPTT User to establish a Pre-arranged the MCPTT Client: 

-
shall cache the presence of the MCPTT client in the contact list;

-
shall set the session name of the SDP MIME to the group ID that identifies the Pre-established Session;

-
may display information to the MCPTT User ID based on the information in the SDP MIME;

-
shall generate an session announcement message as specified in subclause 10.2.2.1.2.4 "Session Announcement Message";

-
shall include a SDP body as a SDP offer as specified in subclause 10.2.2.1.2.5  "Session description offer generation"; 

-
shall send the session announcement message towards the MCPTT clients according to rules and procedures as specified in subclause 10.2.2.1.2.1 "Session Announcement".

* * * Next Change * * * *
10.2.2.2
Client terminating procedures

10.2.2.2.2
Off-Network

10.2.2.2.2.1 
Session Deletion
10.2.2.2.2.1.1 
Explicit Deletion
A session deletion packet shall specify the session to be deleted. 
Session deletion packets shall have a valid authentication header, matching that used to authenticate previous announcement packets. If this authentication is missing, the terminating MCPTT client shall ignore the deletion message.

10.2.2.2.2.2 
Time-out based Deletion

10.2.2.2.2.2.1 
Explicit Timeout
The session description payload may contain timestamp information specifying the start- and end-times of the session. If the current time is later than the end-time of the session, then the terminating MCPTT client shall delete the session from its cache. 
10.2.2.2.2.2.2 
Implicit Timeout
A session announcement message should be received periodically for each session description in a receiver's session cache. The announcement period can be predicted by the receiver from the set of sessions currently being announced. If a session announcement message has not been received for ten times the announcement period, or one hour, whichever is the greater, then the terminating MCPTT client shall delete the session from its cache. 
NOTE:
The one hour minimum is to allow for transient network partitionings.
