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Overview:
This discussion paper highlights a network scenario that leads to VoLTE call drops as a result of mismatch in the EPS bearer context status between the UE and the MME.

Two alternative solutions to resolve this issue and other similar issues resulting from a race conditions in ESM and EMM procedures are presented.

Problem Description:

Based on field logs in live networks, it has been observed that there can be a mismatch in the EPS bearer context status between the UE and MME when a dedicated bearer setup procedure is ongoing and a Tracking Area Update procedure occurs during a VoLTE call. The mismatch in the EPS bearer context status is a result of the current definition of the EPS bearer context state information element used in EPS Mobility Management messages. The mismatch results in the UE locally deactivating the bearer corresponding to the bearer id that is not reported as active by the MME and thereby causes a VoLTE call drop.

Figure 1 provides a high-level description of the problem scenario.
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Figure 1: Overview of EPS bearer context status mismatch scenario
The call flow in Figure 2 shows the details of the EPS bearer context status at the MME and the UE after each message exchange. :
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Figure 2: EPS bearer context status mismatch when dedicated bearer activation and TAU procedure occur collide
The following describes the scenario:

1. During the beginning of the VoLTE call, a dedicated bearer setup has been initiated by the EPC. The UE and the MME have EPS bearers with id 5 and 6 in BEARER CONTEXT ACTIVE state.
2. As a result of the ongoing VoLTE call and Dedicated Bearer establishment for the media, the UE receives an ESM ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message for a new bearer e.g. EPS bearer id 7. The NAS layer at the UE moves EPS bearer id 7 to “BEARER CONTEXT ACTIVE” state per TS 24.301 subclause 6.4.2.3
3. The NAS layer at the UE sends the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message to the lower layers.

4. At this time, UE is handed over to a new cell in a new Tracking Area.  Before the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT is sent by the lower layers, the UE detects a change of Tracking Area, and therefore initiates a Tracking Area update procedure. The lower layers suspend the transmission of message containing the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message as a result of mobility.
5.  The UE sends a TRACKING AREA UPDATE REQUEST message and sets the EPS bearer context state information element (EBI)  for EPS bearer id 5, 6 and 7 indicating the respective EPS bearers are in state BEARER-CONTEXT ACTIVE in the EPS bearer context status IE. Note that indication of EPS bearer id 7 as BEARER-CONTEXT ACTIVE is per the requirements in TS 24.301 subclause 4.2; per the requirements the UE shall suspend the transmission of ESM message during an ongoing EMM procedure,  however it does not prevent the ESM state transition.
6. However, from the point of view of MME, EPS bearer id 7 is not in state “BEARER-CONTEXT ACTIVE” but rather in state “BEARER-CONTEXT ACTIVE PENDING” as MME has not yet received ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT from the UE. Therefore MME sends a TRACKING AREA UPDATE ACCEPT message but only indicates EBI = 1 for EPS bearer id 5 and 6, per TS 24.301 subclause 9.9.2.1. 
7. The TRACKING AREA UPDATE ACCEPT message is received at the UE:

a. The completion of the TAU procedure marks the completion of EMM procedure and hence the suspended ESM procedures can resume. In the observed logs, as a result of handover, [step 4],  the lower layers had failed to deliver the uplink ESM message ( ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT), consequently after the TAU procedure is complete, the lower layers notify the NAS layer regarding the failure to deliver the uplink ESM message per TS 36.331,  subclause 5.6.2.4. According to the requirements outlined for retransmission procedures on uplink ESM message failure indication by lower layers in TS 24.301, subclause 6.3.3. , the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message is retransmitted.
Note that alternatively, a resumption of ESM procedures that were suspended as result of EMM procedures, also results in the UE sending the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message after the TAU procedure is complete. 
b. On receipt of the TRACKING AREA UPDATE ACCEPT message, the UE processes the EBI = 1 for EPS bearer id 5 and 6  and the UE follows TS 24.301 subclause 5.5.3.2.4, deactivates the EPS bearer associated with EPS bearer id 7 locally and marks the bearer context state for bearer is 7 as “inactive”.
c. On receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, the MME moves to “BEARER CONTEXT ACTIVE” state for EPS bearer id 7

Note that steps 7a) and 7b) are independent, and occur simultaneously. 

8. After step 7c, the UE and MME are out of sync as the MME considers EPS bearer id 7 context as active while the UE considers it is inactive. Furthermore, the VoLTE call will be dropped in deployments that require the use of a dedicated bearer.
Other similar scenarios:

The mismatch described above can also occur in other scenarios apart from the scenarios in the call flow described above. The following is an alternate scenario where TAU procedure is initiated first, followed by a dedicated bearer activation procedure before the TAU procedure completes:
1. The UE sends a TRACKING AREA UPDATE REQUEST message including the EPS bearer status IE message.
2. The network then sends the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message for bearer id 7 to the UE. The MME EPS bearer context for bearer id 7 is “Active Pending”.

3. The UE accepts the EPS bearer context activation request and marks the corresponding EPS bearer context for bearer id 7 as active. The UE suspends transmission of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message until the EMM (TAU) procedure completes.
4. When the UE receives the TRACKING AREA UPDATE ACCEPT message, it resumes the ESM message transmission and sends the pending ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message.

5. However from the TRACKING AREA UPDATE ACCEPT message, the UE determines that bearer id 7 was not marked as “Active” and deactivates the new dedicated EPS bearer locally.

6. On receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message, the MME marks bearer id 7 as “Active”, the UE and the MME are out of sync.
Observation:
This problematic situation occurs when the dedicated bearer activation procedure does not complete at both the UE and at the MME before being interrupted by a TAU procedure. i.e., the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message is not received by the MME before the Tracking Area Update procedure is initiated.
The issue may also affect the default bearer establishment when TAU procedure collides with default bearer establishment procedure.
Proposal:
The following proposals are presented and either one of the proposal is sufficient to resolve the issue.
Proposal 1: MME update
To avoid this mismatch, it is proposed that the MME set the EPS bearer context status information element value to “1” for any EPS bearer context in an ESM state other than BEARER CONTEXT INACTIVE.
The proposal accounts for the race conditions and state transitions at the MME and ensures that the EPS bearer context at the MME and the UE remain in sync.
Following are the proposed changes in TS 24.301, subclause 9.9.2.1, on EPS bearer context status
EBI(x) shall be coded as follows:

EBI(0) - EBI(4):

Bits 0 to 4 of octet 3 are spare and shall be coded as zero.

EBI(5) – EBI(15):

0
indicates that the ESM state of the corresponding EPS bearer context is BEARER CONTEXT-INACTIVE.

1
indicates that the ESM state of the corresponding EPS bearer context is not BEARER CONTEXT INACTIVE 
Proposal 2: UE update
To avoid this mismatch, when the UE suspends the ESM procedure as a result of an EMM procedure and the UE is in EMM-Connected mode (i.e. the EMM procedure was initiated in EMM-Connected mode), the UE does not include the EPS bearer context status IE in the TRACKING AREA UPDATE REQUEST message. Moreover, the UE ignores the EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message when the UE has not provided the EPS bearer state IE in the corresponding TRACKING AREA UPDATE REQUEST message. Thus the UE will not locally deactivate the bearer in case of a collision while the TAU was initiated when the UE was in EMM-Connected mode. When the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPTt message is received at the MME, the MME will also mark the corresponding EPS bearer context to active state.
The change would require the following update to subclause 5.5.3.2.4 in TS 24.301:
< ----

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive. 

If a default EPS bearer context is marked as inactive in the EPS bearer context status IE included in the TRACKING AREA UPDATE ACCEPT message, and this default bearer is not associated with the last remaining PDN connection in the UE, the UE shall locally deactivate all EPS bearer contexts associated to the PDN connection with the default EPS bearer context without peer-to-peer ESM signalling to the MME. If only the PDN connection for emergency bearer services remains established, the UE shall consider itself attached for emergency bearer services only
If the EPS bearer context status IE was not included by the UE in the TRACKING AREA UPDATE REQUEST, the tracking area updating procedure is initiated in EMM-CONNECTED mode and the MME includes an EPS bearer context status IE in the TRACKING AREA UPDATE ACCEPT message, indicating EPS bearer contexts that are active in the MME, the UE may choose to not deactivate those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive.
----- >
Summary of the Proposals:
	Proposal
	Summary
	Pros
	Cons

	Proposal 1
	MME updates EBI reporting
	1. UE-MME EPS bearer context will be in sync
2. VoLTE calls will not be dropped for the scenario under consideration and can continue using the dedicated bearer

3. Solution benefits all the UEs in the field as no UE change is involved
	1. MME change is required

	Proposal 2
	UE ignores EBI in TAU when TAU is initiated in EMM_Connected mode
	1. UE-MME EPS bearer context will be in sync

2. VoLTE calls will not be dropped for the scenario under consideration and can continue using the dedicated bearer

3. No network change 
	1. UE change is required
2. Does not solve the problem for UEs currently deployed


References:
· Reference on transition to Bearer Context Active by the UE:

[TS 24.301]
6.4.2.3
Dedicated EPS bearer context activation accepted by the UE

Upon receipt of the ACTIVATE DEDICATED EPS BEARER CONTEXT REQUEST message, the UE shall stop timer T3396, if it is running for the APN associated with the PDN connection, and check the received TFT before taking it into use. Then the UE shall send an ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message and enter the state BEARER CONTEXT ACTIVE. The ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message shall include the EPS bearer identity.
· Reference on suspension of ESM message transmission
[TS 24.301]
4.2
Linkage between the protocols for EPS mobility management and EPS session management

-

Except for the attach procedure and the service request procedure, during EMM procedures the MME shall suspend the transmission of ESM messages. During the service request procedure the MME may suspend the transmission of ESM messages.

Except for the attach procedure, during EMM procedures the UE shall suspend the transmission of ESM messages.

· Reference on local release of EPS bearers by the UE
[TS 24.301]
5.5.3.2.4
Normal and periodic tracking area updating procedure accepted by the network

(…)

If an EPS bearer context status IE is included in the TRACKING AREA UPDATE ACCEPT message, the UE shall deactivate all those EPS bearers contexts locally (without peer-to-peer signalling between the UE and the MME) which are active in the UE, but are indicated by the MME as being inactive

· References for retransmission of the ACTIVATE DEDICATED EPS BEARER CONTEXT ACCEPT message after the TAU procedure
[TS 36.331]
5.6.2.4
Failure to deliver ULInformationTransfer message

The UE shall:
1> if mobility (i.e. handover, RRC connection re-establishment) occurs before the successful delivery of ULInformationTransfer messages has been confirmed by lower layers:
2>
inform upper layers about the possible failure to deliver the information contained in the concerned ULInformationTransfer messages;

[TS 24.301]
6.3.3
Abnormal cases in the UE

The following abnormal case can be identified:
a)
ESM uplink message transmission failure indication by lower layers


If lower layers indicate a TAI change, but the current TAI is not in the TAI list, the ESM procedure shall be aborted and re-initiated after successfully performing a tracking area updating procedure.


If lower layers indicate a TAI change, but the current TAI is still part of the TAI list, it is up to the UE implementation how the ESM procedure is re-initiated.


If lower layers indicate the TAI has not changed, it is up to the UE implementation how the ESM procedure is re-initiated.
NOTE 1:
The ESM procedure can typically be re-initiated using a retransmission mechanism of the uplink message (the one that has previously failed to be transmitted) with new sequence number and message authentication code information thus avoiding to restart the whole procedure.
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